FEDERAL TRADE COMMISSION
PROTECTING AMERICA'S CONSUMERS

For Your Information

FTC Finalizes Order with X-Mode and
Successor Outlogic Prohibiting it from
Sharing or Selling Sensitive Location Data

aprit 12,2024 @) X @

Tags: Consumer Protection | Bureau of Consumer Protection | Online Advertising_.and Marketing

Privacy and Security = Consumer Privacy

The Federal Trade Commission has finalized an order prohibiting data broker X-Mode and its
successor Outlogic from sharing or selling any sensitive location data to settle allegations that the
company sold precise location data that could be used to track people's visits to sensitive locations

such as medical and reproductive health clinics and places of worship.

In a complaint first announced in January 2024, the FTC charged that X-Mode/Outlogic failed until

May 2023 to remove sensitive locations from the raw location data it sold and did not implement
reasonable or appropriate safeguards against downstream use of the precise location data it sold,

putting consumers' sensitive personal information at risk.

In addition to the ban on selling or sharing sensitive location data, the order also imposes several
other requirements on X-Mode/Outlogic including mandating that it create a program to ensure it
develops and maintains a comprehensive list of sensitive locations, and ensure it is not sharing,

selling or transferring location data about such locations.

It also must delete or destroy all the location data it previously collected and any products developed
from this data unless it obtains consumer consent or ensures the data has been deidentified or
rendered non-sensitive; develop a supplier assessment program to ensure that companies that

provide location data to X-Mode/Outlogic are obtaining informed consent from consumers for the
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collection, use and sale of the data or stop using such information; implement procedures to ensure
that recipients of its location data do not associate the data with locations that provide services to
LGBTQ+ people, with locations of public gatherings of individuals at political or social demonstrations
or protests, or use location data to determine the identity or location of a specific individual; and
establish and implement a comprehensive privacy program that protects the privacy of consumers’

personal information and also create a data retention schedule.

After receiving three comments on the proposed settlement, the Commission voted 3-0-2 to give final
approval of the settlement with X-Mode/Outlogic. Commissioners Melissa Holyoak and Andrew N.

Ferguson did not participate.

The Federal Trade Commission works to promote competition and protect and educate consumers.

The FTC will never demand money, make threats, tell you to transfer money, or promise you a prize.
Learn more about consumer topics at consumer.ftc.gov, or report fraud, scams, and bad business

practices at ReportFraud.ftc.gov. Follow the ETC on social media, read consumer alerts and the

business blog, and sign up to get the latest FTC news and alerts.
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