FACIAL RECOGNITION
05.06.2016 - 09.15.2016



Stone, Andrea

From: FierceGovernmentlT <editors@FierceGovernmentiT.com>

Sent: Friday, May 06, 2016 2:17 PM

To: ksimmons@springfieldpolice.net

Subject: | 05.06.16 | Audit: ICE financial systems had year-long access control vulnerability
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This week's sponsor is VION.
_[Webinar] Cost Avoidance and Financial Capture: Making {Dollars_and)
] :Sense of ‘Cloud First’
NOW AVAILABLE ON-DEMAND

Government agencies are being asked to think “cloud first” when it comes to
modernizing legacy systems or deploying new programs, but the incentives for
doing so are often driven by superior reliability and agility, not cost. This
FierceGovernmentIT webinar will explore how agencies can realize the financial
benefits of cloud computing and the common pitfalls that can ruin the return on
a cloud investment. Register to watch now!
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stand up programs that harness the power of data analytics. Download today!

Also Noted

Spotlight: AWS offers cloud training for vets

FBI wanis fo exempt its massive biometric database from some federal privacy
rules | Facebook page of former New Mexico mavor is public record, Judge rules

News from the Public Sector

Congressional leaders ask GAQ to audit agencies' FOIA
compliance

Census Bureau's CEDCaP data collection program faces scrutiny
from Commerce's Inspector General

Judge paves way for Clinton to answer questions about emails

Marketplace

Survey: Cloud Computing in the Federal Government: Perceptions, Obstacles.
Oppeortunities

Try Alteryx and get a $25 Starbucks Card

eBook: eBrief | Data Science Strateqy for Federal IT

Today's Top News




1. Audit: ICE financial systems had year-long access control
vulnerability

Friday, May 6, 2016 | By Eli Richman

Even though U.S. Immigration and Customs Enforcement took corrective action
last year to improve its IT controls, a recent audit (pdf) found the agency still has
major deficiencies regarding access controls and configuration management of its
financial system.

The audit found seven deficiencies, two of which were repeat findings. The most
significant weaknesses, from the auditors' perspective, were missing user
authorization documentation and improper approvals of access.

Worryingly, the improper approvals of access was a repeat finding, meaning the
agency has been operating for a year with a known issue in its financial security.

“In recent years, we have noted that limitations in ICE's financial system’s
functionality may be inhibiting ICE’s ability to implement and maintain effective
internal control and to effectively and efficiently process and report financial data,”
the Department of Homeland Security's Office of the Inspector General wrote in
the summary of the audit's findings.

The audit also found that a configuration management plan had not been formally
documented and that the financial system allowed obligations to be posted at a
future date and processed receipts to exceed available funding.

To fix the agency's IT control deficiencies, the audit recommended that ICE:

« Update the User Account Management plan according to current
processes, ensure that user controls are in compliance with that plan and
document the steps taken

+ Review and update the User Management Plan

« Develop and strengthen controls around access authorization and annual
recertification of users

» Complete and document a configuration management plan

« Update system configurations to prevent obligations from being posted at a
future date, thus ensuring that all processed receipts fall within available
funding

In addition to the IT control deficiencies, the auditors also investigated two non-
technical information security issues. These examined the agency's susceptibility
to social engineering and the security of sensitive material in agency workplaces.




To assess social engineering vulnerability, the auditing organization, KPMG,
called 45 employees and contractors to try to solicit password information. The
organization reached 10 individuals, two of whom revealed sensitive information.

KPMG also randomly inspected 84 workplaces to spot unattended sensitive
materials. It found 34 such workspaces that contained unsecured laptops, system
passwords or access credentials and information marked for official use only lying
in plain sight.

These security awareness issues were a repeat finding, and such workplace
practices violate DHS policy, according to the audit. It should be noted, however,
that KPMG conducted neither of these tests statistically or scienfifically, so their
findings may not be applicable to the agency as a whole.

The audit did not include the agency's response, and at time of publishing, ICE
had not released one on its website, so we don't know whether it concurred with
the audit's recommendations.

For more:
- see the audit's findings (.pdf)

Related Articles:

GAQ: FEMA suffers from weak IT management

Congressional leaders ask GAO to audit agencies' FOIA compliance
Census Bureau's CEDCaP data collection program faces scrutiny from
Commerce's Inspector General

Border security agenis: Build a 'virtual wall,' not an actual one

2. GAQO: FEMA suffers from weak IT management
Friday, May 6, 2016 | By Stephanie Kanowitz

The Federal Emergency Management Agency, or FEMA, must address
management weaknesses in its information technology systems, an audit found.

Specifically, to ensure that its IT programs can support FEMA's ability to respond
to disasters, the agency must improve governance and oversight of IT
investments, modernize its IT environment and establish timeframes for
addressing workforce planning and skill gaps, according to a recent report (pdf)
by the Government Accountability Office.

IT is critical to FEMA's ability to provide help at times of need. With about 5,000
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full-time employees, 10 regional offices, two area offices, five recovery offices and
3,700 standby disaster assistance workers, the agency needs to make sure these
people and places have access to critical information and the ability to share it.
According to FEMA's IT investment portfolio for fiscal 2015, the agency spent at
least $366.4 million for its IT investments.

FEMA has taken steps toward improving its IT. For instance, in 2014 it re-
established the IT Governance Board, which meets monthly to review the

agency's infrastructure. But the board has not defined members’ roles and
responsibilities, and no formal process exists for regional administrators to
provide updates, GAQO said.

Additionally, although FEMA has strategic planning efforts in place for
modernizing IT, which suffers from problems such as duplication and inefficiency,
the plan is "not current and not yet complete," GAQ said. For instance, the plan
has not been updated since 2013.

FEMA's chief information officer "explained that updating the current strategic
plan had not been a priority and the agency would rather spend resources on
developing a new plan that incorporates a global FEMA IT strategic vision,"
according to the report. "However, a date by which a revised plan will be
completed has not been established.”

What's more, GAO has been dogging FEMA about workforce planning efforts
since 2007, but issues persist. The agency surveyed its workforce to determine
which skill sets were already available and which were lacking, and results
showed that the IT shop had a shortage of 150 full-time-equivalent positions.

Lastly, IT management controls, risk mitigation and maintenance of project plans
and cost estimates were also subpar, GAO said.

To correct these problems, GAO recommended that FEMA:
» Define roles and responsibilities related to the IT Governance Board

» Define the scope, implementation strategy and schedule of its overall
modernization plan

« Establish time frames for IT workforce planning

The Homeland Security Department, FEMA's parent organization, concurred with
the recommendations.

GAO audited FEMA as a result of the Post-Katrina Emergency Management
Reform Act of 2006, which required the agency's administrator and DHS' chief
information officer to improve FEMA's IT systems.

IT problems have plagued FEMA for years. In 2009, for instance, GAO said the




agency faced coordination issues and technical challenges in developing and
implementing the Integrated Public Alert and Warning System. [n 2012, GAO said
projects related to improving FEMA's Disaster Assistance Improvement Program
website were delayed.

For more:
- read the report [.pdf]

Related Articles:

The president's 2016 budget request. Federal Emergency Management Agency
FEMA can't follow through on plans, leaving |T complex, costly, says OIG
FEMA has taken steps to improve responses to FOIA requests, but several
challenges remain

3. White House to launch Al push with new workshop series

Friday, May 6, 2016 | By Eli Richman

The White House is planning to hold four public workshops this summer to
develop plans and spur dialog about the federal government's use of artificial
intelligence technologies.

tn a White House blog post announcing the workshops earlier this week, Deputy
U.S. Chief Technology Officer Ed Felten described some of the potential use
cases for Al in government, as well as some of the challenges.

"In education, Al has the potential to help teachers customize instruction for each
student's needs. And, of course, Al plays a key role in self-driving vehicles, which
have the potential to save thousands of lives, as well as in unmanned aircraft
systems, which may transform global transportation, logistics systems and
countless industries over the coming decades,” Felten wrote.

The four planned workshops have partnerships with academic and non-profit
organizations, and the discussions will feed into the development of a public
report later this year, according to the blog. The workshops are:

» Legal and governance implications of Al, in Seattle, Wash., on May 24

» Al for social good, in Washington, D.C., on June 7

« Safety and control for Al, in Pittsburgh, Pa., on June 28

« The social and economic implications of Al techneology in the near-term, in




NYC on July 7

The government's use of Al has been limited thus far, but there are planned uses
for the tech in the president's Precision Medicine Initiative and the Cancer
Moonshot Task Force.

The Obama administration's days are numbered, and the extent to which the next
administration follows through with the president's IT initiatives is an open
question.

However, the blog post did note that the Al push will convene a new
subcommittee within the National Science and Technology Council — the
Subcommittee on Machine Learning and Avrtificial Intelligence. That subcommittee
will monitor advances in Al tech and coordinate federal activity in the space, as
well as provide institutional memory for the government's Al plans.

"Between now and the end of the administration, the NSTC group will work to
increase the use of Al and machine learning to improve the delivery of
government services,” explained Felten. "Such efforts may include empowering
federal departments and agencies to run pilot projects evaluating new Al-driven
approaches and government investment in research on how to use Al to make
government services more effective."

For more:
- read the blog post

Related Articles:

DARPA thinks spectrum allocation challenges can be addressed through machine
learning

Toyota planning third autonomous vehicle research facility in Michigan

Expert panel: No software can target intelligence information to replace bulk data
collection

4. Kansas Gov. Brownback mulls signature of judicial transparency
bill

Friday, May 6, 2016 | By Fred Donovan

The Kansas state Senate passed a bill this week that would increase government
transparency regarding judicial selections.

The bill, which has been sent to Gov. Sam Brownback's (R) desk, would require




the governor to disclose the names of applicants to the Kansas Court of Appeals,
The Wichita Eagle reported.

The legislation was spurred by Brownback's refusal to release the names of
applicants when he made appointments to the court in 2013 and 2015, the
newspaper related.

The legislation would also subject the Kansas Supreme Court Nominating
Commission, which selects nominees to the state Supreme Court, to the
requirements of the Kansas open records and meeting law.

The commission is made up of four members appointed by the governor and five
elected by the state's practicing attorneys. The bill would require the Kansas
Supreme Court's clerk to provide a list of attorneys to the secretary of state's
office prior to an election of attorney members.

"The more the public knows about the nominating process for the selection of
judges and justices, the better off we are," said state Senate Vice President Jeff
King (R-Independence), one of the bill's main supporters.

King said the bill will let the public know what the nominating commission's
considerations are for selecting justices. Requiring the governor to release the
names of Court of Appeals applicants will give the public insight into his decision-
making, King added.

For more:
- read the newspaper article

Related Articles:

Congressicnal leaders ask GAQO to audit agencies' FOIA compliance
Judge paves way for Clinton to answer questions about emails
Kansas House votes to close private email loophole for open records

This week's sponsor Is VION.

B . [Webinar] Cost Avoidance and Financial Capture: Making (Dollars

tand) Sense of ‘Cloud First’
NOW AVAILABLE ON-DEMAND

Government agencies are being asked to think “cloud first” when it comes to
modernizing legacy systems or deploying new programs, but the incentives
for doing so are often driven by superior reliability and agility, not cost. This
FierceGovernmentlIT webinar will explore how agencies can realize the
financial benefits of cloud computing and the common pitfalls that can ruin
the return on a cloud investment. Register to watch now!




Also Noted
Spotlight: AWS offers cloud training for vets

Amazon Web Services pledged to offer $7 million in cloud computing training
to 10,000 service members, transitioning veterans and military spouses in an
announcement Thursday. "By offering cloud computing training, we are excited
to help veterans transition more easily into the civilian workforce and help
develop the skills necessary to pursue jobs in the high-demand cloud
computing space,” AWS said in the announcement.

The pledge will support the Joining Forces initiative of the First Lady and Dr.
Jili Biden, and will provide training including free membership to AWS Educate,
free access to more than 90 AWS service labs and eligibility for AWS
Certification exam reimbursement under the Gl Bill's education provision.

FBl wants to exempt its massive biometric database from some
federal privacy rules | Facebook page of former New Mexico
mayvor is public record, Judge rules

> Running into a brick wall with your FOIA request? Take it public (Poynter)
> Judge: Facebook page of former New Mexico mayor is public record (ABA
Journal)

> THOMAS: Most-viewed bills RSS migrating to Congress.gov (Thomas)

> Attention ClOs, stay on top of FITARA even during presidential transition
{Nextgov)

> Judge says facial recognition suit against Facebook can proceed (The Hill)
> Apple CEOQ fo visit China amid tensions (The Hili)

> FBI wants to exempt its massive biometric database from some federal

privacy rules (Nextgov)

And Finally... In greatest affront to democracy of our time, Boaty McBoatface
named "RRS Sir David Attenborough" (Neatorama)
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Stone, Andrea

From: Brian Shockley <brian.shockley@vigilantsolutions.com>

Sent: Friday, May 20, 2016 11:52 AM

To: belliott@springfieldpolice.net

Subject: Facial Recognition being deployed to 500 officers in Sacramento County
You are receiving this email as a customer of Vigilant Solutions, Is this email not displaying
which includes our NVLS iniliative, or as someone that has correctly?

requested additional information about Vigilant in the pasi. We will  View it in your browser.
niot abuse the privilege of communicating with you via email and

will only send you relevant updates. If, however, you would like to

opt out of fulure emails, please update your subscription

preferences at the botiom of this email.

1 wanted to share a recent press release on Sacramento County Sheriff's

Department's plans to expand its facial recognition program to 500 officers.

While many agencies think that facial recognition can't work for them, we are
changing that mindset by offering an easy-to-use, highly accurate, affordable, web-
based facial recognition solution that comes pre-populated with over 15 million

mugshots and registered sex offenders from around the country.

Take a second and read the press release to see what facial recognition is doing for

our friends in Sacramento,

if you'd like to learn more, complete the form to download our whitepaper and

request more information.

Thanks,

Brian Shockley

Vigilant Solutions

Vice President of Marketing
(865) 228-2308

Copyright © 2016, All rights reserved.

Our mailing address is:




Vigilant Solutions

2021 L.as Positas Court
Suite 101

Livermore, CA 94551

unsubscribe from this list | update subscription preferences




Stone, Andrea

From: Brian Shockley <brian.shockley@vigilantsolutions.com>

Sent: Friday, May 20, 2016 11:52 AM

To: rcheetham@springfieldpolice.net

Subject: Facial Recognition being deployed to 500 officers in Sacramento County
You are receiving this emait as a customer of Vigilant Solutions, Is this email not displaying
which includes our NVLS initiative, or as someone that has correctly?

requested additional information about Vigilant in the past. We will  View it in your browser.
not abuse the privilege of communicating with you via email and

will only send you relevant updates. If, however, you would tike to

opt out of future emails, please update your subscription

preferences at the hottom of this email.

| wanted to share a recent press release on Sacramento County Sheriff's

Department's plans to expand its facial recognition program to 500 officers.

While many agencies think that facial recognition can't work for them, we are
changing that mindset by offering an easy-to-use, highly accurate, affordable, web-
hased facial recognition solution that comes pre-populated with over 15 million

mugshots and registered sex offenders from around the country.

Take a second and read the press release to see what facial recognition is doing for

our friends in Sacramento.

If you'd like to learn more, complete the form to download our whitepaper and

request more information.

Thanks,

Brian Shockley

Vigilant Solutions

Vice President of Marketing
(665) 228-2308

Copyright © 2016, All ights reserved.

Cur mailing address is:




Vigilant Solutions

2021 Las Positas Court
Suite 101

Livermore, CA 84551

unsubscribe from this list | update subscription preferences




Stone, Andrea

From: Brian Shockley <brian.shockley@vigilantsolutions.com>

Sent: Friday, May 20, 2016 11:53 AM

To: clandrau@springfieldpolice.net

Subject: Facial Recognition being deployed to 500 officers in Sacramento County
You are receiving this emait as a customer of Vigilant Solutions, Is this email not displaying
which Includes our NVLS initiative, or as someone that has correctly?

requested additional information about Vigilant in the past. We will  View it in your browser.
not abuse the privilege of communicating with you via email and

will only send you relevant updates. if, however, you would like {0

opt out of future emails, please update your subscription

preferences at the bottom of this emait.

&

[ wanted to share a recent press release on Sacramento County Sheriif's

Department's plans to expand its facial recognition program to 500 officers.

While many agencies think that facial recognition can't work for them, we are
changing that mindset by offering an easy-to-use, highly accurate, affordable, web-
based facial recognition solution that comes pre-populated with over 15 million

mugshots and registered sex offenders from around the country.

Take a second and read the press release to see what facial recognition is doing for

our friends in Sacramento.

if you'd like to learn more, complete the form to download our whitepaper and

request mare information.

Thanks,

Brian Shockley

Vigilant Solutions

Vice President of Marketing
(865) 228-2308

Copyright © 2016, All rights reserved.

Our mailing address is:




Vigilant Solutions

2021 Las Positas Court
Suite 101

Livermore, CA 94551

unsubscribe from this list | update subscription preferences




Stone, Andrea

From:
Sent:
To:
Subject:

Brian Shockley <brian.shockley@vigilantsolutions.com>

Friday, May 20, 2016 11:53 AM

spd@springfieldpolice.net

Facial Recognition being deployed to 500 officers in Sacramento County

You are receiving this email as a customer of Vigilant Solutions, Is this email not displaying
which includes our NVLS initiative, or as someone that has correctly?

requested additional information about Vigitant in the past. We will  View i in your browser.
not abuse the privilege of communicating with you via email and

will only send you relevant updates. If, however, you would like to

opt out of future emails, please update your subscription

preferences at the bottom of this email.

| wanted to share a recent press release on Sacramento County Sheriffs

Department's plans fo expand its facial recognition program to 500 officers.

While many agencies think that facial recognition can't work for them, we are
changing that mindset by offering an easy-to-use, highly accurate, affordable, web-
based facial recognition solution that comes pre-populated with over 15 million

mugshots and registered sex offenders from around the country.

Take a second and read the press release to see what facial recognition is doing for

our friends in Sacramento.

if you'd like to learn more, complete the form to download our whitepaper and

request more information.

Thanks,

Brian Shockley

Vigilant Solutions

Vice President of Marketing
{865) 228-2308

Copyright © 2016, All ights reserved.

Qur mailing address is:




Vigilant Solutions

2021 Las Positas Court
Suite 101

Livermore, CA 94551

unsubscribe from this list | update subscription preferences




Stone, Andrea

From: Cheetham, Robert <RCheetham@springfieldpolice.net>

Sent: Friday, May 20, 2016 12:18 PM

To: Barbieri, john; Schwarz, William J

Subject: FW: Facial Recognition being deplayed to 500 officers in Sacramento County

From: Brian Shockley [mailto:brian.shockley@vigilantselutions.com]

Sent: Friday, May 20, 2016 11:52 AM

To: Cheetham, Robert

Subject: Facial Recognition being deployed to 500 officers in Sacramento County

You are receiving this email as a customer of Vigilani Solutions, which includes cur 18 this emait not displaying correctly?
NVLS initiative, or as someone that has requested additional information about View it i your browser.

Vigilant in the past. We will not abuse ihe privitege of communicating with you via
email and will only send you relevant updates. If, however, you would like to opt
out of future emails, please update your subscription preferences at the bottom of
this email.

| wanted to share a recent press release on Sacramento County Sheriff's Department's plans to expand

its facial recognition program to 500 officers.

While many agencies think that facial recognition can't work for them, we are changing that mindset by
offering an easy-to-use, highly accurate, affordable, web-based facial recognition sclution that comes

pre-populated with over 15 million mugshets and registered sex offenders from around the country.

Take a second and read the press release to see what facial recognition is doing for our friends in

Sacramento.

If you'd like to learn more, complete the form to download our whitepaper and request more information.
Thanks,

Brian Shockley

Vigilant Solutions

Vice President of Marketing
(865) 228-2308




Copyright © 2016, Al rights reserved,
Our mailing address is:

Vigitant Solutions

2021 Las Positas Court

Suite 101
Livermore, CA 94551
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Stone, Andrea

From: FierceGovernmentIT <editors@FierceGovernmentIT.com>

Sent: Friday, May 20, 2016 2:00 PM

To: ksimmons@springfieldpolice.net

Subject: | 05.20.16 | DISA plans cloud-based enterprise software for better DoD collaboration

To view this email as a web page, dlick hera

May 20, 2016

I e Pce Sign up for free:
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This week's sponsor is ViON.
_[Webinar] Cost Avoidance and Financial Capture: Making (Dollars and)
[ -Sense of 'Cloud First’
NOW AVAILABLE ON-DEMAND

Government agencies are being asked to think “cloud first” when it comes to
modernizing legacy systems or deploying new programs, but the incentives for
doing so are often driven by superior reliability and agility, not cost. This
FierceGovernmentIT webinar will explore how agencies can realize the financial
benefits of cloud computing and the common pitfalls that can ruin the return on
a cloud investment. Register to watch now!

Today's Top Stories

1. DISA plans cloud-based enterprise software for better DoD collaboration

2. US lawmaker seeking answers following $81M cyber heist of Bangladesh
central bank

3. Interior ignores repeated attempts by OGIS to check on status of FOIA appeals

4. lllinois auditor general sued following alleged FOIA violations

This week's sponsor Is VION.


































































































































































































































