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Today's Top News
1. CBP rolls out facial recognition technoloqgy at JFK




Thursday, January 21, 2016 | By Molly Bernhart Walker

U.S. Customs and Border Protection began using facial recognition technology
this week at John F. Kennedy International Airport to verify that travelers match
their passport photos. The move follows a successful pilot of the technology at
Washington Dulles International Airport in Northern Virginia.

This first deployment of the technology at JFK will be limited to some first-time
Visa Waiver Program travelers and those entering the United States with U.S.-
issued e-Passports, said a Jan. 19 press release from CBP.

"This biometric capability will aid our officers in identifying legitimate travelers
while protecting them from fraud and identity theft with little to no delay to the
entry process. CBP continues to implement technologies that benefit both national
security and the traveler," said CBP Commissioner R. Gil Kerlikowske in a
statement.

Upon inspection by a CBP agent, the system takes a traveler's photo and
compares that image to the stored image associated with the e-Passport. It will
then delete the image of the entrant unless further enforcement action is
necessary, said the announcement.

The Homeland Security Department also publicly released this week the resuits of
its privacy impact assessment of the "1:1 Facial recognition Air Entry Pilot" Dulles
conducted from March to May last year.

According to the report (pdf), the program operated as a standalone at Dulles and
was not connected to other CBP systems. The department noted that this runs
the risk of CBP launching multiple standalone databases at ports of entry that
may not go through the required security review and accreditation prior to
deployment.

The report said the agency plans to mitigate that risk with a broader system.

"The current standalone facial comparison system is an interim step towards
developing a fully integrated facial comparison capability that will share data
(collected only from adverse actions) directly with existing CBP enforcement
systems,” said the report.

"When fully integrated, the authorized stand-alone database, currently storing
adverse actions reports, will be decommissioned and all data will be destroyed.
This risk will be mitigated after a nation-wide deployment to better integrate with
existing IT systems," the report added.

For more:
- read the CBP press release




- download the privacy impact assessment (.pdf)

Related Articles:

State Department looks to enhance biometric identity assurance technology
NIST, FBI collaborate on hiometric technology certification program

GAO repert: Federal law should adapt to growing privacy concerns of facial
recognition technology

This week's sponsor is IBM.
.[Webinar] Streamlining the Deluge of Devices
E-] : Available On Demand Now!

This webinar brought to you by FierceMobileIT and IBM will look at ways to
streamline the process of introducing personal devices into the enterprise and
ensure the organization benefits as well as the employees. Watch Today!

2. FedRAMP authorization process changes, 'high' security
baseline pilot in the works

Thursday, January 21, 2016 | By Molly Bernhart Walker

The General Services Administration-led program that aims to speed up and
standardize agencies' security assessments for cloud computing technology pians
to roll out major changes in the coming weeks and months.

The Federal Risk and Authorization Management Program, or FedRAMP, plans to
speed up the authorization process by putting more focus on capabilities and
evidence up front, rather than documentation throughout, said FedRAMP Director
Matt Goodrich in a Jan. 20 GSA blog post.

"We believe this will allow FedRAMP to scale not only for government, but for
industry as well," said Goodrich.

The program also plans fo increase transparency by making information on
authorized and authorization-in-progress cloud service providers, agencies using
FedRAMP and additional services searchable, downlocadable and easy to find,
wrote Goodrich,

The program also plans to finalize FedRAMP for systems meeting its high-impact
security systems' requirements by the spring, and pilot the effort with a handful of
vendors through the Joint Authorization Board.

"You told us that CSPs can provide higher level of security than FedRAMP
authorizes now and that agencies want to use those services," said Goodrich.

Earlier this month, the deadline for comment on the latest draft version of cloud
computing standards for high impact systems under FedRAMP closed. The "high"
baseline refers to systems housing the most sensitive information and relates to




requirements for confidentiality, integrity and availability in accordance with
Federal Information Processing Standard, or FIPS, 199.

The General Services Administration's FedRAMP Program Management Office
recently issued a second release of the draft - focused specifically on controls —
building on an original draft released for public comment in March 2015.

Finally, Gooedrich said the program will do more to promote FedRAMP reuse by
better matching CSPs with agency needs. Ashley Mahan, the program office's
newly appointed FedRAMP evangelist, is visiting every agency to identify how
they're using FedRAMP and understand the types of CSPs they want to use,
according to the post.

For more:
- read the blog post

Related Articles:

GSA begins planning for new cloud support portfolio

Customer satisfaction survey highlights implementation challenges with
FedRAMP, other GSA programs

Spotlight: FedRAMP reform bill in the works

3. Sunset on US-EU safe harbor data agreement fast approaching

Thursday, January 21, 2016 | By Molly Bernhart Walker

Only ten days remain until the deadline for the United States and European Union
to reach a new "safe harbor" agreement on data transfers between the two
jurisdictions. Given U.S.-EU talks aren't expected to pick back up until Feb. 2,
U.S. companies are preparing for the pact to expire.

In October, the European Court of Justice declared the 15-year-old safe harbor
framework invalid due to concerns that U.S. companies could not protect the
privacy of Europeans' data from U.S. government surveillance. Companies had
used the framework to lawfully transfer Europeans' data to the U.S.

That ruling set a Jan. 31 deadline for a new agreement, but Reuters reporied that
a decision on whether and how U.S.-EU data transfers can continue won't be
discussed until European data protection authorities meet in Brussels on Feb. 2

As Christian Science Monitor noted, not only are meetings not scheduled until
after the deadline, thus far no clear alternatives to the safe harbor agreement
have presented themselves.




"The Article 29 Working Group, which advises EU data protection authorities, has
said that after Jan. 31 companies that cannot comply with privacy rules could face
enforcement action," reported CSM.

it's not clear what such an enforcement action wouid look like or if the data
protection authorities will only seek out the most flagrant violations. At least two
EU member countries — Germany and France — have said they intend to
investigate trans-Atlantic data flows after Jan. 31, said CSM.

Legal experts told the publication that "Companies should begin planning for the
possibility that no alternative to Safe Harbor will emerge by the deadline."

Reuters reported that a handful of technology industry groups have warned of
"enormous" conseguences for businesses and consumers should data falks fail.
"This issue must be resolved immediately," said the U.S. Chamber of Commerce,
BusinessEurope, DigitalEurope and the information Technology Industry Council.

For more:
- read these articles from Reuters
- read this Christian Science Monitor articie

Related Articles:

European backlash against NSA surveillance grows

U.S.-EU split on data privacy could upend the Internet, diplomat says
FTC slaps wrists of 12 U.S. companies for violating U.S.-EU Safe Harbor

Agreement

4. New America calls for FCC to adopt Qualcomm proposal on 5.9
GHz band

Thursday, January 21, 2016 | By Chris Nehls

The technology policy arm of Washington think tank New America recommended
splitting a portion of unlicensed spectrum between wireless applications and new
automotive technology in a report it issued last week.

The report, authored by the organization's Wireless Future Project Director
Michael A. Calabrese, covered possibilities for regulating the little-used 5.9 GHz
band the agency has reserved for vehicle-to-vehicle communications. It called on
the Federal Communications Commission to side with a proposal from Qualcomm
over a competing one from Cisco, and urged the FCC to issue a new Public
Notice early this year to propose a timeline for testing a split of the spectrum.

Qualcomm's proposal suggested reserving three exclusive channels for




Dedicated Short-Range Communications, or DSRC, that operate roadway safety
features in autonomous and smart vehicles. it proposed allowing non-safety-of-life
DSRC applications and wireless carriers to share the remaining 45 megahertz of
the ban.

Cisco, on the other hand, proposed giving heavy priority on the band to systems
of sensor-loaded cars, making the spectrum band difficult for Wi-Fi devices to
utilize.

Giving wireless companies and application developers access fo the 5.9 GHz
spectrum would give more room to Wi-Fi traffic, which already represents
between 60 and 80 percent of all mobiie data use. The 5 GHz band can
accommodate the higher-capacity 802.11ac Wi-Fi standard, which promises
gigabit-sized network capacity with greater energy efficiency for mobile devices.

Calabrese noted that DSRC, which the FCC first protected in 1999, includes not
just critical safety applications for vehicles, but other driver perks like in-car
navigation and wireless payment systems as well. The technology may also prove
obsolete with the development of different sensors powered by radar, lasers and
ultrasonic pulses.

"There is clearly a win-win solution that would set aside a portion of the 5.9 GHz
frequency band exclusively for auto safety, while allowing Wi-Fi to share the rest
of the band with non-safety auto applications," he wrote. "Sharing this under-
utilized public spectrum would strike the best balance between the public interest
in auto safety and high-capacity Wi-Fi."

FCC commissioners Jessica Rosenworcel and Michael O'Rielly echoed
Calabrese's opinion at a rollout event for the report on January 12, calling on the
commission to reconsider sharing the spectrum bands between wireless
developers and the automotive industry.

For more:
- download the New America report (.pdf)
- view its press release

Related Articles:

FCC commissioners: There's enough 5.9 GHz spectrum to go around
Seattle's new free Wi-Fi can handle a crowd

FCC proposal would give unlicensed users space in TV spectrum

5. Ideas for strengthening cybersecurity boil down to 5 main




categories
Thursday, January 21, 2016 | By Stephanie Kanowitz

Five action categories emerged in a new report on ways the government can
better tackle cybersecurity.

When the American Council for Technology and Industry Advisory Coungil,

or ACT-IAC, asked industry, government and academia for ideas about how the
government can fackle one of its most pressing issues, it found that most
suggestions involved people, information technology asset prioritization,
assessments, operations and legislation/regulation, according to a report (pdf) the
councils put together based on the responses.

Eight challenge areas also took shape from the 200 responses ACT-IAC got over
two months. The first is addressing cybersecurity fundamentals, including clearly
defining roles and responsibilities at every level of an agency. In other words,
make cybersecurity everyone's responsibility, the report stated.

Another area is business-initiated vulnerabilities, or the added risk that results
from a lack of awareness of potential cyber vulnerabilities and threats.
Strengthening risk management through efforts such as inventorying systems and
implementing continuous monitoring could help here, the report said.

A third challenge is breach-to-response acceleration, which would address the
problem of breaches going undetected for 205 days, on average, and delayed
responses once they are discovered. To do this, the report recommended running
simulations and drills, implementing playbocks and researching ways to detect
breaches faster,

Additionally, the report identified adopting a threat-aware proactive defense as
another challenge area. It means that too often, government officials rely on
perimeter defense rather than defense-in-depth approaches.

What's more, the report stated, agencies would be well served by better sharing
threat intelligence, both among one another and with industry, through efforts
such as the Cyber Threat Alliance, the Structured Threat Information Expression
and Trusted Automated eXchange of Indicator Information frameworks.

Hiring and retaining a more skilled cyber workforce was another area, as was
increasing risk management initiatives led by agency executives.

For example, one idea in the report recommended instituting a Cyber Investment
Management Board that would foster support from agency leaders, align
resources with high-priority assets and identify the greatest risks and impacts.

"Prioritize funding through budget alignment and accountability using a publicly




accessible scorecard,"” the report added.

The eighth area was building effective security into acquisitions, which should
also become more agile and adaptive. The report's suggested improvements
included establishing a cybersecurity acquisition portal and using certifications
akin to the Federal Risk and Authorization Management Program, which provides
a standardized approach to secure cloud products and services.

"A more methodical, deliberate approach to cybersecurity is needed," the report
said. "There is often a lack of accountability, knowledge and awareness from an
organizational and personnel perspective.”

"If technology is to serve as an integral part of society and the economy, then we
need to do a much better job at cybersecurity," it added.

For more:
- download the report {.pdf)

Related Articles:

Cyber intrusion attempis targeting VA continue to increase

CRS: Congress may want fo increase its oversight of the federal cybersecurity
workforce

USPS cyber response plan focuses on only internal threats, says 1G

Also Noted
Spotlight: Push I1SIS to the dark Web, says Google exec

Speaking at an event in the United Kingdom Monday, Google's Director of
ldeas Jared Cohen said the Islamic State's online propaganda would be
significantly hampered if the group was pushed from the open Web to dark
Web networks, such as Tor. According to The Guardian, Cohen said the
terrorist organization "Has managed to create an exaggerated sense of their
size online." Search engines don't index the dark Web, so limiting the group's
operations to Tor would make information it shares significantly harder to find,
he said. For more, read the article from The Guardian.

Partnership for Public Service opens presidential transitions

9




center | What ClOs really think of FITARA implementation

> Partnership for Public Service opens presidential transitions center. Atticle
(FedTimes)

> What CIOs really think of FITARA implementation. Article (FCW)

> HHS CISO leaving. Article (FedScoop)

> Working to establish a solid foundation for measurement science in the
ldentity Ecosystem. Post (NSTIC blog)

> EFF obtains more information on zero days. Post (Deeplinks Blog)

And Finally... Until mid-February, see five planets at once with the naked eye.
Atticle (PopSci)
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Today's Top News

1. Audio: Federal government to overhaul background investigation
system

Friday, January 22, 2016 | By Molly Bernhart Walker

The federal government is changing the way it performs background
investigations and securing the sensitive data associated with the process,
according to senior officials speaking on a press call Jan. 22,

Scroll down to the audio player fo listen fo the call in full (approximately 30
minutes).

The administration announced plans to create the National Background
Investigations Bureau within the Office of Personnel Management. lts head will be
presidentially appointed and a member of the White House's Performance
Accountability Council.

The bureau will have more autonomy than currently provided through the
background check program, said officials on the call. OPM will stand up a
transition team for the formation of the new component.

White House Cybersecurity Coordinator Michael Daniel said many aspects of the
plan would roll out in 2016, but he said there is "no specific timeline at this point”
and called the new process "ongoing."

The Defense Department will be responsible for securing the new background
check system, according to a fact sheet the White House issued Jan. 22. The

DoD-run system should be better equipped to counter external cyberthreats as
well as those from trusted insiders, said Federal Chief Information Officer Tony
Scott.

The security enhancements will build upon changes implemented in response to
the OPM breach that left the personal information of some 21.5 million individuals
exposed.

"The reworking of the clearance process also gives us an opportunity to redesign
the underlying information infrastructure in a way that takes advantage of our
experience, technology and cyber defense operations capabilities," said Marcel




Lettre, undersecretary of defense for intelligence.

The new system will operate out of DoD Chief Information Officer Terry
Halvorsen's office and the Defense Information Systems Agency will manage it.

The new policies and restructuring implement recommendations made in a review
of the OPM breach by the Performance Accountability Council.

The officials on the call were:
« Beth Cobert, acting director of OPM

« Michael Daniel, special assistant to the president and cybersecurity
coordinator of the National Security Council

« Bill Evanina, nationa! counterintelligence executive and director of the
National Counterintelligence and Security Center in the Office of the
Director of National Intelligence

« Marcel Lettre, undersecretary of defense for intelligence at DoD
« Tony Scott, Federal Chief Information Officer

LISTEN TO THE CALL IN FULL

For more:
- read the fact sheet

Related Articles:

OPM sends last of background check database breach notifications
|G: OPM made mistakes in contracting for identity theft services
China-based hackers linked to OPM breach arrested, says report

This week's sponsor is IBM,

. [Webinar] Streamlining the Deluge of Devices

C Available On Demand Now!

This webinar brought to you by FierceMobileIT and IBM will look at ways to
streamline the process of introducing personal devices into the enterprise and
ensure the organization benefits as well as the employees. Watch Today!




2. DHS defends biometrics effort as Conaress calls for action

Friday, January 22, 2016 | By Stephanie Kanowitz

A day after a Homeland Security Department report showed that most U.S.
visitors do not overstay their visas, a Senate subcommitiee said a biometric exit
system is crucial.

A biometric system matches a biometric attribute unique to an individual, such as
fingerprints or a facial or iris image, that's collected upon entry and departure.
Members of Congress has been calling for such a system since 1996, and DHS's
"Entry/Exit Overstay Report for Fiscal Year 2015," which it released Jan. 19, is
further evidence of its necessity, said Sen. Chuck Grassley (R-lowa).

Grassley made his remarks in a prepared statement (pdf) at a Jan. 20 hearing of
the Senate Judiciary Immigration and the National Interest subcommittee, which
he chairs.

Although the report stated that 88.83 percent of visa holders left the United States
on time and abided by the terms of their admission, it also said that about 480,000
overstayed their visas in fiscal year 2015.

"The total number of visa overstays across all fiscal years must be in the millions,"
Grassley said. Additionally, the report covered only two visa groups — overstays
from all nonimmigrant visa categories under the immigration laws and the
overstays for each class and sub-class of such nonimmigrant categories on a per-
country basis. That left out other classifications such as foreign-student visas,
employment-based visas, fiancé visas and people who participate in cultural
exchange programs.

DHS responded in a joint statement (pdf) from John Wagner, deputy assistant
commissioner of Customs and Border Protection’'s Office of Field Operations; Anh
Duong, director of the border and maritime division of the Homeland Security
Advanced Research Projects Agency in DHS's Science and Technology
Directorate; and Craig Healy, assistant director of homeland security
investigations at the National Security Investigations Division of U.S. Immigration
and Customs Enforcement.

In that statement, they asserted that DHS's agencies have made significant
progress with the entry and exit system in the past decade, including progress
with studying biometric approaches,

"DHS has concluded that a viable biometric exit solution depends on leveraging
emerging technologies to innovate ways of processing passengers biometrically,”




they said. "In coming to this conclusion, DHS has considered and rejected broad
options involving recapitalizing the infrastructure at land borders and airports or
the hiring [of] additional officers to manually verify all departing travelers."

Grassley said that Congress recognized the cost and effort associated with the
task, adding that millions of dollars have already been appropriated for a biometric
exit system and related changes. Recently, Congress directed another $1 billion
to be used for this purpose, he said.

Rebecca Gambler, director of homeland security and justice issues at the
Government Accountability Office, cited in prepared testimony (pdf) past reports
that found that DHS faced a range of challenges in fully deploying a biometric exit
capability. GAO referred particularly to 2004 statutory requirements that said the
department had to implement a biometric exit capability and report overstay
estimates.

As of this month, DHS still “has planning efforts underway but has not yet met
these requirements," Gambler said.

Although DHS is responsible for such a system, CBP has led the effort since
fiscal 2013.

"We can't wait any longer," Grassley said. "We've provided the funding, but now
we need to see resulis."

For more:

- download Grassley's statement (.pdf)
- download DHS's testimony (.pdf)

- download Gambler's testimony (.pdf)

Related Articles:
Benefits of biometric exit system dubious, report says
DHS testing biometric exit devices at mock airport this summer

3. Cyber recommendations neqlected at FBI, says report

Friday, January 22, 2016 | By Molly Bernhart Walker

A handful of recommendations the Justice Department Inspector General offered
to bolster cybersecurity at the FBI remained open about two months following a
report on the FBI's Next Generation Cyber Initiative.

Eight recommendations from a July 2015 report were listed as "resolved” but "not




closed" at the end of the fiscal year, according to a list (pdf) of some 700 open 1G
recommendations released by the watchdog.

The agency's Next Generation Cyber Initiative, which launched in 2012,
established Cyber Task Forces in each of the FBI's field offices and switched the
FBl's focus simply from computer-based crimes to cybercrimes that involved
intrusions on computers and networks. Hiring additional computer scientists and
forging partnerships with information sharing centers were other major
components of the initiative.

The "not closed" recommendations as of Sept. 30, 2015 were to:

« Implement a plan to track and measure the timeliness of information
sharing with the National Cyber Investigative Joint Task Force — a cyber
information integration center that incorporates and disseminates data
among federal agencies and some foreign governments

« Hire computer scientists for authorized positions

« Develop creative recruitment, hiring and retention strategies for cyber
professiocnals

« Recruit detailees to the FBI's Cyber Task Forces

« Communicate changes within the Cyber Division organizational structure,
including roles and responsibilities, to the field divisions

« Strengthen outreach to private sector

» Develop metrics to measure the timeliness of information sharing to the
private sector

» Develop information sharing strategies, including those that leverage
machine-to-machine communication.

For more:
- download the DOJ IG's "not closed" recommendation list {.pdf)

Related Articles:

Cybercrime investigations strain Secret Service, risk duplicative efforts, says
House committee

What keeps an FBI cyber official up at night?

4. USAGov secks to increase voter registration through social
media partnerships




Friday, January 22, 2016 | By Eli Richman

Beginning this election, the federal government will use social media notices,
primarily on Facebook, to remind users to register {o vote. Sarah Crane, the
director of USAGov, announced the move Tuesday in a USA.gov blog post.

"Beginning this week, Facebook is reminding ifs users of state voter registration
deadlines and linking prominently to Vote.USA.gov to help users complete the
registration process," she wrote.

Vote USA.gov, which launched in September 2015, provides an intuitive partal for
potential voters across the country to use. After selecting their state, users can
logk up registration deadlines and download their voter registration forms.

The website and the social media notices are both part of a larger effort to
increase voter registration across the country. Almost seven in 10 eligible
Americans are registered to vote, according to the latest census (pdf), though
typically far fewer than that vote in national elections.

Facebook made its first foray into voter participation in 2014, when users saw
voting reminders at the top of their news feed on election day. This is the first
time, however, that Facebook has taken action to increase the number of
registered voters.

Facebook's influence was limited in 2014, with only 36.4 percent of the voting-
eligible population casting ballots that year, according to the United States
Elections Project. That's the lowest furnout since WWII.

It's hard 1o say if that is telling of a larger trend, however, as midterm elections
frequently see far less participation than Presidential elections.

Time will tell if Facebook can significantly increase voter registration and
participation in 2016.

For more:

- read the usa.gov blog entry

- download the 2015 census data (.pdf)
- read this Washington Post article

Related Articles:

USPS could boost revenue, voter turnout by prometing mail-in voting, 1G says
Electronic voter reqgistration is quicker and more accurate, state election official
says

Presidential hopefuls touch on data breaches, spying and other federal IT issues
in GOP debate




5. Study of EU's cybersecurity approach highlights need for
sharing

Friday, January 22, 2016 | By Stephanie Kanowitz

The increase in cyberthreats means the public and private sectors of European
Union member states need {o collaborate, but only a fraction of them have set up
partnerships, working groups or forums, a new report found.

Although cooperation between the sectors is high, only 10 of the 17 EU countries
and one European Free Trade Association country studied have institutionalized
ways to work together to protect critical information infrasfructure, according to a
Jan. 21 report by the European Union Agency for Network and Information
Security. To encourage more teamwork, the report recommended six action
areas, including policy and legislation, effective governance and more information
sharing.

One example of a country with a strong relationship with the private sector is the
Netherlands, the report said. Within its National Cyber Security Centre, several
partnerships exist to detect, respond to and analyze threats. The Cyber Security
Council is made of representatives from public and private entities and serves as
an independent advisory board.

Germany has set up several information-sharing schemes. Its National Cyber
Response Centre facilitates sharing between law enforcement and intelligence
agencies, while UP KRITIS, a public/private partnership, is responsible for
establishing critical information infrastructure protection communication and
cooperation between the private and public stakeholders on strategic and
operational levels.

Germany has also established the CERT-Verbund, an alliance of public and
private Computer Security Incident Response Teams, or CSRITs. Each is
responsible for its own constituency, but they share information and support one
another in incident handling, the report stated.

In some countries, governments have encouraged cooperation by taking a
decentralized approach to protection. Sweden, for example, leaves the
identification of vital services and critical infrastructures, the coordination and
support of operators, regulatory tasks and measures for emergency preparedness
to various agencies and municipalities, the report said.




The country set up the Cooperation Group for Information Security to foster
communication among the different groups responsible for critical information
infrastructure protection. The group meets several times a year to discuss
naticnal infermation security.

Other countries, however, are more centralized. France's ANSS! is the main
authority for information system defense and can order its "Operators of vital
importance” o comply with security measures and other requirements.

A third structure is co-regulation, such as the Netheriands's approach. lts National
Cyber Security Centre, or NCSC, serves as a central information hub and
cybersecurity specialist. "The NCSC consists of several partnerships between
public and private actors, such as various Information Sharing and Analysis
Centres and the ICT Response Board which analyzes the situation during a large-
scale IT crisis or threat," the report said. "The NCSC emphasizes that cooperation
with private stakeholders is based on equality and trust.”

Overall, the report made 11 recommendations o EU member states and the
European Commission:

+ Increase instifutionalized cooperation with the private sector

« Align the management structure for protection with existing national crisis
and emergency management structures

« Participate in or host international exercises

« Establish mandatory security incident reporting

« Conduct national risk agssessment

« Use best legal framework practices for protection across sectors
« Examine the use of incentives to invest in security

» Conduct an assessment of member states’ protection readiness
« Support information sharing among states' CSIRTs

For more:
- read the report

Related Articles:
Law enforcement agencies ENISA, Europol sign agreement to combat

cybercrime
ENISA examines national roaming to mitigate mobile network outages
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