
Joseph W. Casey

From: Lauer, Amira Shea (BS) (FBI) <aslauer@fbi.gov>

Sent: Friday, March 15, 2019 11:57 AM

To: Undisclosed recipients

Subject: Hitchhiker's Guide to the OSINT - Vol 2 Issue 5

Hitchhiker’s Guide to the OSIN§
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Ifyou decide to share this email, please keep it within the LE community, whether local/state/federal/tribal.

Ifyou were forwarded this email from a colleague and want to subscribe to this roll-up, please use the

“Subscribe” link above to receive future issues of HGttO.

#SOCIALMEDIA/#OPENSOURCE Volume 2, Issue 5, 3/15/2019

How Kids Are Using Google Docs to Bully Each Other

(https://offspring lifehacker.com/how-kids-are-using-go0ogle-docs-to-bully-each-other-

1833151374/amp)

The days of intricately-folded paper notes are Ps) seks pitbobineiia

apparently long gone (I still remember folding
A group of teens [ do not know have

accidentally invited me to their qoogle doc,

“ego” shapes) as teens have shifted to using where they are ranking their best friends.

secret notes into pinwheels, footballs, or other

Google Docs as a way to pass notes, keep

electronic diaries —and even bully other kids.

According to parental control app Bark, they have

noticed “more than 60,000 cases of kids ganging

up on other children in Google Docs.”

Cape Coral Man Used Snapchat to Meet Child and

Perform Sex Acts

(https://www.nbc-2.com/story/40105909/cape-coral-

man-used-snapchat-to-meet-child-then-perform-sex- Editor’s Notes

Credit: https:/(Awww.twitter.com/kate_evarts

acts)

The underage victim first contacted Escalera on Volume 2 Issue 6 will be released on

Snapchat to purchase “vape pods” and “vape 3/29/19.

juice.”
Ju Looking for a past volume?

Pasco Man Arrested for Stealing Multiple Weapons, 4@ve positive/constructive feedback?

Posting Them on Snapchat Please email aslauer@fbi.gov
(https://www.wfla.com/news/pasco-county/pasco-man-

arrested-for-stealing-multiple-weapons-posting-them-

on-snapchat/1773028442)

Less than four hours after the robbery—in which the

suspect stole a rifle, a crossbow, and multiple gun



cases—the victim saw the subject using the stolen guns

on Snapchat.

Police Sergeant’s Identity Being Used in Social Media, Online Dating Scam

(https://www.wcvb.com/article/hingham-police-sergeants-identity-being-used-in-social-media-

online-dating-scam/26686101)

Photos of Sergeant Steven Dearth, a Public Information Officer for the Hingham (MA) Police

Department, have been stolen and utilized by romance scammers to create fake profiles.

Editor’s Comment: Romance Scams are incredibly common—According to the FTC, more

than 21,000 reports of romance scams had been filed, totaling a reported loss of $143 million

dollars. Remember that especially if you are law enforcement/public safety/ military/etc., you

are a desired target for scammers, as victims are more often likely to trust those kinds of

people. Make sure you’re aware of what photos are out there of you (especially in uniform).

OSINT Exploitation

How to Find Out Someone’s Name From a Picture

(https://medium.com/@jantegze/how-to-find-out-someones-name-from-a-picture-5472fcc60fe2)

Tegze discusses the technique of reverse image searching and outlines a number of

websites you can run these searches from—including commonly known ones such as Google

and TinEye, and less commonly known sites such as Sogou and Image Search Engine.

Editor Comment: Each search engine has their own features and strengths. As discussed in

“The Unintelligent Design of SureFire Intelligence” (HG#O Vol 1, Issue 19), Yandex, which

is Russian-owned, is far more powerful at facial recognition than other platforms. When

Bellingcat researcher Aric Toler initially ran “SureFire Intelligence” employee photos through

Google Images, he didn’t get many hits (likely due to the fact that Wohl had added a sepia-

toned filter to the photos in an attempt to disrupt reverse image search algorithms.)

Facebook Intersect Search Tool (FIST)

(https://www.osintcombine.com/facebook-intersect-search-tool)

This tool will allow you to conduct intersecting searches of Facebook attributes— for

example, you could search for people who lived in Boston, MA and spoke Swahili, or find

people who liked Bad Guys ‘r’ Us on Facebook and visited a local restaurant that was the

target of a drive by shooting. [Editor Comment: This is a great learning tool to start

understanding how to construct Facebook search strings — once you practice these, I

recommend doing them manually (for OPSEC purposes). I would not recommend using real

investigative data in this site — try using “example1” or other unrelated data.]

OPSEC/PERSEC



Googling Strangers: One Professor’s Lesson on Privacy in Public Spaces

(https://www.npr.org/2019/03/10/702028545/googling-strangers-one-professors-lesson-on-

privacy-in-public-spaces)

Dr. Kate Klonick teaches information privacy law at Saint John’s University Law School.

Before their spring break started, Dr. Klonick gave them an assignment with the following

instructions: “At some point in the next two weeks, try to determine a stranger’s identity, in a

public place, using only Google search on your phone, based on things the stranger said loudly

enough for lots of others to hear and things that are displayed on the person’s clothing or bags,

like logos or a monogram.”

Klonick’s students were surprised at how easily they found it to “de-anonymize” someone

based on little things they were able to pick up in public spaces.

Editor’s Comment: This is a great exercise, and really helps hammer home the fact that the

expectation of privacy we think we have and what we actually have are very different,

especially in this age of instant information. If you have a chance this weekend while you’re

out and about—see if you can identify a total stranger using Klonick’s instructions and email

me with your experiences. I’d love to hear about them!

VIDEO: OSINTCurious—10 Minute Tip: Safely Using Google’s Cached Content

(https://www.youtube.com/watch?v=OSmDloxBbVU)

Micah Hoffman put together a 5-minute video discussing how to safely conduct online

research of cached websites. This is a great supplement to Russ Haynal’s write-up about the

security issues with viewing cached webpages.

The Hitchhiker’s Guide to the OSINT newsletter is published every other Friday and is intended

to help keep law enforcement updated on news stories, trends, and information relating to open

source and social media.

The opinions expressed in this newsletter are those of the author and do not necessarily reflect

the official policies or positions of the Federal Bureau ofInvestigation, the Department of

Justice, or any agency of the United States Government.

I am always interested in any feedback: Are there topics/areas you want to see more (or less) of?

Did you come across a great OSINT tool/story/update and want to share it? Do you want the

newsletter to be released more (or less) frequently? Please use the “Feedback” link at the top of

the newsletter and let me know!



Joseph W. Casey

From: What's New Now <WhatsNewNow@eletters.whatsnewnow.com>

Sent: Wednesday, March 13, 2019 9:43 AM

To: dconway@medfordpolice.com

Subject: How to Prepare Your Digital Life for Your Death / Samsung Galaxy S10 Speed Tests /

Halo Is Coming to PCs

How to Prepare Your Digital Life for Your Death

Death is inevitable. Don't make it harder on those you leave behind. Here's how to let

loved ones manage passwords, sensitive data, and social media profiles after you die.

TECH DEAL OF THE DAY

If you buy something from our links, we may get a commission from the sale. Learn more here.

x] Norton Security Deluxe Up to 5 Devices

(PC/Mac/iOS/Android) 1-year

Subscription

$89.99 $39.99

Galaxy S10+ Is the Fastest 4G LTE Phone in the US (For

Now)



The Samsung Galaxy S10 phones are faster than iPhones, Pixels, or Samsung's Galaxy S9

series on US LTE networks, according to Ookla Speedtest Intelligence.

With Its Streaming TV Service, Apple Is Now a Media

Company

Apple is expected to unveil video streaming and news services on March 25, a long-in-the-

making shift for the tech giant.

Microsoft Demos Project xCloud With Forza on Android

Microsoft gives us a first real look at its game-streaming service, Project xCloud, by

running Forza on an Android smartphone.

Moscow Cops to Track Suspects With Facial-Recognition

Glasses

Officers will sport AR glasses that tap into a database of wanted individuals, which has

been checked against information from 1,500 of Moscow's 167,000 CCTV cameras. What

could go wrong?

Halo Will Arrive on PCs Later This Year Via Steam

343 Industries is focused on making all the Halo titles compatible with mouse and keyboard

controls, and ensuring they support multiple screen resolutions and different frame rates.

Microsoft Rolls Out Android-to-PC Screen-Mirroring

For now, you need a Surface Go tablet and a Samsung S8 or S9 phone to try it.
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PCMag Picks the Best CPUs

Ryzen? Core i9? Threadripper? Here's how to make sense of AMD's and Intel's lines, backed

by dozens of our deep-dive reviews.

Firefox Launches ‘Send,’ a Free, Encrypted File Transfer

Service

Pro-Trump App Threatens Expert for Finding Flaw tn

Code

These Hotel Chains Have the Fastest WI-Fi

Save $40 on Ancestry's DNA Testing Kit



Tax Tips for Last-Minute E-Filers

The Best iPad Cases

Honda Recalls 1.1M Cars tn the US

Rate Your Router or Network Storage Device for Home

or Work; You Might Win a $350 Amazon Gift Card

Subscribe to Fast Forward With Dan Costa on Apple

Podcasts



TOP TECH DEALS

Want more deals like these delivered to your inbox?

GET ON PCMAG DEALS LIST

x] Apple iPad (Latest 6th Generation) 9.7"

32GB WiFi Tablet w/ Touch ID, Apple Pay

& Support for Apple Pencil

$329.08 $249.00

[x] FREE $10 VUDU Credit Xiaomi Mi Box S

4K HDR Smart Android 8.1 TV Media

Player w/ Google Assistant Remote

$59-99 $49.99

x] Up to 32% off Dell Outlet Inspiron, XPS

and Alienware Desktops + Lowest Prices

on Inspiron Laptops, 1-year warranty

(Same as new)

GET DEAL

x] SkyTech Shadow AMD Ryzen 5 2500

Quad-core Gaming Desktop w/ GeForce

GTX 1060, 500GB SSD

$899.00 $669.99



x] Razer BlackWidow Ultimate Backlit

Mechanical Gaming Keyboard w/ Cherry

MX Blue Switches

$69.99 $54.99

All product and deal information such as discount, price and availability are believed to be accurate as of the

time of publication. Please verify these details with the merchant site and check the merchant's terms and

conditions before you buy. Publisher is not responsible for errors or omissions.

SHARE & FOLLOW US

x} x} x}

You are subscribed to PCMag What's New Now as

Manage Subscription | Unsubscribe | Privacy Policy | Terms of Service

Unsubscribe link not working? Copy & paste this link to your browser:

https://unsub.zdb2bmail.com/api/optout/1/131995101.acd211f163f8fa854184 76a7e87984b2/whatsnewnow/4066086

Ziff Davis | 114 5th Avenue, 15th Fl., NY, NY, 10011



Joseph W. Casey

From:

Sent:

To:

Subject:

GovTech Biz <newsletters@govtech.com>

Tuesday, March 12, 2019 11:16 AM

Charles Hartnett

All the Gov Tech at South by Southwest

TOP NEWS

All the Gov Tech at South by Southwest From election security

to data privacy, from smart cities to the stress of the police beat,

Government Technology's team on the ground in Austin, Texas,

captured the ideas and trends on display at this year's SXSW. They

were also there for the annual technology pitch to mayors from

around the country (read about it here; listen here). Here is a

rundown of all the coverage.

Nexus Software Hopes to Make Parole Decisions Evidence-

Based The new platform hopes to ease the workload for parole

officers and inform smarter responses to parolee behavior by

automating communications, notifications, data collection and other

aspects of the probation process.

5G First Responder Lab Reveals First Cohort of

Companies Five companies have three months to work with

Verizon’s new Washington, D.C., lab and its 5G network to produce

next-generation solutions for first responders, with help on

marketing and use-case testing.
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Denver Offers Blockchain Voting to Military, Overseas

Voters The city will use the Voatz app, which West Virginia also

offered to military and overseas voters in the 2018 midterm

elections. The concept of mobile phone-based voting is

controversial, but gaining steam.

Behind the Investor Push Against Amazon's Facial

Recognition The Seattle-based global commerce and technology

giant was pushed past ExxonMobil and Chevron in 2019, receiving

the most shareholder resolutions focused on corporate

environmental, social and governance issues.

Leaders Weighs Pros and Cons of ShotSpotter in Durham,

N.C. Over the past three years, the Durham Police Department has

averaged 2,356 shots fired calls per year, according to the city.

Now the City Council is considering gunfire detection sensors, but

not all are convinced.

ADVERTISEMENT

Join us at the next 10 Laws of Government Sales and Marketing

Webcast

Get actionable insights to reach your public sector buyers faster and

more efficiently. Attend our LIVE webcast on March 20. Our panel of

experts will be discussing proven strategies and tactics used to

create a successful public sector marketing campaign with Accela

Chief Marketing Officer Heidi Lorenzen. You'll also learn the five key

components that are vital for your marketing campaigns to be

successful. At the end of the webcast, get your most pressing

questions answered LIVE and take away knowledge you can readily

apply to your state and local government marketing campaigns.

Register here.
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WATCHLIST

GovTech companies on our radar this week:

Dilli Labs: A consultancy and app builder offering services as well as a

portfolio of products ranging from email address validation to profanity

filtering. Dilli is working with the city of Henderson, Nev., via the Startup in

Residence program to give residents the ability to interact with city services

using their voices.

Run a GovTech company? Get on our radar here.

BIZ NOTES

>CityFlag has been selected as one of 10 participants in the

inaugural class of the Arcadis City of 2030 Accelerator in the

Netherlands, which Techstars is also organizing.

WHAT WE'RE READING

"It's Not a ‘Laugh at Bad Tech' Moment; It's Scary" (Soren

Spicknall/Twitter)

The U.S. Federal Government Appears to be Rushing Facial

Recognition in Airports (Buzzfeed News)

Sam Altman Steps Down from Y Combinator (TechCrunch)

GovTechBiz is our weekly newsletter covering the companies,

deals and trends in the business of gov tech. Got a news tip? Other

12



feedback? We're listening. Send it to GovTechBiz Writer Ben Miller

at biz@govtech.com.

Subscribe / Facebook / Twitter / YouTube

This email was sent to chartnett@medfordpolice.com.

Unsubscribe | Opt out of all e. Republic email | Privacy Statement

© 2019 e.Republic. All rights reserved. 100 Blue Ravine Rd, Folsom, CA 95630, USA. Phone: 916-932-1300
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Joseph W. Casey

From:

Sent:

To:

Subject:

GovTech Today <newsletters@govtech.com>

Monday, March 11, 2019 11:02 AM

Charles Hartnett

Gov Tech Hits SXSW, Maine Gets a New CIO

GOVTECH TODAY

PRESENTED BY AT&T

MARCH 11, 2019

Live: Government Technology’s Coverage of SXSW 2019

At the annual South by Southwest Conference in Austin, Texas, Gov

Tech is there to bring you what you need to know about public-sector

innovation, smart cities, digital accessibility and more. CLICK HERE

FOR CONTINUING COVERAGE

« Can Artificial Intelligence Spot Stressed Cops?

e Mayors and the Future — An Inextricable Bond

e Nation’s Mayors Consider Who's Left Behind Online

e« Why Smart Cities Need to Be Inclusive Cities
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TOP STORIES

Maine Names Longtime University IT Leader as New State CIO

After Maine elected a new governor in November, longtime IT leader

Jim Smith stepped down as CIO. Now the state has a new ClO in

Fred Brittain, who spent more than two decades with the University

of Maine system. READ MORE

Pedestrian Deaths Driven to Highest Number in Three Decades

The Governors Highway Safety Association has estimated that

pedestrian deaths on U.S. streets and highways numbered more

than 6,200 in 2018, accounting for 16 percent of all traffic-related

deaths. READ MORE

Nexus Software Hopes to Make Parole Decisions Evidence-

Based

The new platform hopes to ease the workload for parole officers and

inform smarter responses to parolee behavior by automating

communications, notifications, data collection and other aspects of

the probation process. READ MORE

QUESTION OF THE DAY
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How many engines does this Internet-providing drone have?

ANSWER

CONTENT PROVIDED BY AT&T

Let's talk tech: 5G

The network of tomorrow is here. And we believe that mobile 5G will

jumpstart the next wave of unforeseen innovation. Join the AT&T

Public Sector livestream event on March 20th to learn more.

MORE HEADLINES

Awaiting State Bills, Maryland City Crafts 5G Ordinance

Behind the Investor Push Against Amazon's Facial Recognition

Leaders Weigh Pros and Cons of ShotSpotter in Durham, N.C.

Uber Tax Would Boost Transit Under New Bill in Georgia

Facebook to Build Out Fiber Network in West Virginia

Denver Offers Blockchain Voting to Military, Overseas Voters

E-Scooters Need Stricter Regulation, Disability Advocates Say

E-Bike Bill Passes Idaho Senate, Moves to Governor’s Desk

Plattsburgh, N.Y., Eyes Budget and Performance Software

EDITOR'S CHOICE

Latah County, Idaho, IT Does Big Work in Small Jurisdiction

What’s New in Civic Tech: Transparency Group Praises AOC

Three Factors to Smart City Security (Contributed)
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INDUSTRY RESOURCES

State of Oregon Delivers Pioneering Public Records

Management Solution

Creating Better Communities

New Castle County Updates Their Network to the 21st Century

MORE PAPERS

Subscribe / Facebook / Twitter / YouTube

This email was sent to chartnett@medfordpolice.com.

Unsubscribe | Opt out of all e. Republic email | Privacy Statement

© 2019 e.Republic. All rights reserved. 100 Blue Ravine Rd, Folsom, CA 95630, USA. Phone: 916-932-1300
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Joseph W. Casey

From:

Sent:

To:

Subject:

GovTech Today <newsletters@govtech.com>

Monday, March 11, 2019 10:49 AM

Leo Sacco

Gov Tech Hits SXSW, Maine Gets a New CIO

GOVTECH TODAY

PRESENTED BY AT&T

MARCH 11, 2019

Live: Government Technology’s Coverage of SXSW 2019

At the annual South by Southwest Conference in Austin, Texas, Gov

Tech is there to bring you what you need to know about public-sector

innovation, smart cities, digital accessibility and more. CLICK HERE

FOR CONTINUING COVERAGE

« Can Artificial Intelligence Spot Stressed Cops?

e Mayors and the Future — An Inextricable Bond

e Nation’s Mayors Consider Who's Left Behind Online

e« Why Smart Cities Need to Be Inclusive Cities
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TOP STORIES

Maine Names Longtime University IT Leader as New State CIO

After Maine elected a new governor in November, longtime IT leader

Jim Smith stepped down as CIO. Now the state has a new ClO in

Fred Brittain, who spent more than two decades with the University

of Maine system. READ MORE

Pedestrian Deaths Driven to Highest Number in Three Decades

The Governors Highway Safety Association has estimated that

pedestrian deaths on U.S. streets and highways numbered more

than 6,200 in 2018, accounting for 16 percent of all traffic-related

deaths. READ MORE

Nexus Software Hopes to Make Parole Decisions Evidence-

Based

The new platform hopes to ease the workload for parole officers and

inform smarter responses to parolee behavior by automating

communications, notifications, data collection and other aspects of

the probation process. READ MORE

QUESTION OF THE DAY

19



How many engines does this Internet-providing drone have?

ANSWER

CONTENT PROVIDED BY AT&T

Let's talk tech: 5G

The network of tomorrow is here. And we believe that mobile 5G will

jumpstart the next wave of unforeseen innovation. Join the AT&T

Public Sector livestream event on March 20th to learn more.

MORE HEADLINES

Awaiting State Bills, Maryland City Crafts 5G Ordinance

Behind the Investor Push Against Amazon's Facial Recognition

Leaders Weigh Pros and Cons of ShotSpotter in Durham, N.C.

Uber Tax Would Boost Transit Under New Bill in Georgia

Facebook to Build Out Fiber Network in West Virginia

Denver Offers Blockchain Voting to Military, Overseas Voters

E-Scooters Need Stricter Regulation, Disability Advocates Say

E-Bike Bill Passes Idaho Senate, Moves to Governor’s Desk

Plattsburgh, N.Y., Eyes Budget and Performance Software

EDITOR'S CHOICE

Latah County, Idaho, IT Does Big Work in Small Jurisdiction

What’s New in Civic Tech: Transparency Group Praises AOC

Three Factors to Smart City Security (Contributed)
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INDUSTRY RESOURCES

State of Oregon Delivers Pioneering Public Records

Management Solution

Creating Better Communities

New Castle County Updates Their Network to the 21st Century

MORE PAPERS

Subscribe / Facebook / Twitter / YouTube

This email was sent to lsacco@medfordpolice.com.

Unsubscribe | Opt out of all e. Republic email | Privacy Statement

© 2019 e.Republic. All rights reserved. 100 Blue Ravine Rd, Folsom, CA 95630, USA. Phone: 916-932-1300
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Joseph W. Casey

From: Cloudian Resources <resources@cloudian.com>

Sent: Monday, March 04, 2019 10:35 AM

To: Isacco@medfordpolice.com

Subject: [Milestone Webinar] The Secret to Getting the Most Value from Video Surveillance

LIVE WEBINAR, MARCH 5, 10:00AM PST

Scale-out Storage for Video Surveillance
Hi Leo,

Video surveillance storage demands are evolving rapidly. Longer retention

requirements and new image analysis methods demand more from your

storage environment. Join this webcast and learn new ways to meet these

needs at 70% less cost.

Learn from experts from Milestone and Cloudian on March 5th at 10am PST to

learn what’s on the horizon for video technologies and the storage demands it

will drive. And learn about newly-certified scalable storage for Milestone

XProtect.

Join this webinar and be ready for the demand storage needs of next-gen

video surveillance.

You are receiving this email because you signed up to receive our monthly newsletter at

http://www.example.com

Unsubscribe from email communications
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“account address%%

This email was sent to Isacco@medfordpolice.com. If you no longer wish to receive these emails you May unsubsenbe at any time.
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Joseph W. Casey

From: Cloudian Resources <resources@cloudian.com>

Sent: Thursday, February 28, 2019 8:18 PM

To: Isacco@medfordpolice.com

Subject: [Milestone Webinar] The Secret to Getting the Most Value from Video Surveillance

LIVE WEBINAR, MARCH 5, 10:00AM PST

Scale-out Storage for Video Surveillance
Hi Leo,

Video surveillance storage demands are evolving rapidly. Longer retention

requirements and new image analysis methods demand more from your

storage environment. Join this webcast and learn new ways to meet these

needs at 70% less cost.

Learn from experts from Milestone and Cloudian on March 5th at 10am PST to

learn what’s on the horizon for video technologies and the storage demands it

will drive. And learn about newly-certified scalable storage for Milestone

XProtect.

Join this webinar and be ready for the demand storage needs of next-gen

video surveillance.

You are receiving this email because you signed up to receive our monthly newsletter at

http://www.example.com

Unsubscribe from email communications
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“account address%%

This email was sent to Isacco@medfordpolice.com. If you no longer wish to receive these emails you May unsubsenbe at any time.
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Joseph W. Casey

From: Axon <donotreply@contact.axon.com>

Sent: Thursday, February 21, 2019 4:09 PM

To: bclemente@medfordpolice.com

Subject: Impacts of 5G, Addressing Officer Suicide, Recruiting Millennials, Device Management

Tips, AI & Axon

AXON

JOURNAL
FEBRUARY 2018

This issue of the Axon Journal features articles by some of our most exciting

Accelerate 2019 speakers. Over the coming months we'll be sharing more content

from our speakers — giving you a little taste of the information and thought

leadership that will be in abundance at the conference.

THREE MAJOR

IMPACTS OF 5G

ON IN-CAR VIDEO
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Right now, 5G technology is dominating the

conversation in the communications industry with

claims of “‘wire-like” speeds and experience. This

means incredibly fast upload and download speeds

with incredibly low latency — which will be

fantastic for consumers who want faster

accessibility to high quality pictures, videos, games,

etc. But what does this mean for law enforcement?

How will 5G impact your day-to-day operations?

When thinking about in-car video systems, there

will be no less than three areas of significant

impact.



13 FOCUS AREAS

FOR MILLENNIAL

POLICE

RECRUITING

It's no secret that recruiting and retaining millennial

aged police officers has become something of a

monumental task for departments. There are a lot of

different forces at work contributing to this problem

— some more obvious than others. In this post, Dr.

Jim DeLung covers his research-backed 13 key

focus areas.


