Security Camera Strategy
Status Meeting
3/23/16

Time: Next meeting: Wednesday, 3/23/2016, 9:00AM — 10:00AM

Location: Conference Room 115 / Dial In: 1-866-715-6967, Passcode: 4466461 (Host: 7860059)
Called by: Linda Calnan x2875

I. Agenda-Locations / Meeting Notes / Action Items
NOTE: 1.)IE11 move = 3/21

Locations: (Updates in blue:)

e Public Health - Jeff, Abhishek

o 203 River Street / EMS Storage Facility — Juniper switch installed and VPN tunnel
completed. Next steps: purchase licenses and appliance. Per Siemens, there are 15 concurrent
licenses on the Genetec Core system. BPHC to review and approve Siemen’s quote. NOTE: the
appliance is required equipment to keep cameras on line in the event of a Comcast line outage.

o Strand Theater — Siemens to conduct site survey for placement of 12 cameras + 360 degree
camera with Mike Flaherty.

o ISD/1010 Mass Ave. — No new update — Waiting on Leon Graves, legal, and Joe Callahan,
funding.

¢ City Hall New Camera Install - Camera replacements (33 cameras) completed. Nelson analyzed the
saturation of the archivers and think they are handling the load fine, storage was his main concern. We
are following up on this. Per Dan ~ 70-80% saturation level is limit.

¢ VidSys — Connecting State and City VidSys servers:
o Interagency MOU — In progress.
o Interconnect COB & state/ MBTA systems and federate them together — In progress and will
be included in MOU.

¢  MIT Lincoln Labs — No new update. DHS Sigma Program Presentation conducted 3/9, 9:30-11:00 at
OEM. Setting up connectivity for analytics at 3" floor BPD HQ. Lincoln Labs to supply five (5) videos
for analytics development.

¢ 85 Bragdon St. — BPD obtaining new PC with better graphic power. lan, VidSys, will get all 32 panels to
display on new PC. BPD upgraded switch for 1GB handoft.

* Boston Housing Authority — MOU done. Shawn pushing this forward. (300 cameras, 34 facilities.)
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Canterbury Street, Public Works (Comcast) (Warehouse for city lighting-theft & security issues) —
Quote received for 16 cameras (shared with M. Dennehy for approval). Siemens to conduct site
visit with Mike Dennehy (POC). This ties in with 1010 Mass Ave; waiting on electrical connectivity
for cabling to the roof.

L Street/Curley Ctr — Fiber lateral to be run; Procurement & Linda to initiate bid process. When
connectivity complete, cameras will connect in to our Genetec system. Two cameras have been set up
on a temporary basis via Wifi.

Faneuil Hall — Ancient & Honorable — Mike - PO approved; Faneuil Hall will handle the funding
for this. 4 new IPs required.

Water & Sewer — Proposals provided and are in review stage. Cameras will connect to BONET;
funding is all set (state agency); 67 cameras at Harrison and 37 cameras for Charlestown.

BFD — Headquarters and Fire alarm — Connectivity completed. Licenses for 2 seats and training
covered by DolT and in payment process. BFD to obtain workstation for VidSys video viewing. PC
to be similar to BPD’s set up (Linda provided specs to BFD). BFD requesting for: 2-27” monitors
for fire HQ, 1-40” monitor for Fire Alarm, ~6-40” monitors for Dispatch center.

Downtown Crossing — Vendor selection completed — Shawn to provide details. BTD has fiber on
Washington St and Wilson to look for spare(s). Phase 1=17 new cameras, $500K over 3 yrs; Shawn
managing.

DHS Bldg (HQ & Ruggles) Security Initiatives — Shawn to provide update. Phase 1 approved, Phase 2
in OEM. 2 projects: a.) cameras outside and down towards Ruggles; b.) cameras inside bldg.

Fiber Maps — PSNet fiber for Boston and Brookline provided and being layered on to BONET fiber
mapping. Following up on, with various folks, data for UASI region fiber; school fiber; shadow
conduits; Crown Castle fiber maps. Linda provided Mike L. with GlobalNaps fiber info for his
consideration.

Grand Prix Event — at BCEC area; will require temp video cameras set up on roofs (high location
above netting). Shawn managing this project.

Marathon — Preparation to begin with next meeting.

Body Cams — No new update. Pilot =~50 cams using 3-5 systems that can store ~ 12 hours of video
locally to begin this year. BPD currently running this project independently. Requested to remain on
report for status updates.

I1. Will resume original bi-weekly schedule on 3/30.
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Attendees Invited Attended
Abhishek Khule BPHC X
Brett Haynes COB Network X
Brian Barcelou BPD, Network X
Brian Henry MBTA X
Bob Slade MPS X
Dan Rothman CTO, COB X
Dan Keeler BPD X
Conor McDavitt Siemens X
Eric Johnson LanTel X
lan Thomas VisSys X
Jarrod Fullerton Genetec X
Jason MacDonald BFD X
Jeff Beers BPHC X
Jeff Wagner VidSys X
Jerry Turner COB Network X
Jim Fitzpatrick BPD, Network X
John Grennen LanTel X
Larry Louis COB X
Louis Madeira BPD X
Matt Fabian Genetec X
Mike Driscoll DVTel X
Mike Flaherty COB X
Mike Kane OEM X
Nelson Vasconcelos Siemens X
Rich Reidy Siemens X
Shawn Romanoski BPD X
Tom Deloriea Isilon X
Vinny Stancato LanTel X
William Joyce MPS X
Wilson Aleman BTD X
Zebedeo Pena Genetec X
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Security Camera Strategy
Status Meeting — 4/13/16

Time: Wednesday, 4/13/2016, 9:00AM — 10:00AM

Location: Conference Room 115 / Dial In: 1-866-715-6967, Passcode: 4466461 (Host: 7860059)
Called by:  Linda Calnan x2875

I. Agenda-Locations / Meeting Notes / Action Items

Locations: (Updates in bold:)

°  Public Health - Jeff, Abhishek

o 203 River Street / EMS Storage Facility — Siemens scheduling work to start ~ 4/18. Per Jeff —
will purchase appliance for River St. location at a later date when funding is allocated. Upgrading
to 100MG metro Ethernet layer 2 connections. Per Brett — needs to issue DHCP (to avoid firewall
reconfigs). Juniper switch installed and VPN tunnel completed. Per Siemens, there are 15
concurrent licenses on the Genetec Core system. NOTE: the appliance is required equipment to
keep cameras on line in the event of a Comcast line outage due to no redundancy. (Hampton St.
does not need an appliance due to redundancy.) ~9 cameras.

o Strand Theater — Site survey conducted for placement of 12 cameras. Siemens provided
quote. Dol T to package proposal for cameras with wifi proposal to present to Mayor’s office
for funding.

o ISD/1010 Mass Ave. —Cabling to roof to begin in next couple of weeks. Mike drafting bid for
camera and cabling work. Mike to survey inside bldg for camera replacement and include in
bid. Electrical work complete. Note: wiring termination point must be to new/upgraded electrical
outlets and/or closets. The commissioner of property mgt would like to replace all the interior
cameras along with what has already been surveyed. Mike Flaherty managing.

¢ 85 Bragdon St. — Issues on roof and Shawn and Liz Rios managing solution. BPD obtained new
MAC workstation with better graphic power and it is being set up. lan changed the configuration of the
active VidShield server (zvidsys02) to support 36 viewers per workstation. BPD upgraded switch for
1GB handoft.

* Boston Housing Authority —- MOU complete. Shawn and Vinny pushing this forward. (300 cameras, 34
facilities.)

¢ Canterbury Street, Public Works (Comcast) (Warehouse for city lighting-theft & security issues) —
Quote provided by Siemens; currently being reviewed by Fouad. 16 cameras and local archiver.
Linda to organize meeting to reassess this site. This ties in with 1010 Mass Ave - electrical complete;
waiting on cabling to the roof.

° L Street/Curley Ctr — Waiting on finalized agreement with Crown Castle. Goal is to run fiber lateral
from BONET to Curley Ctr. Bid process is required per legal and will begin once the agreement with
Crown Castle is completed. When connectivity complete, cameras will connect in to our Genetec system.
Two cameras have been set up on a temporary basis via Wifi.

¢  Water & Sewer — Siemens provided Joe Crossen with quote to replace existing cameras and video
system to Genetec. Linda to organize meeting to assess how this site will connect to BONET. Funding is

1
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all set (state agency); 67 cameras at Harrison and 37 cameras for Charlestown.

BFD — Headquarters and Fire alarm — Both locations are on BONET as core nodes. DVTel is on
BONET also. Network interconnectivity and access to the DVTel archiver end point to be finalized
by networking teams (Brett/Jim). Licenses for 2 seats and training covered by DolT and in payment
process. BFD has ordered workstation for VidSys video viewing.

Downtown Crossing — 6 cameras installed; 17 cameras total to be installed by 4/23; connection to
DVTel system in progress. Fiber handoff at Markley to BONET to be set up. Phase 1=17 new
cameras, $500K over 3 yrs; Shawn managing.

BPD HQ — Phase 2 reviewed by JPOC team on 4/4 and Shawn is following up on. Phase 1 approved,
Phase 2 in OEM. 2 projects: a.) cameras outside and down towards Ruggles; b.) cameras inside bldg.

VidSys — Connecting State and City VidSys servers:
o Interagency (BPD and MBTA) MOU - In progress — Shawn managing.
o Interconnect COB & state/ MBTA systems and federate them together — Included in MOU
and will begin when MOU is approved.

MIT Lincoln Labs — DVTel (and other vendor engineers) making progress with Lincoln Labs
engineers on simplifying the software. Lincoln Labs and camera vendors are now collaborating to
advance this. DHS Sigma Program Presentation conducted 3/9.

Fiber Maps — Continued work. PSNet fiber for Boston and Brookline provided and being layered on to
BONET fiber mapping. Next steps will be fiber mapping data for UASI region fiber; school fiber;
shadow conduits; Crown Castle fiber and GlobalNaps fiber.

Grand Prix Event — Shawn conducting site survey of route with Grand Prix team for camera
placement. MOU in progress between BPD and Grand Prix event. Louis Madiera = main on-site
support POC. Lan-Tel = vendor. BCEC area; will require temp video cameras set up on roofs (high
location above netting). Shawn managing this project and working through federal and local issues.

Marathon — On-site support Marathon day = BPD, Lan-Tel, Louis Madiera, telecom, library
support and Dol T. Preparation across agencies (DolT, BPD, BAA, BTD, BCEC, MBTA, etc.) ongoing.

Body Cams — Legal requiring the equipment be purchased thru a GSA vendor. Shawn managing.
Pilot = ~50 cams using 3-5 systems that can store ~ 12 hours of video locally to begin this year. BPD
currently running this project independently. Requested to remain on report for status updates.

I1. On weekly schedule until Marathon.
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Attendees Invited Attended
Abhishek Khule BPHC X
Brett Haynes COB Network X
Brian Barcelou BPD, Network X
Brian Henry MBTA X
Bob Slade MPS X
Dan Rothman CTO, COB X
Dan Keeler BPD X
Conor McDavitt Siemens X
Eric Johnson LanTel X
lan Thomas VisSys X
Jarrod Fullerton Genetec X
Jason MacDonald BFD X
Jeff Beers BPHC X
Jeff Wagner VidSys X
Jerry Turner COB Network X
Jim Fitzpatrick BPD, Network X
John Grennen LanTel X
Larry Louis COB X
Louis Madeira BPD X
Matt Fabian Genetec X
Mike Driscoll DVTel X
Mike Flaherty COB X
Mike Kane OEM X
Nelson Vasconcelos Siemens X
Rich Reidy Siemens X
Shawn Romanoski BPD X
Tom Deloriea Isilon X
Vinny Stancato LanTel X
William Joyce MPS X
Wilson Aleman BTD X
Zebedeo Pena Genetec X
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Status Meeting — 4/27/16

Time: Wednesday, 4/27/2016, 9:00AM — 10:00AM

Location: Conference Room 115 / Dial In: 1-866-715-6967, Passcode: 4466461 (Host: 7860059)
Called by:  Linda Calnan x2875

I. Agenda-Locations / Meeting Notes / Action Items

Locations: (Updates in bold:)

Public Health - Jeff, Abhishek

o 203 River Street / EMS Storage Facility — Siemens scheduling camera installation (10
cameras) work to start = 4/27. Per Jeff — will purchase appliance for River St. location at a later
date when funding is allocated. The appliance is required equipment to keep cameras on line in
the event of a Comcast line outage due to no redundancy. (Hampton St. does not need an
appliance due to redundancy.) BPH will be upgrading to 100MG metro Ethernet layer 2
connections. BPH is aware they need to issue DHCP (to avoid firewall reconfigs).

o Strand Theater — DolIT team met Tuesday, 4/26, to begin drafting package proposal for
cameras with wifi proposal to present to Mayor’s office for funding. Goal = complete package by
mid-May.

o ISD/1010 Mass Ave. — Site survey conducted. Camera locations and cabling requirements
determined. Held meeting with Leon Graves, Bill Joyce, Mike Flaherty and the BONET NW
team and determined that an internal site survey is required with the BONET team. Per Jerry/Ann
- Cabling to roof to begin in next couple of weeks for external cameras. Mike drafting bid for
camera and internal cabling work. Internal site survey determinations for camera replacements to
be included in bid. Mike Flaherty managing.

85 Bragdon St. — No new update. Next projects to be determined by Shawn/Mike. Issues on roof with
exterior cameras and Shawn and Liz Rios managing solution. EOC able to 78+ video streams
simultaneously now.

Boston Housing Authority — No new update - MOU complete. Shawn and Vinny pushing this forward.
(300 cameras, 34 facilities.)

City Hall Genetec Upgrade — Upgrading to v5.3. Server issues resolved. Upgrade scheduled for next
week. Mike managing this project.

Canterbury Street, Public Works (Comcast) (Warehouse for city lighting-theft & security issues) —
Quote provided by Siemens; currently being reviewed by Fouad. 16 cameras and local archiver. This ties
in with 1010 Mass Ave - electrical complete; waiting on cabling to the roof.

L Street/Curley Ctr — Waiting on finalized agreement with Crown Castle. Goal is to run fiber lateral
from BONET to Curley Ctr. Bid process is required per legal and will begin once the agreement with
Crown Castle is completed. When connectivity complete, cameras will connect in to our Genetec system.
Two cameras have been set up on a temporary basis via Wifi.






