
From: Eric Johnson <ejohnson@Lan-Tel.com> 
Sent: Monday, January 12, 2015 12:29 PM EST 
To: Lt. John Hamelburg < Lt. John Hamelburg <johnhamelburg@randolphmapolice.com>>; PD Kenny Bruker <PD Kenny
Bruker <Kbruker@hotmail.com>>; Patrick Johnston <Patrick Johnston <Patrick.Johnston@ci.everett.ma.us>>; Parsons,
Timothy (TParsons@yarmouth.ma.us); swilder@brooklinema.gov; PMonzione@chelseama.gov;
jpepjonovich@quincyma.gov; Michael Kane (michael.kane@boston.gov) < Michael Kane (michael.kane@boston.gov)
<michael.kane@boston.gov>>; Shawn Romanoski (shawn.romanoski@pd.boston.gov) < Shawn Romanoski
(shawn.romanoski@pd.boston.gov) <shawn.romanoski@pd.boston.gov>>; rankenbauer@police.somerville.ma.us; Rob
Mallett (rmallett@townofmilton.org) < 'Rob Mallett (rmallett@townofmilton.org)' <rmallett@townofmilton.org>>;
AAlpert@chelseama.gov; Ford Lt Steven (sford@reverepolice.org) < 'Ford Lt Steven (sford@reverepolice.org)'
<sford@reverepolice.org>>; Corson, Ken (corsonk@hingham-ma.gov); Chad Hunter <Chad Hunter
<CHunter@townhall.plymouth.ma.us>>; CataldoH.bpd@cityofboston.gov; Elizabeth Campbell
(elizabeth.campbell@pd.boston.gov) < 'Elizabeth Campbell (elizabeth.campbell@pd.boston.gov)'
<elizabeth.campbell@pd.boston.gov>>; Eliopoulos, Tony; Timothy Fitzgerald (Timothy.Fitzgerald@pd.boston.gov) <
'Timothy Fitzgerald (Timothy.Fitzgerald@pd.boston.gov)' <Timothy.Fitzgerald@pd.boston.gov>>; Dave Wahlgren <Dave
Wahlgren <dave@cunninghampark.org>>; Deirdre.Habershaw@cityofboston.gov; epd.marine@comcast.net; Flynn, John.
(FlynnJo.bpd@cityofboston.gov); Hogardt, Matthew; Joseph Dahlbeck (joseph.dahlbeck@pd.boston.gov) < Joseph
Dahlbeck (joseph.dahlbeck@pd.boston.gov) <joseph.dahlbeck@pd.boston.gov>>; Jake Emerson
(jakeemerson@duxburyharbormaster.org) < Jake Emerson (jakeemerson@duxburyharbormaster.org)
<jakeemerson@duxburyharbormaster.org>>; jpepjonovich@quincyma.gov; Marshall, Jason;
SuretteJ.BPD@cityofboston.gov; rwells@mpdmilton.org; rtuell@haverhillpolice.com; ruggiero@plymouthpolice.com;
Parsons, Timothy (TParsons@yarmouth.ma.us); tdelehanty@town.winthrop.ma.us; vetrenokg@state.gov 
CC: Mike Driscoll <Mike Driscoll <mdriscoll@dvtel.com>> 
Subject: Dvtel Seminar 

Happy New Year all….!
 
 
We are putting on a technology seminar at the Hilton Garden Inn in Waltham on January 20th.
 
Follow the link below to go to our invite and registration page.  I’ve also included a copy of the invite page further
below.
 
Our CTO Ed Thompson will be speaking about Ultra High Definition (4K) camera technology and we will also be
speaking about video analytics technologies. 
 
It would be great if you could attend as it’s a good opportunity to see and learn about these latest technologies.
We’ll have breakfast and lunch at the seminar.
 
It’s an open educational environment and it would be great if we could invite some of our current end users and
other potential new customer friends to the seminar.  They can earn BICSI credit too.  Please share with them the
invite below.  We’d love to have them attend.
 
http://us8.campaign-archive1.com/?u=65ad4d37a1dd4d1c2318924f4&id=3ef4fa609a
 
 

Eric Johnson
Project Manager
1400 Providence Highway, Suite 2000
Norwood, MA 02062
Cell: 617-413-2148
Phone: 781.352.4656
Fax: 781.551.8667
ejohnson@lan-tel.com
www.lan-tel.com

 



From: Michael Kane <michael.kane@boston.gov> 
Sent: Friday, January 16, 2015 9:48 AM EST 
To: Eric Johnson <Eric Johnson <ejohnson@Lan-Tel.com>> 
CC: Deirdre Habershaw <Deirdre Habershaw <deirdre.habershaw@boston.gov>>; brenda. jones < brenda. jones
<brenda.jones@boston.gov>>; Murphy, Andrew; Chuck Wade <Chuck Wade <Chuck@Interisle.net>>; Kate Waldron <Kate
Waldron <kwaldron@lan-tel.com>> 
Subject: MK: CIMS GAP PHASE I Recommendations CITY OF QUINCY CIMS REQUIREMENTS 
Attachment(s): "Quincy PTZ Four Camera Reinstallation July 2014.pdf","Network Switches Quincy PD CIMS System
2014.pdf","CIMS Enhancement FIBER Quincy.pdf" 

Eric,

Can I get a refreshed quote to do all this work requested with the ?  I was wondering is this something you can handle in

the winter.

We can discuss in detail on Tuesday.

Mike

-- 

Michael Kane 

Regional Planner

Office of Emergency Management (OEM)

Boston City Hall, Room 204 | Boston, MA 02201

Phone: 617-635-4323| Cell: 617-895-7215 

michael.kane@boston.gov



From: Eric Johnson <ejohnson@Lan-Tel.com> 
Sent: Friday, January 16, 2015 9:54 AM EST 
To: Michael Kane <Michael Kane <michael.kane@boston.gov>> 
CC: Deirdre Habershaw <Deirdre Habershaw <deirdre.habershaw@boston.gov>>; brenda. jones < brenda. jones
<brenda.jones@boston.gov>>; Murphy, Andrew; Chuck Wade < Chuck Wade <Chuck@Interisle.net>>; Kate Waldron <Kate
Waldron <kwaldron@lan-tel.com>>; John Bartolomucci < John Bartolomucci <jbarts@lan-tel.com>> 
Subject: Re: MK: CIMS GAP PHASE I Recommendations CITY OF QUINCY CIMS REQUIREMENTS 

I certainly will   and we have no problem installing this regardless of the weather . 

Respectfully , 

Eric Johnson 

Project Manager

Lan-Tel Communications 

1400 Providence Highway, Suite 2000

Norwood, MA 02062

Cell: 617-413-2148

Phone: 781- 352-2427

Fax: 781-551-8667

ejohnson@lan-tel.com

www.lan-tel.com

 

On Jan 16, 2015, at 9:48 AM, "Michael Kane" <michael.kane@boston.gov> wrote:

Eric,

Can I get a refreshed quote to do all this work requested with the ?  I was wondering is this something you can

handle in the winter.

We can discuss in detail on Tuesday.

Mike

-- 

Michael Kane 

Regional Planner

Office of Emergency Management (OEM)

Boston City Hall, Room 204 | Boston, MA 02201

Phone: 617-635-4323| Cell: 617-895-7215 

michael.kane@boston.gov

<Quincy PTZ Four Camera Reinstallation July 2014.pdf>

<Network Switches Quincy PD CIMS System 2014.pdf>

<CIMS Enhancement FIBER Quincy.pdf>



From: Michael Kane <michael.kane@boston.gov> 
Sent: Friday, January 16, 2015 10:07 AM EST 
To: Eric Johnson <Eric Johnson <ejohnson@lan-tel.com>> 
Subject: Re: MK: CIMS GAP PHASE I Recommendations CITY OF QUINCY CIMS REQUIREMENTS 

Great can you help me bang through the EHPS to get this funded next week.  I got the pics already.

On Fri, Jan 16, 2015 at 9:54 AM, Eric Johnson <ejohnson@lan-tel.com> wrote:

I certainly will   and we have no problem installing this regardless of the weather . 

Respectfully , 

Eric Johnson 

Project Manager

Lan-Tel Communications 

1400 Providence Highway, Suite 2000

Norwood, MA 02062

Cell: 617-413-2148

Phone: 781- 352-2427

Fax: 781-551-8667

ejohnson@lan-tel.com

www.lan-tel.com

 

On Jan 16, 2015, at 9:48 AM, "Michael Kane" <michael.kane@boston.gov> wrote:

Eric,

Can I get a refreshed quote to do all this work requested with the ?  I was wondering is this something you

can handle in the winter.

We can discuss in detail on Tuesday.

Mike

-- 

Michael Kane 

Regional Planner

Office of Emergency Management (OEM)

Boston City Hall, Room 204 | Boston, MA 02201

Phone: 617-635-4323| Cell: 617-895-7215 

michael.kane@boston.gov

<Quincy PTZ Four Camera Reinstallation July 2014.pdf>

<Network Switches Quincy PD CIMS System 2014.pdf>

<CIMS Enhancement FIBER Quincy.pdf>

-- 

Michael Kane 

Regional Planner

Office of Emergency Management (OEM)

Boston City Hall, Room 204 | Boston, MA 02201

Phone: 617-635-4323| Cell: 617-895-7215 

michael.kane@boston.gov



From: Eric Johnson <ejohnson@Lan-Tel.com> 
Sent: Tuesday, January 20, 2015 12:52 PM EST 
To: Michael Kane <Michael Kane <michael.kane@boston.gov>> 
Subject: Re: MK: I had to head out at 1pm can you talk on Thursday? 

Absolutely I will clear schedule .. I will tell you right now that I can replace all cameras , antennas and increase server
capacity  for  all towns except Boston for $ 596, 812 . 

Respectfully , 

Eric Johnson 
Project Manager
Lan-Tel Communications 
1400 Providence Highway, Suite 2000
Norwood, MA 02062
Cell: 617-413-2148
Phone: 781- 352-2427
Fax: 781-551-8667

ejohnson@lan-tel.com
www.lan-tel.com
 

On Jan 20, 2015, at 12:42 PM, "Michael Kane" <michael.kane@boston.gov> wrote:

Michael Kane 
Regional Planner 
City of Boston 
Office of Emergency Management 
617-635-1400 
617-895-7215 



From: Nikhil Mehta <nmehta@shotspotter.com> 
Sent: Tuesday, January 20, 2015 5:36 PM EST 
To: Andrew Murphy <Andrew Murphy <andrew.murphy@boston.gov>>; Eric Johnson <Eric Johnson <ejohnson@lan-
tel.com>>; Mike Driscoll <Mike Driscoll <mdriscoll@dvtel.com>>; Chuck Wade <Chuck Wade <Chuck@interisle.net>> 
CC: Mike Kane <Mike Kane <michael.kane@boston.gov>> 
Subject: RE: ShotSpotter Camera Integration 
Attachment(s): "Notification API Reference^ShotSpotter Notification API Version 2.6.pdf" 
Hi Andrew et al,
Here are few things that I would like to know to start the integration process with the camera system for the 5 cities.

1.��������������As per the previous integration for Shotspotter Boston coverage area, I believe we will be using socket connection for these
5 cities also. Let me know if there is a change in the channel type.
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3.��������������I will need public IP address for the end server for the 5 cities with the port no.
4.��������������On the server end you need to provision your firewall to allow 107.0.144.107 port 443 and 80 and create a route for the data

to reach the camera server.
5.��������������Initially allow ICMP (ping) to test the server reachability.

 
Thanks,
Nikhil Mehta
 
From: Andrew Murphy [mailto:andrew.murphy@boston.gov] 
Sent: Tuesday, January 20, 2015 1:42 PM
To: Nikhil Mehta; Eric Johnson; Mike Driscoll; Chuck Wade
Cc: Mike Kane
Subject: ShotSpotter Camera Integration
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_______________________________

Andrew Murphy
Regional Planner

 
Office of Emergency Management (OEM)

Boston City Hall, Room 204 | Boston, MA 02201
Phone: 617-635-1400 | Fax: 617-635-2974 | andrew.murphy@boston.gov
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From: Chuck Wade <Chuck@lnterisle.net> 

Sent: Friday, January 30, 2015 7:41 PM EST 

To: Nikhil Mehta <Nikhil Mehta <NMehta@ShotSpotter.com>> 

CC: Eric Johnson <Eric Johnson <EJohnson@LAN-TEL.com>>; Eric Nisbet <Eric Nisbet <ENisbet@LAN-TEL.com>>; 

Andrew Murphy <Andrew Murphy <Andrew.Murphy@Boston.gov>>; Colin Strutt <Colin Strutt <Colin@Interisle.net>>; Fred 

Goldstein <Fred Goldstein <Fred@Interisle.net>> 

Subject: PSnet: Setup for IPsec tunnel to ShotSpotter service 

Attachment(s): "smime.p7s" 

Nikhil, 

| have done some prep work on the firewall we intend to use for establishing communications from the ShotSpotter service 

to the Metro Boston DVTEL servers located at the various municipal sites. | am now ready to work with your team to 

establish an IPsec tunnel between your data center and our firewall. 

While there are many ways to configure IPsec tunnels, let me put forward an initial proposal (pun intended). However, we 

can be flexible and adapt to preferences you may have. For example, we can authenticate using public/private key pairs or 

certs, if you would prefer that approach instead of pre-shared keys. Similarly, we can adapt to other crypto algorithm choices 

within reason. 

Here is an initial proposal for configuring the Phase 1 connection, assuming IKEv1: 

| PSnet @ Boston PD ShotSpotter 

Local Public IP Addr: 

Peer Public IP Addr:| 

FQDN:| 

Authentication Method:| 

Exchange Mode: 

| 
| 
| 
| 
| 
| 
| Send initial contact! 

| NAT traversal:| 

| 
| 
| 
| 
| 
| 

Hash Algorithm: 

Encryption| 

Diffie-Hellman Group:| 

Key lifetime: | 

Dead Peer Detection Interval:| 

Max DPD Failures: 

We will need to agree on the value for a pre-shared key and exchange this key in some out-of-band manner unless we 

decide to use a public key authentication method. 

We should only need one Phase 2 connection configuration, though we could add more if desired. Here is a template 

configuration for a Phase 2 connection: 

| PSnet @ Boston PD | ShotSpotter 

SA Source IP Addr:| 

SA Destination IP Addr:| 

Protocol: | 

Mode: | 

Exchange Mode: | 

Proposal-encryption: | 
Proposal-PFS-DH: | 

Proposal-Key lifetime: | 

Tunnel Source Addr: | 

| 
| 
| 
| 
| 
| 
| Proposal-authentication: | 

| 
| 
| 
| 
| Tunnel Destination Addr: | 

Note that we will implement firewall filter rules to restrict traffic to just the DVTEL servers using the ShotSpotter service. We 



will also NAT your service IP addresses so that the DVTEL servers will not require routes to be able to respond to requests 

initiated by your services. | will provide a table mapping the various DVTEL servers to IP addresses you can use to reach 

them. 

a... space on our end and some 
ions, and expose addresses that do not conflict. 

One potential issue could be that there might be conflicts with use of the < 

of your other clients. If this is a problem, we can enable NAT in both direct 

When you are ready to try out the IPsec tunnel, | can make myself available for real-time debugging. | am also happy to 

answer any questions, or work with the ShotSpotter team on refining our plans for connecting to your service. 

Regards... 

... Chuck 

Chuck Wade, Principal 

Interisle Consulting Group 

+1 508 435-3050 Office 

+1 508 277-6439 Mobile 

www. interisle.net 



From: Nikhil Mehta <nmehta@shotspotter.com> 

Sent: Friday, January 30, 2015 7:45 PM EST 

To: Chuck Wade <Chuck Wade <Chuck@Interisle.net>> 

CC: Eric Johnson <Eric Johnson <EJohnson@LAN-TEL.com>>; Eric Nisbet <Eric Nisbet <ENisbet@LAN-TEL.com>>; 

Andrew Murphy <Andrew Murphy <Andrew.Murphy@Boston.gov>>; Colin Strutt <Colin Strutt <Colin@Interisle.net>>; Fred 

Goldstein <Fred Goldstein <Fred@Interisle.net>> 

Subject: RE: PSnet: Setup for IPsec tunnel to ShotSpotter service 

Chuck, 

Thanks for providing the details. I’ll work with my IT team and get the required information by COB Monday. 

Thanks, 

Nikhil 

From: Chuck Wade [mailto:Chuck@Interisle.net] 

Sent: Friday, January 30, 2015 4:41 PM 

To: Nikhil Mehta 

Cc: Eric Johnson; Eric Nisbet; Andrew Murphy; Colin Strutt; Fred Goldstein 

Subject: PSnet: Setup for IPsec tunnel to ShotSpotter service 

Nikhil, 

I have done some prep work on the firewall we intend to use for establishing communications from the ShotSpotter service to the Metro 

Boston DVTEL servers located at the various municipal sites. I am now ready to work with your team to establish an IPsec tunnel 

between your data center and our firewall. 

While there are many ways to configure IPsec tunnels, let me put forward an initial proposal (pun intended). However, we can be 

flexible and adapt to preferences you may have. For example, we can authenticate using public/private key pairs or certs, if you would 

prefer that approach instead of pre-shared keys. Similarly, we can adapt to other crypto algorithm choices within reason. 

Here is an initial proposal for configuring the Phase 1 connection, assuming IKEv1: 

Local Public IP Addr: 

Peer Public IP Addr; 

FQDN:| 

Authentication Method:| 

Send initial contact:| 

NAT traversal:| 

Hash Algorithm: | 

Encryption | 

Diffie-Hellman Group: | 

Key lifetime: | 

Dead Peer Detection Interval:| 

| 
| 
| 
| 
| 
| Exchange Mode:| 

| 
| 
| 
| 
| 
| 
| 
| Max DPD Failures:| 

We will need to agree on the value for a pre-shared key and exchange this key in some out-of-band manner unless we decide to use a 

public key authentication method. 

We should only need one Phase 2 connection configuration, though we could add more if desired. Here is a template configuration for a 

Phase 2 connection: 

| PSnet @ Boston PD | ShotSpotter 

SA Source IP Addr:| 

SA Destination IP Addr: 

Mode: | 

Exchange Mode:| 

Proposal-authentication: | 

| 
| 
| 
| Protocol: | 

| 
| 
| 
| 



Proposal-encryption: | 

Proposal-PFS-DH: | 

Tunnel Source Addr:| 

Tunnel Destination Addr: | 

| 
| 
| Proposal-Key lifetime: | 

| 
| 

Note that we will implement firewall filter rules to restrict traffic to just the DVTEL servers using the ShotSpotter service. We will also 

NAT your service IP addresses so that the DVTEL servers will not require routes to be able to respond to requests initiated by your 

services. I will provide a table mapping the various DVTEL servers to IP addresses you can use to reach them. 

One potential issue could be that there might be conflicts with use of the dress space on our end and some of your other 

clients. If this is a problem, we can enable NAT in both directions, and e that do not conflict. 

When you are ready to try out the IPsec tunnel, I can make myself available for real-time debugging. I am also happy to answer any 

questions, or work with the ShotSpotter team on refining our plans for connecting to your service. 

Regards... 

...Chuck 

Chuck Wade, Principal 

Interisle Consulting Group 

+1 508 435-3050 Office 

+1 508 277-6439 Mobile 

www. interisle.net 
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From: Chuck Wade <Chuck@lnterisle.net> 

Sent: Monday, February 09, 2015 8:26 PM EST 

To: Nikhil Mehta <Nikhil Mehta <NMehta@ShotSpotter.com>>; Christian Lahti <Christian Lahti 

<CLahti@ShotSpotter.com>> 

CC: Eric Johnson <Eric Johnson <EJohnson@LAN-TEL.com>>; Eric Nisbet <Eric Nisbet <ENisbet@LAN-TEL.com>>; 

Andrew Murphy <Andrew Murphy <Andrew.Murphy@Boston.gov>>; Colin Strutt <Colin Strutt <Colin@Interisle.net>>; Fred 

Goldstein <Fred Goldstein <Fred@Interisle.net>> 

Subject: PSnet: Setup for IPsec tunnel to ShotSpotter service 

Attachment(s): "smime.p7s" 

Nikhil, Christian, 

This memo is intended to document the IP addressing that will be used by the ShotSpotter Notification Engine to 

communicate with MBHSR video servers (DVTEL) via the IPsec tunnel we have configured. Note, the IPsec tunnel is not yet 

working--only "Phase 1" is getting established but "Phase 2" is not, which is required for traffic to actually flow through this 

tunnel. As | understand things, we are waiting for technical assistance from Juniper, and the planned firmware upgrade on 

your ShotSpotter SRX system. 

Based on the agreement we reached on how to handle addressing, the PSnet firewall located at Boston PD HQ has been 

configured with the <10.20.61.0/24> subnet for mapping between the actual DVTEL servers and the ShotSpotter service (via 

the IPsec tunnel). This <10.20.61.0/24> subnet is not a real subnet, and it maps to a loopback address on the PSnet firewall. 

These addresses are seen by the ShotSpotter systems, but are never visible within PSnet. 

| have configured destination NAT rules to map between a set of IP address in the <10.20.61.0/24> space that correspond 

to the actual DVTEL servers. The following table summarizes these mappings: 

[DVTEL Server Location 

[Everett PD 

[Revere PD 

[Chelsea PD 

[Somerville PD 

| ActualDVTELIP || = NAT'ed DVTEL IP | 
| 
| 
| 
| 

To be clear, ShotSpotter services will never see the actual DVTEL IP addresses, and the DVTEL servers will never see the 

actual IP address of the ShotSpotter Notification Engine, which will be masqueraded by another NAT rule so that an internal 

PSnet IP address <10.254.66.237> will be the apparent source address for ShotSpotter notifications. Since all 

communications is initiated from the ShotSpotter Notification Engine, the DVTEL servers will not need to know the NAT'ed 

source address for this Engine. The only significant concern is that the NAT'ed source address be reachable from the actual 

DVTEL servers, which it is. 

To test that this is all working, | established an IPsec tunnel from a firewall at another public IP address, and confirmed that | 

can reach the four DVTEL servers via their NAT'ed IP addresses. 

Let me also take this opportunity to confirm the current configurations we have for the IPsec tunnel based on the IP 

addressing scheme we agreed on: The Phase 1 proposal (IKEv1) is: 

| PSnet @ Boston PD | ShotSpotter 

Local Public IP Addr:| 

Peer Public IP Addr:|| 

FQDN:| 

Authentication Method: | 

Exchange Mode:| 

NAT traversal: | 

Hash Algorithm: 

Encryption| 

Diffie-Hellman Group: | 

Key lifetime: | 

Dead Peer Detection Interval: | 

Max DPD Failures:| 

| 
| 
| 
| 
| 
| 
| Send initial contact!| 

| 
| 
| 
| 
| 
| 
| 

For the Phase 2 setup, we have the following parameters configured: 



| PSnet @ Boston PD | ShotSpotter 

SA Source IP Addr:| 

SA Destination IP Addr:| 

Protocol: | 

Mode: | 

Exchange Mode: | 

Proposal-encryption: | 
Proposal-PFS-DH: | 

Proposal-Key lifetime: | 
Tunnel Source Addr: | 

| 
| 
| 
| 
| 
| 
| Proposal-authentication: | 

| 
| 
| 
| 
| Tunnel Destination Addr: | 

Christian, | also want to confirm that | will be available tomorrow (Tues) afternoon at noon PST for a conference call with 

Juniper tech support. Hopefully, we'll resolve whatever is holding up the Phase 2 establishment, and then everything should 

be ready to complete the integration work. 

Regards... 

... Chuck 

Chuck Wade, Principal 

Interisle Consulting Group 

+1 508 435-3050 Office 

+1 508 277-6439 Mobile 

www. interisle.net 
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LAN-TEL Communications, Inc.
1400 Providence Highway

Building #2, Suite 2000
Norwood, MA 02062
Phone:  781.551.8599

Fax:  781.551.8667
www.lan-tel.com

INTEGRATING COMMUNICATION SYSTEMS
Structured Cabling ��  Security ��  Audio Visual ��  Telephony

              CIMS Projected Work Schedule

LOCATION START DATE            COMPLETION DATE    
HOURS
Brookline 16-Mar 9-Apr    152
Quincy              16-Mar              7-Apr    
140
Somerville 10-Apr              29-Apr    108
Everett              8-Apr              8-May    
182
Revere              30-Apr              1-Jun    
192
Winthrop 11-May              27-May                             104
Chelsea 28-May 28-Jul    339

TOTAL                              1,217
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