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DISTRICT ATTORNEY OFFICE OF THE DISTRICT ATTORNEY

April 18,2013
Ms. Kade Crocktord
ACLU of Massachusetts
211 Congress St., 3 Floor
Boston, MA 02110

Dear Ms. Crockford:

Public Records Request

The purpose of this letter is to respond to your public records request relating to
administrative subpoenas, which I received on April 8, 2013.

In answer to your request for “[a]ny written description of the procedure for approval of
the issuance of an administrative subpoena pursuant to the provisions of §17B,” the District
Attorney has no records responsive to this request. The District Attorney encloses a copy of the
“Administrative Subpoena Request Form,” which must be submitted from any police department
seeking an administrative subpoena.

In answer to your request for “[a] sample of the form of a §17B administrative subpoena
used by the District Attorney for Hampden,” the District Attorney encloses a sample
administrative subpoena.

In all other respects, the answers to your questions numbered 3 through 9 are the same as
those provided by the District Attorney in the letter to John Reinstein, Esq., of February 4, 2011,
a copy of which is enclosed.

I hope that you find this information helpful. If you have any questions, or require
further information, please do not hesitate to contact me at the above address.

Very truly yours,

Hore- R s rns [hrrtrel

ane Davidson Montori
Assistant District Attorney
Chief, Appellate Division




Commonwealth of Massachusetts - Hampden District
Office of the District Attorney
50 State Street
Springfield, Massachusetts 01103
Tel: (413) 505-5601 Fax: (413) 781-4745

ADMINISTRATIVE SUBPOENA REQUEST FORM

Date of Request:

Name of Investigator: Department:
Office #: FAX#: Cell#:
E-Mail Address: Case#

Type of Investigation:

Company/Service Provider in Custody of Records:

Date Range for Records Requested:

Records Requested (check all that apply)

___Subscriber Name and Address ___ Billing Information
___Call Detail Records ____Internet Protocol Records
___Other:

Account (or number) that is the subject of this demand: (Please provide any known information
about the account(s) or subscriber(s) e.g. name, e-mail address, screen name, phone number, IP

address, user identification, service address):

Facts and circumstances supporting a belief that the records sought are relevant and material to

an ongoing criminal investigation:

Signature of Requesting Officer Approved by District Attorney’s Office



ADMMSTRATIVE SUBPOENA
March 26, 2013

Legal Division

Verizon Wireless

180 Washington Valley Road
Bedminster, New Jersey 07921

FAX#:  (888) 667-0028
Phone: (800)451-5242

Dear Verizon Wireless:

Under the provisions of Chapter 271, Section 17B of the General Laws of the Commonwealth of
Massachusetts and Section 2703(c) of Title 18 of the United States Code, I hereby make demand on Cellco
Partnership d/b/a Verizon Wireless to produce the subscriber name and address along with all detail records
identifying all incoming and outgoing calls and text messages for the period xxxxxxxxxx, 2013 through
xxxxxxxxxxx. 2013 for the cell phone number listed below:

(413) XXX-XXXX

In compliance with the above listed statutes, | hereby certify that there are reasonable grounds to believe that
the above information is relevant and material to an ongoing criminal investigation.

While Section 17B requires production of the records within fourteen (14} days, we appreciate any effort to
produce them as immediately as possible. Please do not disclose this request to any third party so as not to jeopardize

the ongoing investigation.

Thank you in advance for your cooperation.

Very truly yours,

Jennifer N. Fitzgerald
First Assistant District Attorney



COMMONWEALTH OF MASSACHUSETTS Serean e Ciesie
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MARK G. MASTROIANNI
DISTRICT ATTORNEY OFFICE OF THE DISTRICT ATTORNEY

February 4, 2011

John Reinstein, Esq.

Legal Director

American Civil Liberties Union of Massachusetts
211 Congress Street

Boston, MA 02110

Dear Attorney Reinstein:
Public Records Request

The purpose of this letter is to respond to your public records request, which was received
in this office on January 18, 2011. By letter of January 26, 2011, I indicated that additional time
was necessary to respond to your request.

You have requested records related to G.L. ¢. 271, §17B, specifically “information about
how extensively and under what circumstances [this] office has used the authority conferred by
the 2008 amendment” to §17B. The 2008 amendment was part of St.2008, §205, An Act Further
Protecting Children. Some of the history behind G. L. ¢. 271, § 17B may assist in clarifying
your understanding about the breadth of the section. Section 17B was first enacted in 1966,
amended in 1997 (a minor word change), and amended for a second time in the 2008 act
mentioned above. The changes to section 17B in the 2008 act enhanced Legislative policies
already incorporated in this section when it came into law in 1966. Section 17B had an already
established purpose and provided tools for criminal investigations where there existed reasonable
grounds to believe that public communications were relevant and material. Although the
Legislature could have written a brand-new section in G. L. ¢. 265 aimed at specifically
addressing child abuse cases, it chose not to do so. It left intact the tools in existence since 1966,
and incorporated tools or aspects of the extant tools that it believed necessary to combat child
abuse.

The statute has been interpreted by the courts in cases such as Commonwealth v. Vinnie,
428 Mass. 161, cert. denied, 525 U.S. 1007 (1998) and Commonwealth v. Federoff, 43 Mass.
App. Ct. 725 (1997). And, in looking at statutes we interpret them to give effect “to all []
provisions, so that no part will be inoperative or superfluous.” Bankers Life & Cas. Co. v.
Commissioner of Ins., 427 Mass. 136, 140 (1998), quoting 2A B. Singer, Sutherland Statutory
Construction § 46.06 (5th ed.1992).



John Reinstein, Esq.

Legal Director

American Civil Liberties Union of Massachusetts
Page 2

Please note that, even as rewritten, this is not a "stand alone" statute. For example,
federal law places restrictions on access to and use of administrative subpoenas under this state
statute, as it does overall in the area of electronic communications. The Supremacy Clause of the
United States Constitution requires full compliance with federal law. Other legal restrictions to
the use of this statute may, therefore, apply that are not enumerated in our state statute.

Our state statute reads in full:

Section 17B. Except as otherwise prohibited under section 2703 of Title 18 of the United
States Code, whenever the attorney general or a district attorney has reasonable grounds
to believe that records in the possession of: (i) a common carrier subject to the
jurisdiction of the department of telecommunications and cable, as provided in paragraph
(d) of section 12 of chapter 159; or (ii) a provider of electronic communication service as
defined in subparagraph (15) of section 2510 of Title 18 of the United States Code; or
(iif) a provider of remote computing service as defined in section 2711 of Title 18 of the
United States Code, are relevant and material to an ongoing criminal investigation, the
attorney general or district attorney may issue an administrative subpoena demanding all
such records in the possession of such common carrier or service, and such records shall
be delivered to the attorney general or district attorney within 14 days of receipt of the
subpoena. No such common carrier or service, or employee thereof, shall be civilly or
criminally responsible for furnishing any records or information in compliance with such
demand. Nothing in this section shall limit the right of the attorney general or a district
attorney to otherwise obtain records from such a common carrier or service pursuant to a
search warrant, a court order or a grand jury or trial subpoena.

No subpoena issued pursuant to this section shall demand records that disclose the
content of electronic communications or subscriber account records disclosing internet
locations which have been accessed including, but not limited to, websites, chat channels
and newsgroups, but excluding servers used to initially access the internet. No recipient
of a subpoena issued pursuant to this section shall provide any such content or records
accessed, in response to such subpoena.

So far as this section is concerned you have asked nine specific questions. The District
Attorney’s answer is directed to G. L. ¢. 271, § 17B, and does not include any comment on the
additional federal and state laws protecting electronic communications which may apply.

Before answering your nine requests, [ would like to respond to your request that this
office waive all fees. Please be advised that, if applicable, you will be required to pay all of the
costs associated with your request. The governing statute explicitly states: "Every person for
whom a search of public records is made shall, at the direction of the person having custody of
such records, pay the actual expense of such search.” G. L. c. 66, § 10(a). As mandated by the



John Reinstein, Esq.

Legal Director

American Civil Liberties Union of Massachusetts
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4. Records showing the particular offenses or category of offenses which were the subject
of “ongoing criminal investigations” justifying the issuance of a § 17B administrative
subpoena in each year for the years 2008, 2009 and 2010 and the number of such subpoenas
issued for each offense or category of offense;

Please note that a "particular offense or category of offenses" standing alone can never
justify the issuance of an administrative subpoena. Section 17B imposes substantive
legal requirements which must be met.

Please also be advised that even if this information were available, it is not a public
record. See above.

5. Records showing whether in any case the recipient of a § 17B administrative subpoena
was requested not to disclose to the subject of the records that a subpoena for his records had

been received;

Please note that the standard forms used by this office direct that recipients of subpoenas
not disclose the request “so as not to jeopardize the ongoing investigation.”

6. Records showing whether notice of any § 17B administrative subpoena was provided to
the person or entity who is the subject of the records;

Please see #5 above. It should be noted that when a criminal case develops, any such
information would be turned over in discovery under the rules of criminal procedure.

7. Records showing the names of the common carriers or service providers to whom a §
17B administrative subpoenas was issued by the District Attorney for Hampden County and

the number of such subpoenas issued to each in each year for the years 2008, 2009 and 2010;

Please be advised that even if this information was available, it is not public record. See
above.

8. Any motions to quash a § 17B subpoena which have been filed since October 2008; and

[ have conducted an informal survey on your behalf, and have not found any information
confirming that motions to quash G. L. ¢. 271, § 17B subpoenas have been filed.

9. Records showing the name and court docket number of any case in which a motion to
suppress evidence obtained as a result of a § 17B subpoena has been filed.

Please see #8 above.
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[ hope this information is helpful to you. If you have any questions or require further
information, please do not hesitate to contact me at the above address.

Very truly yours,

Jane Davidson Montorti
Assistant District Attorney
Chief, Appellate Division

Enclosures



