Commonwealth Fusion Center
Standard Operating Procedure

Effective Date

Number

June 13, 2013 CFC-02'

Subject:

Commonwealth Fusion Center Privacy Policy

MISSION STATEMENT

The mission of the Commonwealth Fusion Center is to identify, disrupt
and deter domestic and international terrorism as well as criminal
activity affecting the citizens, key resources and critical
infrastructure of the Commonwealth of Massachusetts.

PURPOSE

The purpose

of this privacy policy is to ensure safeguards and

sanctions are in place to protect personal information as information

and intelligence are collected, analyzed, developed and exchanged

pertaining to suspicious activity reporting and the Information Sharing
Furthermore, this privacy policy assists its authorized

Environment.
users in:

Increasing public safety and improving national
security.

Minimizing the threat and risk of injury to specific
individuals.

Minimizing the threat and risk of injury to law
enforcement and others responsible for public
protection, safety, or health.

Preventing and disrupting potential terrorist
attacks.

Protecting individual privacy, civil rights, civil
liberties, and other protected interests.

Minimizing the threat and risk of damage to real or
personal property.

Protecting the integrity of the criminal
investigatory process, criminal intelligence, and
justice system processes and information.

! This policy subsumes and revises all previous Commonwealth Fusion Center policies related to privacy.
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¢ Minimizing reluctance of individuals or groups to use
or cooperate with the justice system.

COMPLIANCE WITH LAWS REGARDING PRIVACY, CIVIL RIGHTS AND
CIVIL LIBERTIES

All CFC personnel, participating agency personnel, personnel providing
information technology services to the center, private contractors, and
other authorized users shall comply with the center’s privacy policy.
This policy applies to information the center gathers or collects,
receives, maintains, stores, accesses, discloses, or disseminates to
center personnel, governmental agencies (including Information Sharing
Environment (ISE)participating centers and agencies), and participating
justice and public safety agencies, as well as to private contractors,
private entities, and the general public.

All CFC personnel, participating agency personnel, personnel providing
information technology services to the center, private contractors,
agencies from which center information originates, and other authorized
users shall comply with applicable state and federal law protecting
privacy, civil rights, and civil liberties, including, but not limited
to, the constitutions of the United States and the Commonwealth of
Massachusetts, and the following:

e MGL c¢. 22C, 8 38 (Criminal Information).

e MGL c¢. 4, §7, cl. 26 (a)-(u) (Public Record Exemptions).

e 28 CFR Part 23 related to Criminal Intelligence Systems.

e MGL c. 6, § 167 et seqg. (Criminal offender Record
Information) .

e MGL c. 66, §10 (Public Records Law).

e MGL c¢. 66A, 81 (Fair Information Practices).

e MGL c. 272, 899 (Wiretap Law) ;

e MGL c. 41, §98F (Daily Logs) ;

e MGL c. 41, §97D (Rape and Sexual Assault Reports).

e MGL c. 265, §24C (Confidentiality of Alleged Rape Victim’s
name) ;

e MGL c. 93H, 81 et seqg. (Security Breach/Personal Information)
e 18 USC 2722 (Federal Driver’s Privacy Protection Act).

e TLaws and statutes applicable to victim rights and
confidentiality

e Laws applicable to juvenile confidentiality.
The CFC has adopted internal operating policies that are in compliance
with applicable laws protecting privacy, civil rights, and civil

liberties, including, but not limited to the listing of applicable
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