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The market for digital video and imaging
systems is set to explode. Law enforcement
agencies have begun the transition from analog
to digita!l surveillance and evidence gathering
systems. However, defense attorneys can
easily question the admissibility of digital
evidence in court because it can be doctored,
enhanced or manipulated on a computer.

Meanwhile, high-tech  counterfeiting and
manipulation equipment has become more
sophisticated and less costly to acquire.

MediaSignDigital is a patented technology
that provides permanent and inseparable
authentication for digital video and images. It
embeds a digital watermark containing the
secure hash value of the image data into each
frame or image. The watermark is invisible to
the naked eye and does not alter the value of
the watermarked data.

Any attempt to manipulate even a single frame
will be detected.

Watermarking (signing) of
video streams or images
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Video streams or still images are authenticated
when they are captured, stored, or exported to
(disk & CD), or

portable storage devices
transferred on the network.

Fields of use:

Video surveillance (DVR)
Law enforcement

Insurance, finance, and more...

MediaSign Digital

Digital watermarking for authentication of digital video

Features

s Cost effective: No additional data to
maintain.

+ Fine-grained authentication: Any part of
the data can be authenticated. Any
alterations (including the locations in each
video frame) will be detected.

¢ Secure authentication: A secret key
protects the authentication watermack. Re-
signing is prohibited.

e« Time and source authentication: Each
video frame is stamped with date, time and
capture source. Attempted removal of frames
in the video stream is detectabile.

e Self-contained and inseparable: The
authentication code (secret key) is
embedded in the pixel data itself.

e Bridges the gap between digital and
analog authentication: Waterma rked
images or video can be authenticated in both
digital and analog (printed image, analog
video) versions.

Availability

MediaSignDigital is available on Windows
NT/2000/XP/98/95 platforms as an SDK or an
application. Other platforms are available upon
request. Supports common image formats such
as MPEG2, MIPEG, JPEG & TIF, and others by
request.
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Introduction

The necessity of long-term conservation of digital documents exists for archives,
libraries and to an increasing extent for business enterprises, insurance companies,
notary/solicitor’s offices, government agencies and public authorities. The triumphant
advance of the "paperless office" is taking longer than was forecasted some years
ago; however, most institutions are moving toward scanning and digitizing their files
and are replacing the filing cabinets and shelves that have been used for decades (or
even centuries). Records such as those found in notary’s offices, patent offices or
parliamentary archives have long-term legal and economic importance.

Paper documents can be protected from manipulation due to the use of the paper
medium and through the use of signatures, stamps, or seals. However, digital photos
and documents can be easily manipulated after their original production or after the
records have been scanned and digitally archived. Therefore, the use of digital
records in administration, justice and historical research is restricted. For these fields
of application, it is absolutely essential to use technical procedures which guarantee
the verification and authenticity of digital images. By applying MediaSec’s MediaSign®
Digital technology, these requirements can be met easily and cost-effectively.

Marking digital records with MediaSign® Digital aliows any manipulation to be proven
without doubt. The manipulation can be easily located and relevant information such
as the copyright source, creation date and other meta-data can be read even after the
images have been manipulated and modified (ex. lossy image compression,
conversion of color pictures into gray-scale pictures, or filter operations).

1. Application: Digital Archiving of Images and Records

Digitizing is a modern method of archiving and protecting images, documents and
records. Picture libraries, document archives, museums and other coliections are
confronted with questions arising directly from the dynamic force of our
communications society., The information explosion of modern mass media is only

one aspect of the problem.

-Apart from the sheer storing of information, which is no longer dependent on a certain
physical form of the carrier (ex. CD-ROM, WORM), the question of the authenticity
and integrity of archived records is of central importance, as archived information is
necessary for administration purposes, the judicial system, historical research and

many other uses.

2. National Legal Requirements

There are a number of national laws, decrees and regulations which directly or
indirectly demand safekeeping of documents for the proof of rendered services,
received orders or notifications, expenses, taxes, etc.

2.1 Germany
Principles of proper DP-supported accounting systems (GoBS)*!
Principles of data access and of the verifiability of digital documents?®

Since January 1% of 2002, documents which have to be retained (as defined by § 147,
sec. 1 AO) that are digitized and are not transmitted in paper form must comply with

! Grundsétze ordnungsmaBiger DV-gestiitzter Buchfihrungssysteme (GoBS)
2 Grundsétze zum Datenzugriff und zur Priifbarkeit digitaler Unteriagen (GDPdU)
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