Section C

. FORM 7
MAJOR EQUIPMENT AND MATERIALS TO BE USED,
CONDITION AND AVAILABILITY

Provide make, model, year and serial number of Major Equipmeﬁt and Materials to be used to

Sulfill requirements of this Contract, and their condition and availability.

Provide sufficient description, specifications and other information to allow the City to
evaluate the equipment to be used. Attach catalog cuts of all major equipment and materials to

be used.

SR
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Tmy‘pe érii ] n‘on(:tiivlox'i‘ ‘"ead
Time
Enterprise Smiths -8 New 2 weeks
Server Detection channel/3008 2006/2007 TBD
NVR . Smiths 16 channel 4.5 ' New 2 weeks
Detection TB/4016.45 200672007 TBD
NVR Smiths 8 channel 4.5 . : New 2 weeks
Detection TB/4008.45 20062007 TBD
Smiths Workstation New 2 weeks
Workstation . w/Dual 20” | 2006/2007 TBD
Detection ,
‘ Monitors ,
40-42> TBD TBD 2006/2007 TBD New 1 week
LCD/Plasma _ _ _
Monitor- Samsung SyncMaster | 2006/2007 TBD New 1 week
Type Make Model Year Serial# | Condition | Lead
' : , , Time
Camera Bosch Autodome 2006/2007 TBD New 1 week
A 300 series o : _
FCC Licensed | DragonWave AirPair 2006/2007 | TBD New 2 weeks
Radio : 100/23GHz ‘
License Orthogon OS-Gemini | 2006/2007 TBD New 2 weeks
Model Year - Serial # C(;hdition
Time
Switch/Router Cisco 3550 2006/200 TBD New 1 week
" Firewall Cisco PIX 515E 2006/200 TBD New 1 week
7 _
UPS APC 2007 TBD New 1 week
#*See Attachment E for the specification sheets
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Form 8
Critical Infrastructure Monitoring System (CIMS) — Phase I1

- Forward
The Boston Critical Infrastructure Monitoring System (CIMS) project outhnes an expansion to

an existing wide area closed circuit television (CCTV) application. CIMS will encompass a total
of nine municipalities (nodes). Of the nine nodes, five will require a full system build out
including network, hardware, and software. The goal of the entire system is:

» High Availability
. Intuitive User Interface

* Inter-Node routing

The above goals are key aspects for the system design. These goals will be used throughout the
system design as a quality control mechanism to ensure technical considerations do not
compromise or conflict with overall customer needs. Additionally, the Smiths Detection design
Team organized the solution into two key components; 1ntegrat10n strategy and command and

control.

1. Integration Strategy
. This component sets forth a comprehensive strategy to ensure the systems in new nodes are fully

' compatible with existing nodes as well as scaling the existing nodes to support the additional
“loads” brought on as CIMS expands.

- Currently, the Smiths Detection Team deployed and maintain the existing system, with the
exception of the Chelsea node. The Team’s technical strategy is to first audit the existing
components deployed during Phase I and augment them to accommodate new features required .
in the Phase II. This strategy will mitigate the cost associated with un-needed “fork lift”
upgrades as well as streamline the overall phase II project implementation timeline.

During the audit process, key network, hardware and software components were analyzed and
tested to ensure that the three system goals (high availability, intuitive user interface, inter-node
routing) will be met. The analysis first identified that the addition of five new network nodes
will not introduce enough additional data throughput to cause “choke points” at each nodes
wireless head-end. Wireless network bandwidth currently dedicated to the existing nodes is a
limited commodity that will need to be upgraded or load balanced with other redundant pathways
/in the future. This additional bandwidth is a combination of downstream to pull in video feeds
but also upstream capacity to support remote nodes pulling video feeds. Secondly, an intuitive
method for end users/operators to access systems in remote nodes will require full IP/layer 3
routing between nodes. The design Team also recommends leveraging the use of Domain Name
Server (DNS) on each nodes local area network (LAN). This DNS server will provide private
name routing (i.e. http:\\boston.CIMS .net, http:\\Chelsea.CIMS.net) that operators will use to
access remote systems. These domain names can be stored in the workstations web browsers
“Favorites” folder to further simplify the actions required by users.
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Finally the existing backbone of the CIMS will be upgraded from a flat layer 2 network to a fully
routed IP ring using Open Shortest Path (OSPF) routing protocols. OSPF will provide additional
redundancy within the backbone. Upgrading the core backbone will prohibit extraneous
broadcast traffic from each node propagating the backbone — leaving more bandwidth for the

applications.

Key network metrics on the backbone include the following:
e Network availability greater than 99.9%
e Packet Latency less than 50ms
e Packet Loss less than .01%

Figure 5: CIMS Network Backbone
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2. Command & Control

This component involves the “human factor” as it relates to providing a true application —
solution. Key aspects of this component such as: ease-of-use, manageability, intuitive system
diagnostics and overall system stability were continually tested throughout the preliminary

design phase.

*  Ease of Use: All operator workstations will access the head-end FirstView System via
standard web browsers such as Microsoft Internet Explorer. System control will be
Graphical User Interface (GUI). FirstView applications will launch as default home page
on operator workstations. Full objective based training will be provided to end-users.

* Manageability: System components will leverage standards based protocols and
commercial off the shelf (COTS) hardware. This management strategy will provide
greater long term flexibility to stakeholders in the CIMS project.

»  System Diagnostics: A key element to measuring the System performance is to
implement diagnostic software. The implemented diagnostic software will utilize
industry standard Simple Network Management Protocols (SMNP) along with custom

* FirstView trap probes that monitor critical application layer components and services as
~well as network layer equipment such as routers, encoders and servers. All diagnostic
information will be presented to end-users via an intuitive system diagram that shows the
health status (i.e. up/down/warning) on-active SNMP network elements. This diagnostic
system will continually communicate every 30 seconds with active elements and notify
CIMS node administrators and/or Smiths Detection support staff of any failures. The
Smiths Detection CIMS Project Manager will work with individual node administrators
to determine the appropriate thresholds as related to notifications, and minor/major

alarms.

x  Stability: Prior to deployment, all equipment will first be staged, burned-in and tested to
ensure hardware components and software application/drivers operate together
seamlessly. Additionally, reports will be continually reviewed from diagnostic system
and used to determine appropriate adjustments to improve system stability.
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Figure 6: Node Architecfure
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Figure 7: Support Escalation Flow
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Camera Functionality
The primary purpose of the cameras will be to monitor traffic flow and provide intelligence on

the status of a mass evacuation. The secondary purpose of any and all cameras will be to assist
local jurisdictions in providing for the public safety by monitoring critical infrastructure.

Camera Specifications

The proposed FirstView system is compatible with over 45 PTZ and Fixed cameras such as those
manufactured by: Pelco, Bosch and Panasonic. For the CIMS project, we are providing Bosch’s

Autodome 300 series exterior dome and pedestal Mount P/T/Z IP cameras. Each camera will
support a minimum of the following:

P/T/Z functionality with .5% preset accuracy
Auto-focus with 26X optical zoom
Auto day (color)/night (B/W) switching

.005 lux at 1/2 sec shutter (color), .0005 lux at 1.2 sec. shutter (B-W) with auto gain
control

Tmage Sensor of 768 horizontal X 494 Vertical (NTSC)

Appropriate camera type (dome or pedestal mount) will be selected for each location
Visors and smoked dome covers to mitigate glaring will be provided as needed.

Privacy Blanking with up to 8 - four side polygons with sides of any length at specific

 zoom ratios

Fully programmable from the Jurisdiction’s headend
Digital zoom (12X) is a functionally provided, by each camera during P/T/Z control

IP Video Encoders

The proposed Bosch IP camera systems are designed to accommodate standards based
MJPEG or MPEG-4 video codecs at CIF/2CIF/ACIF resolutions at frame rates up to

301fps
All proposed settings can be modified remotely, over a TCP/IP enabled network

All cameras designed for Phase 2 will be added to a telemetry network that will provide
pro-active notification/alarms if video encoders malfunction

All TP video encoders will support RS485/422/232 communication protocols for P/T/Z
control as well as HTTP access for programming and diagnostics

All encoders will be fully interoperable with adjacent system components

Camera Programming

Proposed cameras will provide the functionality to return to a "home" preset position
after a designated time

Proposed cameras can be programmed to remain static

Proposed cameras can be set up to run "tour mode"
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