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Chapter 1: Getting Started with FirstView ® 

1.1: System Overview 
The FirstView® system is a powerful network-based software solution for managing your security systems.  

FirstView® iSC³ intelligent Sensor Command, Control and Communications Core Features: 

�x CBRNE (Chemical, Biological, Radiological, Nuclear, and Explosive) Monitoring 

o Supports Smiths Detection and third-party sensors to alert users to CBRNE threats. The 
system tracks and records data and associated video footage giving users all the 
information they need to take decisive and timely action.  

�x Video Camera Management   

o Manage thousands of cameras with fluid PTZ (Pan, Tilt, and Zoom) controls and 
hierarchical user levels, supporting numerous analog or IP camera/encoder vendors 
including MJPEG, MPEG-4, and H264 video CODECs. Record any video stream from 
anywhere on the network. Unlimited storage options available to ensure maximum 
flexibility and scalability. 

�x GIS / Mapping 

o �,�Q�W�H�U�I�D�F�H���Z�L�W�K���*�R�R�J�O�H�Œ���0�D�S�V���(�Q�W�H�U�S�U�L�V�H���W�R���R�Y�H�U�O�D�\���F�D�P�H�U�D���D�Q�G���V�H�Q�V�R�U���O�R�F�D�W�L�R�Q�V���Z�L�W�K��
video imagery, or import your own maps, drawings and blueprints. Supports geospatial 
inputs from ground radar systems and acoustic gunshot detectors. 

�x Alarm Management 

o Input alarms from any supported sensor system or security device and intuitively view or 
analyze events in real-time using the unique, management-by-exception, �µ�E�O�D�F�N���V�F�U�H�H�Q�¶��
interface. Alarms can be configured to trigger pre-defined actions including record index, 
PTZ preset triggers, video screen pop-up displays, and audible cues. 

�x X-Ray Screening Integration  

o Integrates market leading X-Ray technology to screen material from packages to cargo 
for explosives, weapons, narcotics and contraband. All of this can be monitored remotely, 
archiving the hi-definition images of all screened material and viewing live images from 
the local monitor of the X-Ray machine. 

 

1.2: User Login 
FirstView® is a web-based system, and can be accessed using Internet Explorer. The network address of 
the system is established at the time of installation and can either be a named URL like 
http://demo.livewave.net or an IP address (e.g. http://10.0.40.10). Consult your system administrator or 
FirstView® Support if you do not know the address of your system.  

�7�K�H���O�R�J�L�Q���V�F�U�H�H�Q���F�D�Q���E�H���R�E�W�D�L�Q�H�G���E�\���W�\�S�L�Q�J���W�K�H���D�G�G�U�H�V�V���R�I���\�R�X�U���V�\�V�W�H�P���L�Q�W�R���D���Z�H�E���E�U�R�Z�V�H�U�¶�V���D�G�G�U�H�V�V���E�D�U����
The network address can be saved as a favorite or a desktop shortcut like any other web site. To login, 
obtain a username and password from your system administrator or FirstView® Support. The username 
and password are case sensitive and should be entered on the screen shown below: 
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�&�O�L�F�N���W�K�H���³�/�R�J�L�Q�´���E�X�W�W�R�Q�����D�Qd the FirstView® interface will be displayed within the browser window as seen 
below. On the left hand side will be the FirstView® Menu showing the maps, display groups, servers, 
sensors, and cameras. The active username will be displayed in the top right corner of the screen. 
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�7�R���O�R�J�R�X�W���R�I���W�K�H���V�\�V�W�H�P�����F�O�L�F�N���W�K�H���³�/�R�J�R�X�W�´���E�X�W�W�R�Q���E�H�O�R�Z���W�K�H���D�F�W�L�Y�H���X�V�H�U�Q�D�P�H�����7�K�H���O�R�J�L�Q���V�F�U�H�H�Q���Z�L�O�O���E�H��
displayed after successful logout. 

 

1.3: Password Changes 
 
FirstView® supports three types of password changes:  
 

�x Periodic Password Changes 
�x Administrator Password Reset 
�x User Password Reset 

 
�:�K�H�Q���D���X�V�H�U�¶�V���S�D�V�V�Z�R�U�G���K�D�V���E�H�H�Q���U�H�V�H�W�����H�L�W�K�H�U���E�\���W�K�H���V�\�V�W�H�P���R�U���E�\���D�Q���D�G�P�L�Q�L�V�W�U�D�W�R�U�����W�K�H���X�V�H�U���Z�L�O�O���V�H�H���W�K�H��
page shown below after attempting to login: 
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Enter the username, current password, and the new password in the appropriate fields and click the 
�³�&�K�D�Q�J�H���3�D�V�V�Z�R�U�G�´���E�X�W�W�R�Q�����7�K�H���Q�H�Z���S�D�V�V�Z�R�U�G���Z�L�O�O���E�H���V�W�R�U�H�G���L�Q���W�K�H���G�D�W�D�E�D�V�H���X�Q�W�L�O���W�K�H���Q�H�[�W���U�H�T�X�L�U�H�G��
password update. 
 
Please see Section 1.3.3  for more details about user-initiated password changes. 

1.3.1: Periodic Password Changes 

During the initial setup of a FirstView® system, the periodic required password changes can be set at any 
number of days (e.g. 180 or 365). As soon as a password reaches the age specified during setup, the 
user will be prompted to complete the password change process outlined in Section 1.3 . 
 
Note:  Periodic password changes must be enabled on a per user basis by the system administrator. 
Please see Section 2.6.2  for more details on enabling this during the user setup process or Section 
2.7.2 for details about configuring the password requirements. 
 

1.3.2: Administrator Password Reset 

If a user forgets their password, the system administrator can reset it for them (please see Section 2.6.2  
for more details). After the password has been reset, the user will be prompted to complete the password 
change process outlined in Section 1.3 . A temporary password will be provided by the system 
administrator so the user can complete the password change process. 
 

1.3.3: User Password Reset 

FirstView® Menu / Setup / Change Password  
 
�7�R���L�Q�L�W�L�D�W�H���D���S�D�V�V�Z�R�U�G���F�K�D�Q�J�H���Z�L�W�K�R�X�W���F�R�Q�V�X�O�W�L�Q�J���\�R�X�U���V�\�V�W�H�P���D�G�P�L�Q�L�V�W�U�D�W�R�U�����V�H�O�H�F�W���³�&�K�D�Q�J�H���3�D�V�V�Z�R�U�G�´��
from the FirstView® Setup menu. 
 

 
 
Enter the username, current password, and the new password in the appropriate fields and click the 
�³Save�´���E�X�W�W�R�Q����The new password will be used until the next required password update. 
 

smlths detectlon 
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1.4: Password Complexity Requirements 
During the initial setup of a FirstView® system, the password complexity requirements can be set at one 
of the following three levels: 
 

�x Low (Default) 
o Password must be at least 8 characters 

�x Medium 
o Password must be at least 8 characters 
o Password must contain a character from at least 2 of the following 4 groups : 

�ƒ Uppercase letters 
�ƒ Lowercase letters 
�ƒ Numbers 
�ƒ Symbols: ! @ # $ % ^ ( ) * + -   

�x High 
o Password must be at least 8 characters 
o Password must contain a character from at least 3 of the following 4 groups : 

�ƒ Uppercase letters 
�ƒ Lowercase letters 
�ƒ Numbers 
�ƒ Symbols: ! @ # $ % ^ ( ) * + -   

�x None (Not recommended) 
o There are no requirements. Passwords can be any length and no character restrictions 

are imposed. 
 
Note:  Please consult your system administrator if you are unsure about the password complexity level for 
your FirstView® system. 
 
For more details about configuring the password complexity requirements, please see Section 2.7.1 . 
 

1.5: User Account Lock 

After four consecutive unsuccessful login attempts, a user will be presented with the following message: 
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The sy�V�W�H�P���D�G�P�L�Q�L�V�W�U�D�W�R�U���P�X�V�W���X�Q�O�R�F�N���W�K�H���X�V�H�U�¶�V���D�F�F�R�X�Q�W���E�H�I�R�U�H���W�K�H�\���F�D�Q���O�R�J�L�Q���W�R���W�K�H��FirstView® system 
(please see Section 2.6.2  for more details). 

 

Note:  �7�K�H�� �V�\�V�W�H�P�� �D�G�P�L�Q�L�V�W�U�D�W�R�U�� �F�D�Q�� �D�O�V�R�� �P�D�Q�X�D�O�O�\�� �O�R�F�N�� �D�� �X�V�H�U�¶�V�� �D�F�F�R�X�Qt. Please see Section 2.6.2  for 
more details. 

 

1.6: Install Security Certificate 
Each workstation that will access the FirstView® system must install the Smiths Detection security 
certificate to ensure uninterrupted access to the system.  

 

To install a FirstView® security certificate: 

�x �&�O�L�F�N���W�K�H���³�&�H�U�W�L�I�L�F�D�W�H�´���O�L�Q�N���E�H�O�R�Z���W�K�H���³�/�R�J�L�Q�´���E�X�W�W�R�Q���R�Q���W�K�H���O�R�J�L�Q���V�F�U�H�H�Q�� 

�x �&�O�L�F�N���W�K�H���³�2�S�H�Q�´���E�X�W�W�R�Q���W�R���R�S�H�Q���W�K�H���V�F�U�H�H�Q���V�K�R�Z�Q���E�H�O�R�Z�� 

smlths detectlon 
bringing technology to life 



Administrative Guide & User Manual                                                                  
 

 
August 2010           7 

 

�x �&�O�L�F�N���W�K�H���³�,�Q�V�W�D�O�O���&�H�U�W�L�I�L�F�D�W�H�´���E�X�W�W�R�Q���W�R���O�D�X�Q�F�K��the Certificate Import Wizard. 

�x �)�R�O�O�R�Z���W�K�H���:�L�]�D�U�G�¶�V���L�Q�V�W�U�X�F�W�L�R�Q�V���W�R���V�W�R�U�H���W�K�H��FirstView® security certificate. 

�x �:�K�H�Q���S�U�R�P�S�W�H�G�����V�H�O�H�F�W���³�3�O�D�F�H���D�O�O�����F�H�U�W�L�I�L�F�D�W�H�V���L�Q���W�K�H���I�R�O�O�R�Z�L�Q�J���V�W�R�U�H�´���D�Q�G���V�H�O�H�F�W���³�7�U�X�V�W�H�G���5�R�R�W��
�&�H�U�W�L�I�L�F�D�W�L�R�Q���$�X�W�K�R�U�L�W�L�H�V�´���D�V���W�K�H���V�W�R�U�D�J�H���O�R�F�D�W�L�R�Q for the security certificate. 

�x �&�O�L�F�N���W�K�H���³�2�.�´���E�X�W�W�R�Q���R�Q���W�K�H���F�H�U�W�L�I�L�F�D�W�H���V�F�U�H�H�Q���D�Q�G���O�R�J�L�Q���W�R��FirstView®. 

 

1.7: Allow ActiveX Control to Run 
The FirstView® system uses an add-�R�Q���F�D�O�O�H�G���³�$�F�W�L�Y�H�;���&�R�Q�W�U�R�O�´���W�R���G�L�V�S�O�D�\���O�L�Y�H���Y�L�G�H�R���D�Q�G���D�O�O�R�Z���X�V�H�U�V���W�R��
access recorded video within the Internet Explorer (IE) browser window. 

The first time a user logs into the FirstView® system, a message will appear at the top of the IE browser 
window that says: 

�³�7�K�L�V���Z�H�E�V�L�W�H���Z�D�Q�W�V���W�R���U�X�Q���W�K�H���I�R�O�O�R�Z�L�Q�J���D�G�G-�R�Q�����³�)�L�U�V�W�9�L�H�Z�9�L�G�H�R�&�R�Q�W�U�R�O���R�F�[�´���I�U�R�P���8�Q�N�Q�R�Z�Q���3�X�E�O�L�V�K�H�U�����,�I��
you trust this website and the add-�R�Q���D�Q�G���Z�D�Q�W���W�R���D�O�O�R�Z���L�W���W�R���U�X�Q�����F�O�L�F�N���K�H�U�H���«�´ 

 

 

 

�&�O�L�F�N���W�K�H���P�H�V�V�D�J�H���D�Q�G���V�H�O�H�F�W���³�5�X�Q���$�F�W�L�Y�H�;���&�R�Q�W�U�R�O���´���7�K�H���S�D�J�H���Z�L�O�O���D�X�W�R�P�D�W�L�F�D�O�O�\���U�H�I�U�H�V�K���D�Q�G���W�K�H���I�R�O�O�R�Z�L�Q�J��
message will appear: 

smLths detectLon 
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�&�O�L�F�N���³�5�X�Q���´ The ActiveX Control will now be used to display video. 

 

1.8: Client Updates 
FirstView® Menu / Setup / Client Updates 

 

If client updates are required to continue successful operation of the FirstView® system, a red message 
will appear on the main screen th�D�W���V�D�\�V���³�,nstall required client updates���´��Click the hyperlink in the red 
message shown below. 

 

Follow the instructions below to install the required updates.  

�x �&�O�L�F�N���³�5�X�Q�´���R�U���³�6�D�Y�H�´���W�R���Gownload the FirstView® Client Installer 

�x �&�O�L�F�N���³�5�X�Q�´���W�R���U�X�Q���W�K�H���L�Q�V�W�D�Oler 

�x �&�O�L�F�N���³�,�Q�V�W�D�O�O�´���W�R���V�W�D�U�W���W�K�H���&�O�L�H�Q�W���,�Q�V�W�D�O�O�D�W�L�R�Q���:�L�]�D�U�G 

�x Close all copies of Internet Explorer �Z�K�H�Q���S�U�R�P�S�W�H�G���D�Q�G���F�O�L�F�N���³�<�H�V�´���W�R���F�R�Q�W�L�Q�X�H 

smlths detectlon 
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Internet Explorer - Security Warning 

Do you want to run t his Activ eX co ntrol ? 

Name: FirstviewVideoControl.ocx 

Publisher: Unknown publisher 

___ R_un ___ ) [ Don't Run 

This ActiveX control was previously added to your computer when you installed 
another program, or when Windows was installed. You should only run it if you 
trust the publisher and the website requesting it. What's the risk? 

12) Fi"stView~ 
• D Geographic Map 

1B D Image Maps 
1B 83 D~plays 
00 EE Locations 
1B r: Servers 
1±1= Remote Systems 
1±1-11:i Media 
1±1 · Alarms 
1±1-IE] Setup 
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�x �&�O�L�F�N���³�1�H�[�W�´���W�R���P�R�Y�H���W�K�U�R�X�J�K���W�K�H���,�Q�V�W�D�O�O�D�W�L�R�Q���:�L�]�D�U�G 

�x �&�O�L�F�N���³�)�L�Q�L�V�K�´���W�R���F�R�P�S�O�H�W�H���W�K�H���L�Q�V�W�D�O�O�D�W�L�R�Q 

�x Open Internet Explorer and return to the FirstView® login screen 

 

1.8.1: Installing Java 

FirstView® Menu / Setup / Client Updates 

 
If a workstation does not already have Java installed, the message shown below will be displayed on the 
welcome page after a user logs in. 
 

 
 
C�O�L�F�N���W�K�H���³�,�Q�V�W�D�O�O���W�K�H���-�D�Y�D���3�O�X�J�L�Q�´���O�L�Q�N���R�U���J�R���W�R���W�K�H���&�O�L�H�Q�W���8�S�G�D�W�H�V���3�D�J�H���R�Q���W�K�H���)�L�U�V�W�9�L�H�Z® Setup menu and 
�G�R�Z�Q�O�R�D�G���W�K�H���³jre-6u13-windows-i586-p.exe�  ́file, and follow the instructions to download and install Java. 

 

1.9: Using the FirstView ® Menu 
The FirstView® Menu is organized into the following hierarchical categories: 

�x Geographic Map:  This brings users to the Geographic Map screen. 

�x Image Maps:  This allows users to view the uploaded Image Maps. 

�x Displays: �7�K�L�V���O�L�V�W�V���D�O�O���W�K�H���³�G�L�V�S�O�D�\�´���Y�L�G�H�R���J�U�R�X�S�V���D�V�V�R�F�L�D�W�H�G��with the user logged in. 

�x Locations: �7�K�L�V���O�L�V�W�V���D�O�O���W�K�H���³�O�R�F�D�W�L�R�Q�´���Y�L�G�H�R���J�U�R�X�S�V���L�Q���W�K�H���)�L�U�V�WView® system with links to the 
device pages of cameras in those groups. 

�x Servers:  This displays the server(s) associated with the FirstView® system. Clicking on a server 
name displays the list of associated devices (including cameras and sensors). 

o PTZ (Pan, Tilt and Zoom) Camera Icon:  

o Fixed Camera Icon:  

o Sensor Icon:  

�x Remote Systems:  This allows authorized users to access other FirstView® systems remotely. 

smLths detectLon 
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o Note:  This category will only appear on the menu when remote systems have been 
configured. 

�x Media:  This allows users to access recorded video and captured images from all cameras in the 
system. 

�x Alarms:  This allows users to access the FirstView® Alarm System. 

�x Setup:  This area of the FirstView® Menu contains the following sub-categories: 

o Client Updates (for all users) 

o Change Password (for all users) 

o Licensing (for system administrators) 

o System Setup (for system administrators) 

�ƒ Server Setup 

�ƒ Device Setup 

�ƒ Display and Location Setup 

�ƒ Image Map Setup 

�ƒ Geographic Map Setup 

�ƒ Alarm Setup 

�ƒ SNMP Monitoring 

�ƒ Remote Systems 

�ƒ Multicast Setup 

o User Access Setup (for system administrators) 

�ƒ User Administration 

�ƒ Resource Administration 

�ƒ User Auditing 

�ƒ Current Activity 

o Data Storage (for system administrators) 

�ƒ Video Archive 

�ƒ Sensor Data Archive 

 

Throughout this document, the following format will be used to explain how different parts of the system 
can be accessed: 

First-View® Menu / Category / Sub-Category (if applicable) / Page Name 

Example:  FirstView® Menu / Setup / System Setup / Geographic Map Setup  

 

smlths detectlon 
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Chapter 2: FirstView ® Setup 
Note: All FirstView® Setup settings are configured during the initial system setup process performed by 
Smiths Detection. System administrators should contact FirstView® Support before modifying any of these 
settings. 

 

2.1: Data Storage Settings 
FirstView® Menu / Setup / Data Storage 
 

2.1.1: Video Archive 

FirstView® Menu / Setup / Data Storage / Video Archive 

The Video Archive settings are configured for each server during the initial system setup process 
performed by Smiths Detection, and are used to define server specifications like the video storage 
directory and the maximum file size. To modify these settings, please consult FirstView® Support. 

The image below shows the following fields that should be defined: 

FirstView® Server This drop-down menu lists all available servers that store video. (Note:  Each server 
has its own set of parameters for video storage.) 

Video Directory �7�K�L�V���L�V���W�K�H���V�H�U�Y�H�U�¶�V���V�W�R�U�D�J�H���O�R�F�D�W�L�R�Q���I�R�U���Y�L�G�H�R�� 

Video Cache Size Amount of storage space on the server allocated for video storage. 

Video Max File Size Maximum size of a video clip. When a recorded clip reaches the Max File Size, the 
clip is closed and a new clip is created. 

Video Cache Used This is the current amount of video in the directory. 

Max Retention 
(Days) 

Video will be cleared from the directory after the number of days defined here, 
regardless of whether there is space left in the cache .  

Archive Recordings This drop-down menu has two options: True and False, and determines whether or 
not to perform a process called Recording Archiving  (see note below). 

 

Recording Archiving  is a process that compresses sections of video clips to allow a larger quantity of 
video to be stored (compressed video i�V���V�P�D�O�O�H�U�������&�O�L�S�V���W�K�D�W���G�R���Q�R�W���F�R�Q�W�D�L�Q���D�Q�\���³�(�Y�H�Q�W�V�´�����W�L�P�H���D�Q���D�O�D�U�P��
�Z�D�V���J�H�Q�H�U�D�W�H�G�����D�U�H���F�R�P�S�U�H�V�V�H�G���D�Q�G���V�W�R�U�H�G���D�V���D���Z�K�R�O�H�����&�O�L�S�V���W�K�D�W���G�R���F�R�Q�W�D�L�Q���D�Q���³�(�Y�H�Q�W�´���D�U�H���R�Q�O�\���S�D�U�W�L�D�O�O�\��
�F�R�P�S�U�H�V�V�H�G�����7�K�H���³�(�Y�H�Q�W���7�L�P�H�V�S�D�Q�´���G�H�I�L�Q�H�G���R�Q���W�K�H���9�L�G�H�R���$�U�F�K�L�Y�H���V�F�U�H�H�Q���G�H�W�H�U�P�L�Q�H�V���W�K�H���Oength of time in 
the clip that is stored at full quality. This process allows users to view video of an alarm at full quality. The 
diagram below represents a video clip after the Recording Archiving process. 

 

        Event Timespan 

Compressed Video    Full Quality Video   Compressed Video  

 

Age Before 
Archiving 

Amount of time to store video clips at full quality before performing the Recording 
Archiving process. 

Archive Frequency Amount of time between runs of the Recording Archiving process. 

smLths detectLon 
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Event Timespan �$�P�R�X�Q�W���R�I���W�L�P�H���E�H�I�R�U�H���D�Q�G���D�I�W�H�U���D�Q���³�(�Y�H�Q�W�´���W�R���N�H�H�S���W�K�H���Y�L�G�H�R���D�W���I�X�O�O���T�X�D�O�L�W�\���� 

Archival Framerate Number of frames per second (fps) in the compressed sections of the video clip. 
Note:  The number frames per second affects the aesthetic quality of the video �± the 
higher the number of fps, the smoother the video. 

Archival Bitrate Number of bits per second in the compressed sections of the video clip. 

Event Framerate Number of frames per second in the Event Timespan. To archive this section of the 
video clip without any compression, enter -1 in this field. 

Event Bitrate Number of bits per second in the Event Timespan. To archive this section of the 
video clip without any compression, enter -1 in this field. 

�³�8�S�G�D�W�H�´���%�X�W�W�R�Q Saves any changes. 

�³�'�H�O�H�W�H���$�O�O�´���%�X�W�W�R�Q Deletes all recorded video  in the Video Directory. 

Note:  FirstView® services must be restarted after any changes are made on this page. 

 

 

 

2.1.2: Sensor Data Archive 

FirstView® Menu / Setup / Data Storage / Sensor Data Archive 

The Sensor Data Archive settings are configured for each server during the initial system setup process 
performed by Smiths Detection, and are used to define server specifications like the sensor data storage 
directory. To modify these settings, please consult FirstView® Support. 

 

smlths detectlon 
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Note:  Normal Status Data is processed and stored for all sensors. 

Native Status Data is processed and stored for the following sensor device types: 

�x AvirSensors ChemSight 

�x BioSeeq+ 

�x Bruker RAID-AFM 

�x Canberra RDS-100 

�x Centurion (I and II) 

�x External Sensor Systems 

�x GID-3 (24/7) 

�x HGVI 

�x HPRID 

�x IonScan 500DT 

�x LCD 3.X (Lightweight Chem. Detector) 

�x MMTD 

�x RaeSystems MultiRaePlus 

�x SmartBio Sensor 

�x Vaisala WXT520 

 

The image below shows the following fields that should be defined: 

FirstView® Server This drop-down menu lists all available servers that store sensor data.    
(Note:  Each server has its own set of parameters for sensor data storage.) 

Status Deletion 
Frequency (hours)  

Amount of time (in hours) between runs of the status deletion process. This 
process deletes any sensor status information that is older than the 
age(s) defined in the following fields.  

Age before Normal 
Status Deletion (days)  

Amount of time (in days) to store the normal status information from sensors.   
(Note:  �7�K�H���³�1�R�U�P�D�O���6�W�D�W�X�V�´���L�V���W�K�H���G�D�W�D���I�U�R�P��the sensor that has been 
processed and stored in the central FirstView® database.) 

Native Data Storage 
Directory 

�7�K�L�V���L�V���W�K�H���V�H�U�Y�H�U�¶�V���V�W�R�U�D�J�H���O�R�F�D�W�L�R�Q���I�R�U���Q�D�W�L�Y�H���V�H�Q�V�R�U���G�D�W�D�������7�K�H���G�H�I�D�X�O�W��
location is either D:\Sensor or C:\Sensor.) Each sensor will have a folder in 
this directory that contains the status messages from the sensor. 

Age before Native Status 
Deletion (days)  

Amount of time (in days) to store the native status information from sensors.    
(Note:  �7�K�H���³�1�D�W�L�Y�H���6�W�D�W�X�V�´���L�V���W�K�H���U�D�Z�����X�Q�S�U�R�F�H�V�V�H�G���G�D�W�D��that has been 
received from the sensor and stored in the directory defined above.) 

Subsampling This drop-down menu has two options: On and Off, and determines whether 
or not to perform a process called Data Subsampling  (see note below). 

Data Subsampling  is a process that compresses sensor data stored in the FirstView® database to allow 
a larger quantity of data to be stored. Sensor data that is stored during periods of inactivity (no active 
alarms from the sensor) is averaged according to the time limit d�H�I�L�Q�H�G���L�Q���W�K�H���³�1�R�U�P�D�O���$�Y�H�U�D�J�L�Q�J���'�D�W�D��
�3�H�U�L�R�G�´���I�L�H�O�G�����6�H�Q�V�R�U���G�D�W�D���W�K�D�W���L�V���V�W�R�U�H�G���G�X�U�L�Q�J���S�H�U�L�R�G�V���R�I���D�F�W�L�Y�L�W�\�����D�F�W�L�Y�H���D�O�D�U�P�V���I�U�R�P���W�K�H���V�H�Q�V�R�U�����L�V��
�D�Y�H�U�D�J�H�G���D�F�F�R�U�G�L�Q�J���W�R���W�K�H���W�L�P�H���O�L�P�L�W���G�H�I�L�Q�H�G���L�Q���W�K�H���³�&�U�L�W�L�F�D�O���$�Y�H�U�D�J�L�Q�J���'�D�W�D���3�H�U�L�R�G�´���I�L�H�O�G���� 
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For example : If the Normal Averaging Data Period is set to one minute, each category of sensor data will 
be averaged in one minute intervals, and the average value of each minute will replace the individual 
values that were recorded during that minute.  

�7�K�H���³�&�U�L�W�L�F�D�O���(�Y�H�Q�W���0�D�U�J�L�Q�´���G�H�I�L�Q�H�G���R�Q���W�K�H���6�H�Q�V�R�U���'�D�W�D���$�U�F�K�L�Y�H���V�F�U�H�H�Q���G�H�W�H�U�P�L�Q�H�V���W�K�H���O�H�Q�J�W�K���R�I���W�L�P�H��
before and after an alarm occurs to subsample data using the Critical Averaging Data Period. This 
process allows users to view additional sensor data surrounding an alarm.  

Note:  To preserve a high level of detail, set the Critical Averaging Data Period to 10 seconds or less. 

Subsampling Frequency 
(hours)  

Amount of time (in hours) between runs of the Data Subsampling process. 

Normal Averaging Data 
Period (seconds)  

Amount of time (in seconds) to average sensor data during periods of 
inactivity (no active alarms from the sensor). 

Critical Averaging Data 
Period (seconds)  

Amount of time (in seconds) to average sensor data during periods of activity 
(active alarms from the sensor). 

Critical Event Margin 
(minutes)  

Amount of time (in minutes) before and after an alarm occurs to subsample 
sensor data using the Critical Averaging Data Period. 

�³�8�S�G�D�W�H�´���%�X�W�W�R�Q Saves any changes. 

�³�'�H�O�H�W�H���$�O�O�´���%�X�W�W�R�Q Deletes all recorded sensor data  in the Data Storage Directory and  in the 
FirstView ® database. 

Note:  FirstView® services must be restarted after any changes are made on this page. 
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2.2: Camera Setup 
 

2.2.1: Initial Setup 

FirstView® Menu / Setup / System Setup / Device Setup  

 

To add a new Camera to the FirstView® system: 

�x �&�O�L�F�N���W�K�H���³�$�G�G���1�H�Z���'�H�Y�L�F�H�´���O�L�Q�N���R�Q���W�K�H���'�H�Y�L�F�H���6�H�W�X�S���V�F�U�H�H�Q 

o Note:  �,�I���W�K�H�U�H���L�V���P�R�U�H���W�K�D�Q���R�Q�H���V�H�U�Y�H�U�����F�O�L�F�N���W�K�H���³�$�G�G���1�H�Z���'�H�Y�L�F�H�´���O�L�Q�N���X�Q�G�H�U���W�K�H���Q�D�P�H���R�I��
the appropriate server. 

�x Assign a Unit Type and Quantity using the drop-down menus on the window shown below. 

 

�x �&�O�L�F�N���W�K�H���³�$�G�G�´���E�X�W�W�R�Q���D�Q�G���F�O�R�V�H���W�K�H���S�R�S-up window. 

�x �&�O�L�F�N���W�K�H���³�(�G�L�W�´���O�L�Q�N���Q�H�[�W���W�R���W�K�H���Q�H�Z���F�D�P�H�U�D���W�R���R�S�H�Q���W�K�H���S�R�S-up window shown below. 

 

�x �$�V�V�L�J�Q���D���1�D�P�H���D�Q�G���D���'�H�V�F�U�L�S�W�L�R�Q���D�Q�G���F�O�L�F�N���W�K�H���³�8�S�G�D�W�H�´���E�X�W�W�R�Q���W�R���V�D�Y�H���D�Q�\���F�K�D�Q�J�H�V�����7�R��remove 
�D�Q�\���F�K�D�Q�J�H�V�����F�O�L�F�N���W�K�H���³�5�H�V�H�W�´���E�X�W�W�R�Q�� 

�x A pop-up window will appear when changes are successfully saved �± �F�O�L�F�N���³�2�.�´���W�R���F�R�Q�W�L�Q�X�H���D�Q�G��
close the Update Device window. 

�x Refresh the FirstView® window and the new camera will appear in the list of devices of the server 
it was associated with. 
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2.2.2: Video Configuration 

FirstView® Menu / Servers / Name of Server / Camera Name 

To specify the Video Parameters for a new camera, click the  button to open the pop-up 
window shown below. 

 

The following editable fields should be defined on the tab: 

Source This drop-down menu is the only field available the first time video is configured 
because the rest of the fields are dependent on the type of video encoder 
selected. 

Frame Rate (in fps) The number frames per second affects the aesthetic quality of the video �± the 
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higher the number of fps, the smoother the video.  

Quality  

(MJPEG and H264) 

 

An entry in this field is only required if the format of the video is Motion JPEG. 
Quality is measured on a scale from 1-100 with 100 being the highest. The typical 
range is between 50 and 75. 

Data Rate (MPEG-4) An entry in this field is only required if the format of the video is MPEG-4. Data 
Rate is measured in kbps. The typical range is between 1200 and 1800 kbps. 

Compression This drop-down menu determines the format of the video.  

The options are MotionJPEG (MJPEG), MPEG4, and H264. 

Video Resolution This drop-down menu determines the number of pixels in a video stream. 
Different sizes are available in the NTSC or PAL video size types. 

Width (in pixels) This field is automatically populated based on the Video Resolution selection. 

Height (in pixels) This field is automatically populated based on the Video Resolution selection. 

Server Address This is the network address of the camera. 

User ID �7�K�L�V���L�V���G�H�I�L�Q�H�G���W�K�U�R�X�J�K���W�K�H���F�D�P�H�U�D�¶�V���L�Q�W�H�U�I�D�F�H���D�Q�G���L�V���Q�R�W���D�O�Z�D�\�V���U�H�T�X�L�U�H�G�� 

Password �7�K�L�V���L�V���G�H�I�L�Q�H�G���W�K�U�R�X�J�K���W�K�H���F�D�P�H�U�D�¶�V���L�Q�W�H�U�I�D�F�H���D�Q�G���L�V���Q�R�W���D�O�Z�D�\�V���U�H�T�X�L�U�H�G�� 

Displayed in Map When a camera is placed on the Geographic Map, this checkbox will be checked 
and the latitude and longitude fields will be automatically populated. 

Latitude This field is only populated if the camera unit has been configured in the GeoMap. 

Longitude This field is only populated if the camera unit has been configured in the GeoMap. 

Action �7�K�H���³�6�X�E�P�L�W�´���E�X�W�W�R�Q���V�D�Y�H�V���D�Q�\���F�K�D�Q�J�H�V�� 

Multicast Enabled When the camera has been configured for Multicast Video, this checkbox will be 
checked and the Multicast Address and Port fields will be automatically populated. 
(Please see Section 2.11  for more information on configuring Multicast.) 

Multicast Address This field is only populated if the camera unit has been configured to multicast 
video and is the address for the stream. 

Multicast Port This field is only populated if the camera unit has been configured to multicast 
video and is the port number for the stream. 

2.2.3: Camera Control Configuration 

FirstView® Menu / Servers / Name of Server / Camera Name 

 

To define the PTZ (Pan, Tilt, and Zoom) Control Device(s) for a new camera that possesses the ability to 

be remotely controlled through the FirstView® system, click the  button to open the pop-up 
window shown below. 
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The following editable fields should be defined on the tab: 

 

PTZ Control Devices This drop-down menu has two options: Single Device and Dual Device. If dual 
device is selected, the following fields will appear on two tabs and must be 
defined for each device. 

Device Type This is a list of supported cameras that can be remotely controlled. 

Inverted If a camera is mounted upside down, checking this checkbox will invert the 
video so it is displayed properly. 

Internal Cam Number This number can be 0, 1, or 2 depending on the camera model. 

Connection Type This field defines the connection between the camera and the server. 

Serial Port �$�Q���H�Q�W�U�\���L�Q���W�K�L�V���I�L�H�O�G���L�V���R�Q�O�\���U�H�T�X�L�U�H�G���L�I���W�K�H���³�6�H�U�L�D�O���3�R�U�W�´���L�V���V�H�O�H�F�W�H�G���D�V���W�K�H��
connection type. 

Serial Baud Rate �$�Q���H�Q�W�U�\���L�Q���W�K�L�V���I�L�H�O�G���L�V���R�Q�O�\���U�H�T�X�L�U�H�G���L�I���W�K�H���³�6�H�U�L�D�O���3�R�U�W�´���L�V���V�H�O�H�F�W�H�G���D�V���W�K�H��
connection type. 

Server Host This is the network address of the camera. 

Server IP Port This is the port number the camera will use to communicate with the server. 

Server Username �7�K�L�V���L�V���G�H�I�L�Q�H�G���W�K�U�R�X�J�K���W�K�H���F�D�P�H�U�D�¶�V���L�Q�W�H�U�I�D�F�H���D�Q�G���L�V���Q�R�W���D�O�Z�D�\�V���U�H�T�X�L�U�H�G�� 

smlths detectlon 
bringing technology to life 

~ - J~IJifmirfi 
httn I I 92, 168.10.240 l n • rr r- r, -p r- • 

Setup Camera l c::>4V ideo I IJI Contr ol 

PTZ Contro l Devices I single device 1:11 

D evic e Typ e 

Inverted 

I Axis IP 

• 
Internal Cam N u mber 1 

Connection Type 

S er ,i a l Port 

S er ia l Baud Rate 

Server Host 

Server IP Port 

Server Username 

S erv er Password 

Act ion 

Done 

I Axis 241 Q/S Port Server IL'JI 

19600 

I 192.168.10.175 

14660 

I root 

I••·· 
Submit 

Internet 

IJl C-0n,t ro l 

IC R~ording 

L'!'JI 

"' "' • €!-,I. 100% • .•• 



Administrative Guide & User Manual                                                                  
 

 
August 2010           19 

Server Password �7�K�L�V���L�V���G�H�I�L�Q�H�G���W�K�U�R�X�J�K���W�K�H���F�D�P�H�U�D�¶�V���L�Q�W�H�U�I�D�F�H���D�Q�G���L�V���Q�R�W���D�O�Z�D�\�V���U�H�T�X�L�U�H�G�� 

Action �7�K�H���³�6�X�E�P�L�W�´���E�X�W�W�R�Q���V�D�Y�H�V���D�Q�\���F�K�D�Q�J�H�V�� 

 

2.2.4: Video Recorder Configuration 

FirstView® Menu / Servers / Name of Server / Camera Name 

To specify the Recording settings, click the  button to open the pop-up window shown 
below. 

 

 

The following editable fields should be defined on the tab: 

Recording Mode This drop-down menu has three options:  

�x Inactive: If this is selected, video will not be recorded from the camera. 

�x Manual: If this is selected, users can create video clips manually. (See 
Section 3.2.1  for more details on this process.) 

�x Continuous: If this is selected, video clips are automatically created based 
on settings defined in the Video Archive. (See Section 2.1  for more details.) 

Note:  The default setting for new cameras is Continuous. 

Max Bit Rate This drop-down menu sets a Maximum Bit Rate for recorded video. The bit rate 
affects the aesthetic quality of the video �± the higher the bit rate, the smoother the 
video.  

Note: The default setting for new cameras is 1.5 Mbps. 

Action �7�K�H���³�6�X�E�P�L�W�´���E�X�W�W�R�Q���V�D�Y�H�V���D�Q�\���F�K�D�Q�J�H�V�� 
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2.2.5: Motion Detection Configuration 

FirstView® Menu / Servers / Name of Server / Camera Name 

 

Motion Detection can only be enabled on cameras that possess the capability. Once it has been enabled, 
any motion detected in the video image or a specified part of the image triggers an alarm. By default, 

motion detection is disabled. To edit the motion detection settings for a camera, click the  
button to open the pop-up window shown below. 

 

 

�7�R���H�Q�D�E�O�H���0�R�W�L�R�Q���'�H�W�H�F�W�L�R�Q�����F�O�L�F�N���W�K�H���F�K�H�F�N�E�R�[���Q�H�[�W���W�R���³�(�Q�D�E�O�H�G���´���7�K�H���0�L�Q�L�P�X�P���1�H�Z���0�R�W�L�R�Q���,�Q�W�H�U�Y�D�O���I�L�H�O�G��
is the number of seconds the scene in a video must be still before a new alarm is triggered; the default is 
�����V�H�F�R�Q�G�V�����E�X�W���W�K�L�V���F�D�Q���E�H���P�R�G�L�I�L�H�G���E�\���W�K�H���X�V�H�U�����&�O�L�F�N���W�K�H���³�6�D�Y�H�´���E�X�W�W�R�Q���W�R���V�D�Y�H���Q�H�Z���V�H�W�W�L�Q�J�V�����D�Q�G���W�K�H��

�³�0�R�W�L�R�Q�´���E�X�W�W�R�Q���Z�L�O�O���F�K�D�Q�J�H���W�R�� when Motion Detection has been successfully enabled. 

When motion detection is enabled, it is initially enabled for the whole scene being recorded, but it can be 
modified to focus on a defined area of interest.  

Note:  This process is different for Bosch and Axis cameras and is described in detail below. 

 

For Bosch cameras , �W�K�H���³�&�R�Q�I�L�J�X�U�H�´���E�X�W�W�R�Q���L�V���D�Y�D�L�O�D�E�O�H���R�Q���W�K�H��pop-up window shown above. 

To define �W�K�H���D�U�H�D���R�I���0�R�W�L�R�Q���'�H�W�H�F�W�L�R�Q���Z�L�W�K�L�Q���D���V�F�H�Q�H�����F�O�L�F�N���W�K�H���³�&�R�Q�I�L�J�X�U�H�´���E�X�W�W�R�Q���W�R���R�S�H�Q���W�K�H��pop-up 
window shown below. 
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To limit Motion Detec�W�L�R�Q���W�R���D�Q���D�U�H�D���R�I���L�Q�W�H�U�H�V�W���Z�L�W�K�L�Q���D���V�F�H�Q�H�����F�O�L�F�N���W�K�H���³�6�H�O�H�F�W���$�U�H�D�´���E�X�W�W�R�Q���L�Q���W�K�H���P�L�G�G�O�H��
of the window shown above. Using the mouse, draw a square or rectangle around the desired area (as 
�V�K�R�Z�Q���E�H�O�R�Z�������&�O�L�F�N���W�K�H���³�6�H�W���$�O�O�´���E�X�W�W�R�Q���W�R���V�H�O�H�F�W���W�K�H���H�Q�W�L�U�H���V�F�H�Q�H�� �W�K�H���³�&�O�H�D�U���$�O�O�´���E�X�W�W�R�Q���W�R���U�H�P�R�Y�H���D�Q�\��
�H�[�L�V�W�L�Q�J���V�S�H�F�L�I�L�H�G���D�U�H�D�V�����D�Q�G���W�K�H���³�2�.�´���E�X�W�W�R�Q���W�R���V�D�Y�H���W�K�H���Q�H�Z���D�U�H�D�� 
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For Axis cameras , �W�K�H���³�&�R�Q�I�L�J�X�U�H�´���E�X�W�W�R�Q���L�V not available on the Motion Detection configuration window 
and motion detection must be configured outside of the FirstView® system. 

 

 

 

To configure Motion Detection for an Axis camera, follow the procedure defined below. 

�x Open a web browser (e.g. Internet Explorer) and navigate to the address of the Axis camera or 
encoder that needs to be configured. 

�x Clic�N���³�6�H�W�X�S�´���D�Q�G���R�S�H�Q���³�(�Y�H�Q�W���&�R�Q�I�L�J�´���R�Q���W�K�H���6�H�W�X�S���P�H�Q�X�� 

�x �6�H�O�H�F�W���³�0�R�W�L�R�Q���'�H�W�H�F�W�L�R�Q�´���W�R���R�S�H�Q���W�K�H���S�D�J�H���V�K�R�Z�Q���E�H�O�R�Z�� 

o For encoders that support multiple video streams, select the appropriate channel. 
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�x To define the area of Motion Detection within a scene, click t�K�H���³�$�G�G���:�L�Q�G�R�Z�´���E�X�W�W�R�Q�� 

o Note:  Multiple windows may be defined using this process. 

�x �$���³�G�H�I�D�X�O�W���Z�L�Q�G�R�Z�´���Z�L�O�O���D�S�S�H�D�U�� 

o Drag and drop the title bar of the window to position it over the desired area in the video. 

o Click and drag the sides of the box to resize the window. 

o The example below shows that a motion detection alarm should only be generated if 
there is movement in the door area (e.g. a person enters or exits the room). 

 

�x �8�V�H���W�K�H���³�L�Q�F�O�X�G�H�´���D�Q�G���³�H�[�F�O�X�G�H�´���U�D�G�L�R���E�X�W�W�R�Q�V���G�H�W�H�U�P�L�Q�H���K�R�Z���W�K�H���Z�L�Q�G�R�Z���V�����Z�L�O�O���E�H���X�V�H�G to detect 
motion within the scene. 

o Include the area within the window(s) 

o Exclude the area within the window(s) 

�x The text field can be used to define a name for the window(s). 

�x Use the sliders to determine appropriate settings for: 

o Object Size, History, and Sensitivity 

o Note:  These settings should be adjusted according to the level of detail desired. For 
example, a higher sensitivity setting will result in a larger number of motion detection 
alarms. 

�x �&�O�L�F�N���³�6�D�Y�H�´���W�R���V�D�Y�H���V�H�W�W�L�Q�J�V�� 

o If multiple windows are created, be sure to save each window. 
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�x Use the radio buttons to view multiple windows within a scene at once or just the window 
currently being configured. 

 

Once Motion Detection has been enabled and configured, a Motion Detection alarm will be triggered any 
time motion is detected in the scene or specified area. Please see Chapter 6  for a complete description 
of viewing and processing alarms. 

 

To define the alarm schedule for Motion Detection,  �F�O�L�F�N���R�Q���W�K�H���³�6�F�K�H�G�X�O�H�´���W�D�E�����7�K�L�V���V�F�U�H�H�Q allows 
users to define the alarm schedule for the camera. 

 

�x Use Device Schedule:  Checking this box will ignore the system-wide rules for alarm scheduling 
and implement a schedule specific to the camera on a day-by-day basis. Please see Section 
2.12 for more details on configuring the system-wide alarm schedule. 
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o All Day:  If this option is selected, alarms from this camera will never be suppressed and 
will always be processed as active alarms in FirstView®.  

o Disabled:  If this option is selected, alarms from the camera will always be suppressed 
and will never appear as active alarms in FirstView®. 

o Range:  If this option is selected, a time range must be specified. Alarms from this 
camera will be processed as active alarms in FirstView® only during the time range 
specified . Alarms will be suppressed during all other times.  

�x Action: �&�O�L�F�N���W�K�H���³�6�D�Y�H�´���E�X�W�W�R�Q���W�R���V�D�Y�H���D�Q�G���W�K�H���³�&�D�Q�F�H�O�´���E�X�W�W�R�Q���W�R���G�L�V�U�H�J�D�U�G���D�Q�\���F�K�D�Q�J�H�V�� 

 

2.2.6: Configuring Presets 

FirstView® Menu / Servers / Name of Server / Camera Name 

 

FirstView® allows users to define specific locations, called Presets, for PTZ cameras to automatically 
view. To set a preset, use the camera controls (please see Section 3.1.1  for details about using camera 

controls) to view the desired location (including zoom level), and then click the  button to 
open the pop-up window shown below: 

 

 

 

Complete the following steps to configure Presets: 

�x Use the drop-down menu to select the next available Preset number (in the example shown 
above, the next available number was 3). 

�x Assign a name to the new Preset (in the example shown above�����³�3�D�U�N�L�Q�J���/�R�W�����´���Z�D�V���D�Q��
appropriate name). 

�x Leave the Latitude and Longitude fields blank.  

smLths detectLon 
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o Assign a precise Latitude and Longitude using the Preset Location Configuration feature 
on the Geographic Map Setup screen (please see Section 2.4.3  for more details on this 
process). 

�x �&�O�L�F�N���W�K�H���³�6�H�W�´���D�F�W�L�R�Q���E�X�W�W�R�Q�� 

�x Close the Preset Configuration pop-up window. 

�x Refresh the FirstView® web page. 

�x Return to the live video feed from the camera you set the Preset for and Take Control. 

�x Select the new Preset from the drop-down menu and the camera will display the specified 
location. 

Note:  If the camera does not display the desired location, select any other preset (even an empty one) 
then select the new preset again. If this still does not work properly, repeat the Preset Configuration 
Process. 

To delete a Preset, click the  button, select the Preset to be deleted from the drop-down 
menu�����D�Q�G���F�O�L�F�N���W�K�H���³�'�H�O�H�W�H�´���D�F�W�L�R�Q���E�X�W�W�R�Q�����7�K�H���3�U�H�V�H�W���Z�L�O�O���Q�R�W���E�H���U�H�P�R�Y�H�G���X�Q�W�L�O���W�K�H���)�L�U�V�W�9�L�H�Z® web page 
has been refreshed. 

 

2.2.7: Configuring Tours 

FirstView® Menu / Servers / Name of Server / Camera Name 

 

FirstView® allows users to define sequences of Presets, called Tours, for a camera to automatically view 
when users are not actively controlling the camera.  

To �F�R�Q�I�L�J�X�U�H���D���F�D�P�H�U�D�¶�V���7�R�X�U�V��click the  button to open the pop-up window shown below: 

 

The first time this window is opened by a user, two Tour options will be seen: 

�x No Active Tour:  This is selected by default. 

�x Default Home Preset:  If this tour is selected, the camera will return to the default preset each 
time it is not being actively controlled. This can be a default setting of the camera or can be 
�F�R�Q�I�L�J�X�U�H�G���E�\���F�O�L�F�N�L�Q�J���W�K�H���³�(�G�L�W�´���E�X�W�W�R�Q�� 
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Note:  �7�K�H���³�7�R�X�U���'�H�O�D�\���7�L�P�H�´���L�V���W�K�H���D�P�R�X�Q�W���R�I���W�L�P�H�����L�Q���V�H�F�R�Q�G�V�����W�R���G�H�O�D�\���W�K�H���V�W�D�U�W���R�I���D���W�R�X�U�����)�R�U���H�[�D�P�S�O�H����
if a user enters 3,600 seconds in this field, the tour will begin one hour after a user releases control of that 
camera. 

 

To create a new Tour: 

�x �&�O�L�F�N���W�K�H���³�$�G�G�´���E�X�W�W�R�Q���W�R���R�S�H�Q���W�K�H���S�R�S-up window shown below. 

 

�x Assign a Name 

�x �&�O�L�F�N���W�K�H���³�$�G�G�´���E�X�W�W�R�Q���W�R���D�G�G���S�U�H�V�H�W���V�W�H�S�V���L�Q���W�K�H���W�R�X�U�� 

o Click this link repeatedly to add additional steps as shown in the example below. 

 

�x Select a Preset from the drop-down menu for each Preset Step added  

o The drop-down menus will contain configured presets for the camera. Please see 
Section 2.2.6  for a complete description of the Preset configuration process. 

�x �$�V�V�L�J�Q���D���³�'�Z�H�O�O���7�L�P�H�´�����L�Q���V�H�F�R�Q�G�V�� 

o This is the amount of time the camera will view each preset. 
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bringing tec hnology to li fe 

~ r;ul1'1l"01,'m!m,wa'm1m~ -~ ---•a11i11£1 
'ii I 1t l µ ;/ fu i::::v t:lu µ t::f , l iv t::~Vt:: ,I lt:: l/ dt.1 1 I i i 1/ul/ Ldl l l t=r d/ Luur / t::Uil? u , 1il10 = 39 :ii 

Camera To ur C:dit 

Na m e I P r8se t T o u r # 1 

P rc ~t No:u nc Dw cl .l Timc( ~c~ ) 

A c.:Liu 11 I II 

Q Interne t E!'j. 100o,c, - •.• 

'ii http:/ /developer.livewave.net/admin/ui/camera/tour/edit?unitID=39 

Camera Tour Edit 

Na m e ~ reset Tour# 1 

Pre.set Nilme Dwell Time(secs) 

Bi!de Lot JI] [io delete 

L[i~)_B_a_c_k_L_ot __ -~a Lro::=_o ___ -_ -_ -_ -_ -_ -_ -_ -_ -_ -_ -_ -___ delet===e===::::: 

L8~)_L_an~g~N_a_t_s_ ~a=~ Lro:=_o ____ ..:;:-_-..:;:-..:;:-.:::.:::.:::.::::::.:::::;:===delel===e====: 

:=L4::::::) S=il=va=L=a=ne= =a::::".a=: :=ro:======:::::: 
I 5) Front Lot I: !Jo :===delet==e=:=: -------

delete 

Act ion ~I __ Sa_ve_~I ~I __ Cancel __ 

8 Internet ~ 100% • ... 



 
                                                                  First View ® 
 

 28                                                                  August 2010 
 

�x �&�O�L�F�N���W�K�H���³�6�D�Y�H�´���E�X�W�W�R�Q���W�R���V�D�Y�H���D�Q�\���F�K�D�Q�J�H�V���R�U���W�K�H���³�&�D�Q�F�H�O�´���E�X�W�W�R�Q���W�R���U�H�W�X�U�Q���W�R���W�K�H���O�L�V�W���R�I���7�R�X�U�V�� 

 

To edit an existing Tour: 

�x �&�O�L�F�N���W�K�H���³�(�G�L�W�´���E�X�W�W�R�Q���Q�H�[�W���W�R���D���7�R�X�U���Q�D�P�H�� 

�x Preset Steps can be added, modified or deleted. 

�x �&�O�L�F�N���W�K�H���³�6�D�Y�H�´���E�X�W�W�R�Q���W�R���V�D�Y�H���D�Q�\���F�K�D�Q�J�H�V �R�U���W�K�H���³�&�D�Q�F�H�O�´���E�X�W�W�R�Q���W�R���U�H�W�X�U�Q���W�R���W�K�H���O�L�V�W���R�I���7�R�X�U�V�� 

 

To assign a Tour as the default action when no users are actively controlling the camera: 

�x Click the  button to open the list of tours. 

�x �7�R���3�U�H�Y�L�H�Z���D���7�R�X�U�����F�O�L�F�N���W�K�H���³�3�U�H�Y�L�H�Z�´���E�X�W�W�R�Q���D�Q�G���W�K�H���F�D�P�H�U�D���Z�L�O�O���U�X�Q���W�K�U�R�X�J�K���W�K�H���7�R�X�U���R�Q�F�H�� 

�x �6�H�O�H�F�W���W�K�H���G�H�V�L�U�H�G���W�R�X�U���D�Q�G���F�O�L�F�N���W�K�H���³�6�D�Y�H�´���E�X�W�W�R�Q�����7�K�H���7�R�X�U���Z�L�O�O���D�Xtomatically begin viewing the 
sequence of Presets each time a user is not actively controlling the camera. 

�x The selected Tour will end as soon as a user takes control of a camera. 

�x �6�H�O�H�F�W���³�1�R���$�F�W�L�Y�H���7�R�X�U�´���W�R���O�H�D�Y�H���W�K�H���F�D�P�H�U�D���L�Q���W�K�H���O�D�V�W���S�R�V�L�W�L�R�Q���D���X�V�H�U���Y�L�H�Z�Hd. 

 

To delete a Tour: 

�x �&�O�L�F�N���W�K�H���³�'�H�O�H�W�H�´���E�X�W�W�R�Q���R�Q���W�K�H���O�L�V�W���R�I���W�R�X�U�V�� 

 

2.2.8: Camera Menus 

FirstView® Menu / Servers / Name of Server / Camera Name 

 

The button enables system administrators to access a �F�D�P�H�U�D�¶�V���K�D�U�G�Z�D�U�H���P�H�Q�X�V���W�K�U�R�X�J�K��
the FirstView® system. Some cameras do not have this capability �± please consult the camera 
�P�D�Q�X�I�D�F�W�X�U�H�U�¶�V���G�R�F�X�P�H�Q�W�D�W�L�R�Q���R�U��FirstView® Support for more details. 

 

2.2.9: PTZ Joystick Configuration 

FirstView® Menu / Servers / Name of Server / Camera Name 

 

The PC Joystick is an optional addition to the FirstView® system that allows users to switch video control 
from the web browser window to a 3-axis hardware joystick that is enabled for the PC. The on-screen 
camera controls are still fully functional when the Joystick is enabled. 

�7�K�H���G�H�I�D�X�O�W���V�H�W�W�L�Q�J���I�R�U���W�K�H���-�R�\�V�W�L�F�N���L�V���³�2�I�I�´���D�Q�G���X�V�H�U�V���Z�L�O�O���V�H�H���W�K�L�V���E�X�W�W�R�Q��to the right of the 
�F�D�P�H�U�D���F�R�Q�W�U�R�O�V�����7�R���H�Q�D�E�O�H���W�K�H���-�R�\�V�W�L�F�N�����F�O�L�F�N���W�K�H���³Joystick�´���E�X�W�W�R�Q. The page will refresh and the button 

will change to say . To access the Joystick config�X�U�D�W�L�R�Q�����F�O�L�F�N���W�K�H���³�6�H�W�X�S�´���E�X�W�W�R�Q���W�R���R�S�H�Q��
the pop-up window shown below. 
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�7�K�H���³�(�Q�D�E�O�H���-�R�\�V�W�L�F�N�´���E�R�[���Z�L�O�O���E�H���D�X�W�R�P�D�W�L�F�D�O�O�\���F�K�H�F�N�H�G. 

To assign actions to the four buttons on the PC Joystick: 

�x Use the drop-down menus on the left to select one of the following actions for each button: 

o No Action 

o Go to Preset:  If this action is selected, select one of the presets from the corresponding 
set of drop-�G�R�Z�Q���P�H�Q�X�V���R�Q���W�K�H���U�L�J�K�W�����7�K�H�V�H���O�L�V�W�V���V�K�R�Z���W�K�H���F�D�P�H�U�D�¶�V���S�U�H�V�H�W�V���± for a 
complete description of creating presets, please see Section 2.2.6 . 

o Invoke Wiper: For cameras equipped with a wiper, this action will turn the wiper on.  

 

To disable the Joystick: 

�x Click the Enable Joystick checkbox. 

�x The Joystick Configuration pop-up window will automatically close and the  button 

will return to the default  setting. 

 

Please see Section 3.1.2  for a complete description of how to use the PTZ joystick. 



 
                                                                  First View ® 
 

 30                                                                  August 2010 
 

2.2.10: Video Repeater Configuration 

Video repeaters are designed to allow users of one FirstView® system to view video being captured by a 
camera on a separate FirstView® system. Video repeaters can also provide an on-demand connection to 
external cameras. Please see Section 3.1.5  for a complete description of using video repeaters. 

 

To add a new Video Repeater to the FirstView® system: 

FirstView® Menu / Setup / System Setup / Device Setup  

�x �&�O�L�F�N���W�K�H���³�$�G�G���1�H�Z���'�H�Y�L�F�H�´���O�L�Q�N���R�Q���W�K�H���'�H�Y�L�F�H���6�H�W�X�S���V�F�U�H�H�Q 

o Note:  If t�K�H�U�H���L�V���P�R�U�H���W�K�D�Q���R�Q�H���V�H�U�Y�H�U�����F�O�L�F�N���W�K�H���³�$�G�G���1�H�Z���'�H�Y�L�F�H�´���O�L�Q�N���X�Q�G�H�U���W�K�H���Q�D�P�H���R�I��
the appropriate server. 

�x Assign a Unit Type (Camera) and Quantity using the drop-down menus on the window shown 
below. 

 

�x �&�O�L�F�N���W�K�H���³�$�G�G�´���E�X�W�W�R�Q���D�Q�G���F�O�R�V�H���W�K�H���S�R�S-up window. 

�x Clic�N���W�K�H���³�(�G�L�W�´���O�L�Q�N���Q�H�[�W���W�R���W�K�H���Q�H�Z���U�H�S�H�D�W�H�U���W�R���R�S�H�Q���W�K�H���S�R�S-up window shown below. 

 

�x �$�V�V�L�J�Q���D���1�D�P�H���D�Q�G���D���'�H�V�F�U�L�S�W�L�R�Q���D�Q�G���F�O�L�F�N���W�K�H���³�8�S�G�D�W�H�´���E�X�W�W�R�Q���W�R���V�D�Y�H���D�Q�\���F�K�D�Q�J�H�V�����7�R���U�H�P�R�Y�H��
�D�Q�\���F�K�D�Q�J�H�V�����F�O�L�F�N���W�K�H���³�5�H�V�H�W�´���E�X�W�W�R�Q�� 

�x A pop-up window will appear when changes are successfully saved �± �F�O�L�F�N���³�2�.�´���W�R���F�R�Q�W�L�Q�X�H���D�Q�G��
close the Update Device window. 

�x Refresh the FirstView® window and the new video repeater will appear in the list of devices of the 
server it was associated with. 
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To configure a Video Repeater: 

FirstView® Menu / Servers / Name of Server / Video Repeater Name 

�x Click the button to open the Video configuration pop-up window. 

�x Select FirstView ® Camera as the Source to display the appropriate fields shown below on the 
Video tab. 

 

The following editable fields should be defined: 

Repeated Unit ID This is the Unit ID for the video feed to be repeated. 

Server Address This is the network address of the server the repeated camera is associated with. 

Username This should be the Username for the FirstView® system the camera being 
repeated is associated with. 

Password This should be the Password for the FirstView® system the camera being 
repeated is associated with. 

Connect on Demand If checked, the repeater will only connect when accessed by a user instead of 
constantly repeating a video stream. 

Resize If checked, the repeated video will be resized according to the Video Size 
specified on this screen.  
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Video Resolution This drop-down menu determines the number of pixels in a video stream. 
Different sizes are available in the NTSC or PAL video size types. 

Width (in pixels) This field is automatically populated based on the Video Resolution selection. 

Height (in pixels) This field is automatically populated based on the Video Resolution selection. 

Submit �7�K�H���³�6�X�E�P�L�W�´���E�X�W�W�R�Q���V�D�Y�H�V���D�Q�\���F�K�D�Q�J�H�V�� 

 

Note:  Video repeaters can be configured to record video clips on the Recording tab just like any other 
camera. Please see Section 2.2.4  for more details on configuring video recorders.  

2.3: Sensor Setup 
 

2.3.1: Initial Setup 

FirstView® Menu / Setup / System Setup / Device Setup  

 

To add a new sensor to the FirstView® system: 

�x �&�O�L�F�N���W�K�H���³�$�G�G���1�H�Z���'�H�Y�L�F�H�´���O�L�Q�N���R�Q���W�K�H���'�H�Y�L�F�H���6�H�W�X�S���V�F�U�H�H�Q 

o Note:  �,�I���W�K�H�U�H���L�V���P�R�U�H���W�K�D�Q���R�Q�H���V�H�U�Y�H�U�����F�O�L�F�N���W�K�H���³�$�G�G���1�H�Z���'�H�Y�L�F�H�´���O�L�Q�N���X�Q�G�H�U���W�K�H���Q�D�P�H���R�I��
the appropriate server. 

�x �6�H�O�H�F�W���³�6�H�Q�V�R�U�´���D�V���W�K�H Unit Type and select a Quantity using the drop-down menus on the 
window shown below. 

 

�x �&�O�L�F�N���W�K�H���³�$�G�G�´���E�X�W�W�R�Q���D�Q�G���F�O�R�V�H���W�K�H���S�R�S-up window. 

�x �&�O�L�F�N���W�K�H���³�(�G�L�W�´���O�L�Q�N���Q�H�[�W���W�R���Whe new sensor to open the pop-up window shown below. 
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�x �$�V�V�L�J�Q���D���1�D�P�H���D�Q�G���D���'�H�V�F�U�L�S�W�L�R�Q���D�Q�G���F�O�L�F�N���W�K�H���³�8�S�G�D�W�H�´���E�X�W�W�R�Q���W�R���V�D�Y�H���D�Q�\���F�K�D�Q�J�H�V�����7�R���U�H�P�R�Y�H��
�D�Q�\���F�K�D�Q�J�H�V�����F�O�L�F�N���W�K�H���³�5�H�V�H�W�´���E�X�W�W�R�Q�� 

�x A pop-up window will appear when changes are successfully saved �± cli�F�N���³�2�.�´���W�R���F�R�Q�W�L�Q�X�H���D�Q�G��
close the Update Device window. 

�x Refresh the FirstView® window and the new sensor will appear in the list of devices of the server 
it was associated with. 

 

2.3.2: Sensor Setup 

FirstView® Menu / Servers / Name of Server / Sensor Name 

To define the basic settings for a new sensor, click the  button on the sensor screen. 

�x The pop-up window shown below will open: 

 

�x Select a Device Type and the appropriate fields below will be displayed: 

o Device Type:  This drop-down menu allows users to select a sensor type from the list of 
sensors supported by the FirstView® System. (Please see Chapter 4  for more details on 
Sensor Types.) 

o Sensor Host:  This is the network address of the sensor. 
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o Sensor Port (not required for all sensors):  This is the port number the sensor will use 
to communicate with the server. 

o Sensor Polling Interval (not required for all sensors):  This is the amount of time (in 
ms) between requests for status from the sensor. 

 

2.3.3: Sensor Configuration 

FirstView® Menu / Servers / Name of Server / Sensor Name 

 

After the Sensor Setup process is complete, complete the following process to define additional details 
about the new sensor: 

 

For the Adam 6051, Axis Encoder Device, and Intelligent Video Types  that contain multiple sensors 

within each device (or multiple video analytics within each server), click the  button next to the 
sensor you wish to configure. 

 

 

 

For all other Device Types , click the  button to configure the sensor. 
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�x The pop-up window shown below will open �Z�L�W�K���W�K�H���³�&�D�P�H�U�D�V�´���W�D�E���V�H�O�H�F�W�H�G: 

 

To associate a camera with the sensor: 

�x �&�O�L�F�N���W�K�H���F�K�H�F�N�E�R�[���Q�H�[�W���W�R���W�K�H���F�D�P�H�U�D���Q�D�P�H���L�Q���W�K�H���³�$�Y�D�L�O�D�E�O�H���&�D�P�H�U�D�V�´���V�H�F�W�L�R�Q�� 

�x �&�O�L�F�N���W�K�H���³Save�´���E�X�W�W�R�Q�� 
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�x Note:  When a sensor generates an alarm, the associated camera can display video of the area of 
interest at the time of the alarm. Please see Section 6.5  for more details. 

�x If a PTZ camera is associated with a sensor, a preset must be created for that camera that has 
the exact name as the sensor device and a view of the sensor area. When an alarm is generated 
from that sensor, the PTZ camera will move to that preset to capture video from that area. 

o For example, the device name of the chemical sensor in the example above is 7 �± GID-3 
10.155, and the associated camera is a PTZ camera called Pelco Roof 10.199 . A preset 
called 7 �± GID-3 10.155 must be created on the Pelco Roof 10.199  camera device. 
Please see Section 2.2.6  for more details on configuring presets. 

 

To remove an association: 

�x �&�O�L�F�N���W�K�H���³�5�H�P�R�Y�H�´���O�L�Q�N���Q�H�[�W���W�R���W�K�H���F�D�P�H�U�D���Q�D�P�H���L�Q���W�K�H���³�6�H�O�H�F�W�H�G���&�D�P�H�U�D�V�´���V�H�F�W�L�R�Q�� 

�x �7�K�H�U�H���L�V���D�O�V�R���D�Q���R�S�W�L�R�Q���W�R���³�5�H�P�R�Y�H���$�O�O�´���D�V�V�R�F�L�D�W�H�G���F�D�P�H�U�D�V�� 

 

�7�R���D�F�F�H�V�V���W�K�H���³�$�W�W�U�L�E�X�W�H�V�´���V�F�U�H�H�Q�����F�O�L�F�N���R�Q �W�K�H���³�$�W�W�U�L�E�X�W�H�V�´���W�D�E�����7�K�L�V���V�F�U�H�H�Q���D�O�O�R�Z�V���X�V�H�U�V���W�R���G�H�I�L�Q�H���W�K�H���W�\�S�H��
of alarm generated by a sensor. Please see Section 6.4  for more details on how the FirstView® Alarm 
System uses the details defined on this screen. 

 

�x Severity:  This drop-down menu offers the following levels of alarm severity: 

o None 

o Info 

o Warning 
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o High 

o Critical 

�x Description: This field is pre-populated with the name of the sensor and can be modified to be 
more specific. 

�x Action: Click t�K�H���³�6ave�´���E�X�W�W�R�Q���W�R���V�D�Y�H���D�Q�G���W�K�H���³�&�D�Q�F�H�O�´���E�X�W�W�R�Q���W�R���G�L�V�U�H�J�D�U�G���D�Q�\���F�K�D�Q�J�H�V�� 

 

�7�R���D�F�F�H�V�V���W�K�H���³�6�F�K�H�G�X�O�H�´���V�F�U�H�H�Q�����F�O�L�F�N���R�Q���W�K�H���³�6�F�K�H�G�X�O�H�´���W�D�E�����7�K�L�V���V�F�U�H�H�Q���D�O�O�R�Z�V���X�V�H�U�V���W�R���G�H�I�L�Q�H���W�K�H��
alarm schedule for the sensor. 

 

�x Use Device Schedule:  Checking this box will ignore the system-wide rules for alarm scheduling 
and implement a schedule specific to the sensor on a day-by-day basis. Please see Section 2.12  
for more details on configuring the system-wide alarm schedule. 

o All Day:  If this option is selected, alarms from this sensor will never be suppressed and 
will always be processed as active alarms in FirstView®.  

o Disabled:  If this option is selected, alarms from the sensor will always be suppressed 
and will never appear as active alarms in FirstView®. 
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o Range:  If this option is selected, a time range must be specified. Alarms from this sensor 
will be processed as active alarms in FirstView® only during the time range specified . 
Alarms will be suppressed during all other times.  

�x Action: �&�O�L�F�N���W�K�H���³�6�D�Y�H�´���E�X�W�W�R�Q���W�R���V�D�Y�H���D�Q�G���W�K�H���³�&�D�Q�F�H�O�´���E�X�W�W�R�Q���W�R���G�L�V�U�H�J�D�U�G���D�Q�\���F�K�D�Q�J�H�V�� 

 

2.4: Geographic Map Setup 
FirstView® Menu / Setup / System Setup / Geographic Map Setup  

 

Note:  A public internet gateway is required for this feature so the FirstView® system can communicate 
with GoogleMaps. 

2.4.1: Initial Setup 

The Initial Setup for Geographic Maps is performed outside the FirstView® system. Administrators should 
complete the following process on the primary server to activate the Geographic Maps feature. 

�x Create a Google Account at: http://www.google.com/accounts 

o An active email address is the only requirement. 

�x Sign up for Google Maps API (Application Programming Interface) at: 
http://code.google.com/apis/maps/signup.html 

o Enter the URL of your FirstView® server  

o Example: http://developer.livewave.net 

�x �&�O�L�F�N���W�K�H���³�*�H�Q�H�U�D�W�H���$�3�,���.�H�\�´���E�X�W�W�R�Q�����F�R�S�\���W�K�H���N�H�\���W�R���D���W�H�[�W���I�L�O�H�����D�Q�G���V�D�Y�H���Whe file. 

o Sample API Key: 
ABQIAAAANEXdyJdNNdev1SgG_FP54BSlw24INOCwA8N19AehPDQB
9d-SThSpwRTcMKkMkfE9xk5VJ6qhujjcHA  

�x Modify the Map Configuration Properties File 

o Open the MapConfig  file:  

Located in C:\LiveWave\FirstViewWeb\webapps\ROOT\WEB-INF\data  

o Define the Geographic Map Properties as follows: 

�ƒ geoMap=true 

�ƒ geomapServer=true 

�ƒ googleMapKey=(Paste API Key here.)  

�ƒ lat=(This should be an exact latitude �± e.g. lat=41.500671)  

�x Note:  lat and lng determine the initial focal point of the Geo Map. 

�ƒ lng=(This should be an exact longitude �± e.g. lng=-71.283503)  

�ƒ zoomLevel=(This can be any number between 1 and 18, which 
corresponds with the zoom levels on the Geographic Map.)  

�ƒ geoMapHost=(leave blank)  
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�x Restart FirstView® services to apply changes. 

 

2.4.2: Geographic Map Configuration 

�7�R���D�G�G���R�U���U�H�P�R�Y�H���G�H�Y�L�F�H�V���W�R���W�K�H���*�H�R�J�U�D�S�K�L�F���0�D�S���R�Q���W�K�H���*�H�R�J�U�D�S�K�L�F���0�D�S���6�H�W�X�S���V�F�U�H�H�Q�����F�O�L�F�N���W�K�H���³�6�K�R�Z��
�'�H�Y�L�F�H�V�´���E�X�W�W�R�Q���D�W���W�K�H���W�R�S���R�I���W�K�H���V�F�U�H�H�Q�����$�V���W�K�H���L�P�D�J�H���E�H�O�R�Z���V�K�R�Z�V�����D��pop-up window will appear listing 
all available devices.  

 

To add a device: 

�x Clic�N���W�K�H���³�´��button �R�Q���W�K�H���³�'�H�Y�L�F�H�V�´��pop-up window 
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�x The cursor will change into a hand with a blue arrow �± drag the arrow onto the map and drop the 
device icon onto the map. 

�x Devices can be moved on the map by dragging and dropping the device icon. 

�x Note:  A device can only appear once on the Geographic map. 

 

To remove a device: 

�x �&�O�L�F�N���W�K�H���³�  ́�E�X�W�W�R�Q���R�Q���W�K�H���³�'�H�Y�L�F�H�V�´��pop-up window, or 

�x �&�O�L�F�N���W�K�H���³�'�H�O�H�W�H���'�H�Y�L�F�H�V�´���E�X�W�W�R�Q���D�W���W�K�H���W�R�S���R�I���W�K�H���V�F�U�H�H�Q���D�Q�G���W�K�H�Q���F�O�L�F�N���D���G�H�Y�L�F�H���L�F�R�Q���R�Q���W�K�H���P�D�S��
to delete it. 

�x Once a device has been deleted, it can be added again. 

 

Note:  �$�G�G�L�W�L�R�Q���R�U���U�H�P�R�Y�D�O���R�I���G�H�Y�L�F�H�V���Z�L�O�O���Q�R�W���E�H���V�D�Y�H�G���X�Q�O�H�V�V���W�K�H���X�V�H�U���F�O�L�F�N�V���W�K�H���³�6�D�Y�H�´���E�X�W�W�R�Q���D�W���W�K�H���W�R�S��
of the screen before navigating to a new page. 

 

�7�R���I�L�O�W�H�U���W�K�H���O�L�V�W���R�I���D�Y�D�L�O�D�E�O�H���G�H�Y�L�F�H�V�����F�O�L�F�N���W�K�H���³�)�L�O�W�H�U�´���E�X�W�Won to open the pop-up window shown below. 
Users can filter according to: 

�x Type:  �8�V�H�U�V���F�D�Q���V�H�O�H�F�W���³�$�O�O�´���R�U���D�Q���L�Q�G�L�Y�L�G�X�D�O���G�H�Y�L�F�H type. 

�x Name:  Users can filter by device name using this drop-down menu and the entry field below it. 

o Drop-down Menu Options: Any Name, Starts With, Ends With, Contains 

 

 

 

�x �7�R���D�S�S�O�\���W�K�H���I�L�O�W�H�U�����F�O�L�F�N���W�K�H���³�6�D�Y�H�´���E�X�W�W�R�Q�� 

�x �7�R���H�U�D�V�H���D�Q�\���I�L�O�W�H�U�V���D�S�S�O�L�H�G���E�H�I�R�U�H���V�D�Y�L�Q�J�����F�O�L�F�N���W�K�H���³�5�H�V�W�R�U�H�´���E�X�W�W�R�Q�� 

�x �7�R���F�O�H�D�U���D�Q�\���I�L�O�W�H�U�V�����F�O�L�F�N���W�K�H���³�&�O�H�D�U�´���E�X�W�W�R�Q���D�Q�G���W�K�H�Q���W�K�H���³�6�D�Y�H�´���E�X�W�W�R�Q���W�R���U�H�P�R�Y�H���W�K�H���I�L�O�W�H�U�� 
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2.4.3: Preset Location Configuration 

�7�R���D�V�V�L�J�Q���D���S�U�H�F�L�V�H���O�D�W�L�W�X�G�H���D�Q�G���O�R�Q�J�L�W�X�G�H���I�R�U���D���3�7�=���F�D�P�H�U�D�¶�V���H�[�L�V�W�L�Q�J���S�U�H�V�H�W�V�� 

�x Click on a camera device icon on the Geographic Map. 

�x �&�O�L�F�N���W�K�H���³�6�K�R�Z���3�U�H�V�H�W�V�´���E�X�W�W�R�Q���W�R���R�S�H�Q���W�K�H���V�F�U�H�H�Q���V�K�R�Z�Q���E�H�O�R�Z�� 

 

�x Select an existing Preset from the drop-down menu. 

�x �&�O�L�F�N���W�K�H���³�$�G�G�´���E�X�W�W�R�Q�� 

�x The cursor will change into a blue arrow �± drag the arrow onto the map and drop the red flag icon 
onto the map. 

�x Preset locations can be moved on the map by dragging and dropping the red flag icon. The 
latitude and longitude fields will be automatically populated based on the location of the red flag 
icon on the Geographic Map. 

o Note:  Make sure the area viewed by a camera matches the physical location assigned to 
each Preset.  

�x �&�O�L�F�N���W�K�H���³�6�D�Y�H�´���E�X�W�W�R�Q���W�R���Vave the precise latitude and longitude of the Preset. 

�x �&�O�L�F�N���W�K�H���³�'�H�O�H�W�H�´���E�X�W�W�R�Q���W�R���G�H�O�H�W�H���W�K�H���3�U�H�V�H�W�� 
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Note:  This process ensures that camera presets are properly configured with an accurate latitude and 
longitude. Accurate preset locations are required for the Geographic Map Spotter to work properly. 
Please see Section 5.1.4  for more details on using the Spotter. 

 

2.5: Image Map Setup 
FirstView® Menu / Setup / System Setup / Image Map Setup  

 

2.5.1: Uploading Image Maps 

To add an Image Map, click the �³�1�H�Z�´��button. The pop-up window shown below will appear, requesting a 
name for the new Image Map and a location to upload the file from. Once you have completed the 
�U�H�T�X�L�U�H�G���L�Q�I�R�U�P�D�W�L�R�Q�����F�O�L�F�N���W�K�H���³�6�D�Y�H�´���E�X�W�W�R�Q���D�Q�G���Whe Image Map will appear on the Image Map Setup 
screen.  

The following file types can be uploaded as Image Maps: 

�x .gif 
�x .png 
�x .jpg or .jpeg 

 

 

�7�R���H�G�L�W���W�K�H���Q�D�P�H���R�I���D�Q���,�P�D�J�H���0�D�S�����F�O�L�F�N���W�K�H���³�´��button on the Image Map Setup screen to open the 
pop-up window shown �E�H�O�R�Z�����8�S�G�D�W�H���W�K�H���,�P�D�J�H���0�D�S���1�D�P�H���I�L�H�O�G�����D�Q�G���F�O�L�F�N���W�K�H���³�6�D�Y�H�´���E�X�W�W�R�Q���E�H�I�R�U�H��
closing the window.  
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�7�R���G�H�O�H�W�H���D�Q���,�P�D�J�H���0�D�S�����F�O�L�F�N���W�K�H���³�´��button on the Image Map Setup screen. A pop-up window will 
open to confirm the action �± �F�O�L�F�N���³�2�.�´���W�R���F�R�Q�W�L�Q�X�H�� 

To dele�W�H���D�O�O���,�P�D�J�H���0�D�S�V�����F�O�L�F�N���W�K�H���³�'�H�O�H�W�H���$�O�O�´���E�X�W�W�R�Q���R�Q���W�K�H���,�P�D�J�H���0�D�S���6�H�W�X�S���V�F�U�H�H�Q�� 

 

2.5.2: Image Map Configuration 

�7�R���F�R�Q�I�L�J�X�U�H���D�Q���X�S�O�R�D�G�H�G���,�P�D�J�H���0�D�S�����F�O�L�F�N���W�K�H���³�´���E�X�W�W�R�Q���R�Q���W�K�H���,�P�D�J�H���0�D�S���6�H�W�X�S���V�F�U�H�H�Q�����7�R���D�G�G��

devices to, or remove devices from, the Image Map, click the Image Map menu button at the top left 
�R�I���W�K�H���V�F�U�H�H�Q���D�Q�G���V�H�O�H�F�W���³�6�K�R�Z���'�H�Y�L�F�H�V�´���I�U�R�P���W�K�H���P�H�Q�X�����$�V���W�K�H���L�P�D�J�H���E�H�O�R�Z���V�K�R�Z�V�����D���S�R�S-up window 
will appear listing all available devices. 
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To add a device: 

�x Drag any device from the list and drop onto the image map. 

�x Devices can be moved on the map by dragging and dropping the device icon. 

�x Note:  A device can only appear once on each map. 

 

To remove a device: 

�x Right-click on a device icon  �D�Q�G���V�H�O�H�F�W���³�'�H�O�H�W�H���´ 

�x Once a device has been deleted, it can be added again. 

 

To change the direction of a fixed camera device icon: 

�x Right-click on a fixed camera device icon  and select one of the eight possible directions for the 
device icon to point. 

o North, North East, East, South East, South, South West, West, North West 

�x Note:  PTZ camera and Sensor device icons cannot be rotated. 

 

Note:  Modifications to the image map will not be saved unless the user clicks the Image Map menu 

button �D�W���W�K�H���W�R�S���O�H�I�W���R�I���W�K�H���V�F�U�H�H�Q���D�Q�G���V�H�O�H�F�W�V���³�6�D�Y�H���0�D�S�´���I�U�R�P���W�K�H���P�H�Q�X���E�H�I�R�U�H���Q�D�Y�L�J�D�W�L�Q�J���W�R��a new 
page. 
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2.5.3: Image Map Settings 

To modify the settings for an image map, click the Image Map menu button at the top left of the 
�V�F�U�H�H�Q���D�Q�G���V�H�O�H�F�W���³�&�R�Q�I�L�J�X�U�H���0�D�S�´���I�U�R�P���W�K�H���P�H�Q�X�� 

 

The following settings can be modified: 

�x Device Name Display 

o Checking �W�K�H���³�1�D�P�H���7�D�J�V�´���F�K�H�F�N�E�R�[���Z�L�O�O���G�L�V�S�O�D�\���W�K�H���G�H�Y�L�F�H���Q�D�P�H���D�E�R�Y�H���W�K�H���L�F�R�Q�� 

o �7�K�H���³�1�D�P�H���7�L�S�V�´���F�K�H�F�N�E�R�[���L�V���V�H�O�H�F�W�H�G���E�\���G�H�I�D�X�O�W�����:�K�H�Q���D���X�V�H�U���K�Rlds the cursor over an 
icon, the device name is displayed in a pop-up box. 

�x Device Icon Size 

o Select the radio button for Large, Medium, or Small Device Icons. 

�x Background Image Opacity 

o Modifying this setting will change the level of transparency of the image map. 

o The user can either enter a percentage (in increments of 10%) or use the slider to select 
the desired amount of image map transparency. 

 

Note:  �&�O�L�F�N���W�K�H���³�$�S�S�O�\�´���E�X�W�W�R�Q���W�R���D�S�S�O�\���W�K�H���Q�H�Z���V�H�W�W�L�Q�J�V���R�U���³�&�D�Q�F�H�O�´���W�R���U�H�W�X�U�Q���W�R���W�K�H���,�P�D�J�H���0�D�S�� 
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2.5.4: Enabling Layered Image Maps 

To enable the layered image maps feature, a system administrator should complete the following process 
on the primary server. 

�x  Modify the Kiosk Config Properties File 

o Open the KioskConfig.properties  file:  

Located in C:\LiveWave\FirstViewWeb\webapps\ROOT\WEB-INF\data  

o Define the Layered Image Map setting as follows: 

�ƒ mapDrilldown=true  

�x Note: The default value is false. 

�ƒ All other settings in this file can be left with the default values. 

 

�x Restart the FirstView® services to apply changes. 

 

2.5.5: Layered Image Map Configuration 

Once all image maps have been configured according to the process outlined in Section 2.5.2 , users can 
nest secondary image maps within a primary image map to create a layered image map. 

 

To create a layered image map, �F�O�L�F�N���W�K�H���³�&�R�Q�I�L�J�´���E�X�W�W�R�Q���R�Q���W�K�H���,�P�D�J�H���0�D�S���6�H�W�X�S���V�F�U�H�H�Q���W�R���F�R�Q�I�L�J�X�U�H���W�K�H��
primary image map.  

�x Open the list of configured image maps on the FirstView® Menu (FirstView® Menu / Image Maps) 

�x Drag and drop the secondary image maps from the menu onto the primary image map 



Administrative Guide & User Manual                                                                  
 

 
August 2010           47 

 

As shown above, the secondary image maps will appear as icons on the primary image map. Please see 
Section 5.2.4  for more details on accessing layered image maps. 

 

2.6: User Access Setup 

FirstView® Menu / Setup / User Access Setup 

Note:  The User and Role tabs on the User Administrati�R�Q���S�D�J�H���D�O�O�R�Z���X�V�H�U�V���W�R���V�R�U�W���G�D�W�D���E�\���W�K�H���³�1�D�P�H�´��
column on each tab. Click on the column title to sort the data. 

 

2.6.1: Resource Access and Permissions Overview 

Access to resources (e.g. cameras and sensors) within a FirstView® system is controlled through a 
combination of user roles and permissions. The descriptions below outline the relationship between these 
core aspects. 

User Roles: 

�x Assigned to users �± each user is assigned to one user role. 

�x Used to organize groups of users and control access to resources and permitted actions. 

�x Permissions are assigned by user role. 

�x Custom roles may be created to provide a more granular level of detail �± a FirstView® system can 
�K�D�Y�H���D�V���P�D�Q�\���X�V�H�U���U�R�O�H�V���D�V���Q�H�F�H�V�V�D�U�\���W�R���D�S�S�U�R�S�U�L�D�W�H�O�\���F�R�Q�W�U�R�O���D���X�V�H�U�¶�V���D�F�W�L�R�Q�V���D�Q�G���D�F�F�H�V�V���Z�L�W�K�Ln the 
system. 

Permissions: 

�x Control what actions users are allowed to perform within a FirstView® system.  

�x Permissions assigned to each resource or resource type by user role. 
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�x Consist of two basic types: System Permissions and Resource Permissions 

o System Permissions control what actions users are allowed to perform in a FirstView® system 
(e.g. View Alarms) 

o Resource Permissions control what actions users are allowed to perform for specific 
resources (e.g. View Camera) 

 

2.6.2: Managing Users 

FirstView® Menu / Setup / User Access Setup / User Administration  

 

The User Administration page allows system administrators to manage users and edit user roles. Click 
�W�K�H���³�8�V�H�U�´���W�D�E���W�R���R�S�H�Q���W�K�H���V�F�U�H�H�Q���V�K�R�Z�Q���E�H�O�R�Z�� 

 

 

 

To add a new user: 

�x �&�O�L�F�N���W�K�H���³�1�H�Z�´���E�X�W�W�R�Q���D�W���W�K�H���E�R�W�W�R�P of the screen. 

�x A new screen will open with the following fields: 

o Username: Enter the username (case sensitive). 

o Password: The password complexity requirements defined for the system determine the 
length and types of characters required for a password. Please see Section 2.7.1  for 
more details on defining these requirements. 

o Password (confirm) 

o Display Name: This optional field should be the same as the username. 
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o Role: Select a user role from the drop-down menu.  

�ƒ Default Roles:  Administrators, Operators, Supervisors, and Visitors. 

�ƒ New roles can be created and assigned to users. Please see Section 2.6.3  for 
more details on creating User Roles. 

�ƒ �&�O�L�F�N���W�K�H���³Save�  ́button �W�R���V�D�Y�H���W�K�H���D�V�V�L�J�Q�H�G���U�R�O�H���R�U���W�K�H���³�&�D�Q�F�H�O�´���E�X�W�W�R�Q to undo 
any changes made before saving. 

�ƒ Note:  The Role assigned to a user determines the level of access granted within 
the system. Please see Section 2.6.4  for more details on permissions. 

o Agency: This optional field allows the administrator to associate each user with the 
company or department they work for. 

o Email: �7�K�L�V���R�S�W�L�R�Q�D�O���I�L�H�O�G���D�O�O�R�Z�V���W�K�H���D�G�P�L�Q�L�V�W�U�D�W�R�U���W�R���L�Q�F�O�X�G�H���W�K�H���X�V�H�U�¶�V���H�P�D�L�O���D�G�G�U�H�V�V�� 

o Active:  Check the checkbox to activate the user, uncheck to deactivate. If an account is 
not active, the user will not be allowed to login to the system. 

o Reset Password:  Check the checkbox to reset the password, which will force the user to 
create a new password the first (or next) time they login. A temporary password must be 
assigned and given to the user so they can complete the password change process.  

�ƒ This allows the user to create their own password instead of using the password 
assigned by the system administrator. Please see Section 1.3.2  for more details. 

o Account Locked: Check the checkbox to manually lock the user out of the system or 
uncheck to unlock the user account. 

�ƒ User accounts are locked after four consecutive unsuccessful login attempts. 
Please see Section 1.5  for more details. 

o Password Expires: Check the checkbox to enforce the periodic password change 
requirements defined for the system.  

�ƒ If periodic password changes should be enforced for all users, be sure to check 
this checkbox during each user setup. Please see Section 2.7.2  for more details 
about configuring password expiration. 

�x �&�O�L�F�N���W�K�H���³�6�D�Y�H�´���E�X�W�W�R�Q���W�R���V�D�Y�H���W�K�H���Q�H�Z���X�V�H�U���R�U���W�K�H���³�&�D�Q�F�H�O�´���E�X�W�W�R�Q���W�R���X�Q�G�R���D�Q�\���F�K�D�Q�J�H�V���P�D�G�H��
before saving. 
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Note:  �7�R���H�G�L�W���D���X�V�H�U�¶�V���L�Q�I�R�U�P�D�W�L�R�Q�����F�O�L�F�N���W�K�H���³�´���E�X�W�W�R�Q���R�Q���W�K�H���8�V�H�U���W�D�E���D�I�W�H�U���D���X�V�H�U���K�D�V���E�H�H�Q���F�U�H�D�W�H�G�� 

 

To delete a current user: 

�x �&�O�L�F�N���W�K�H���³�´���E�X�W�W�R�Q �Q�H�[�W���W�R���D���X�V�H�U�¶�V���Q�Dme. The user will be immediately removed from the list. 

 

2.6.3: Configuring User Roles 

FirstView® Menu / Setup / User Access Setup / User Administration 

 

�7�R���Y�L�H�Z���W�K�H���O�L�V�W���R�I���8�V�H�U���5�R�O�H�V�����F�O�L�F�N���W�K�H���³�5�R�O�H�´���W�D�E���W�R���R�S�H�Q���W�K�H���V�F�U�H�H�Q���V�K�R�Z�Q���E�H�O�R�Z�� 
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To add a new User Role 

�x �&�O�L�F�N���W�K�H���³�1�H�Z�´���E�X�W�W�R�Q�����D�Q�G���G�H�I�L�Q�H���W�K�H���I�R�O�O�R�Z�L�Q�J���I�L�H�O�G�V�� 

o Name 

o Description  

o Active:  Use the checkbox to activate or deactivate a user role. 

o Camera Control Lease Time:  The amount of time (in seconds) a user role is allowed to 
control a camera. 

o Camera Control Usurp Priority:  Low priority numbers indicate more power within the 
system. User roles with lower Usurp Priority can take control of a camera if a user with a 
higher Usurp Priority is controlling it. 

�ƒ e.g. Administrators are priority level 100 and Visitors have priority level 400 

o Max Video Framerate:  The maximum number of frames per second in a video stream 
that can be defined during the video configuration process. 
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To edit a User Role: 

�x �&�O�L�F�N���W�K�H���³�´���E�X�W�W�R�Q���W�R���P�R�G�L�I�\���D�Q�\���R�I���W�K�H���L�Q�I�R�U�P�D�W�L�R�Q���D�I�W�H�U a User Role has been created. 

 

To delete a User Role: 

�x �&�O�L�F�N���W�K�H���³�´���E�X�W�W�R�Q next to a role name. The role will be immediately removed from the list. 

o Note:  The Administrator and Programmatic roles cannot be deleted. 

 

2.6.4: Configuring Permissions by User Role 

FirstView® Menu / Setup / User Access Setup / Resource Administration  

 

On the �³�3�H�U�P�L�V�V�L�R�Q���E�\���5�R�O�H�´ tab, permissions are assigned to resource types (e.g. cameras or sensors) 
by user role. Permissions define which actions can be performed by each user role. Assigning 
permissions by role is an efficient way to define access to all resources in a FirstView® system. 

 

To edit the Permissions associated with a Resource Type: 

�x Use the first drop-down menu to select a User Role. 

�x Use the second drop-down menu to select a Resource Type. 
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o Resource Types: 

�ƒ Camera:  Actions related to viewing, controlling, or configuring cameras. 

�ƒ FirstView ® System:  Actions related to configuring maps, groups, alarms, and 
system settings. 

�ƒ Image Map:  Actions related to viewing and configuring image maps. 

�ƒ Sensor System:  Actions related to viewing or configuring sensors. 

�ƒ Web Content:  Actions related to viewing or configuring web content units. 

o Note:  The permissions displayed on the page will change depending on which resource 
type is selected. There are different permissions associated with each resource type. 

�x The page shown below will display with the list of actions that can be restricted by user role. 

 

�x Use the checkboxes to add or remove permissions assigned to each user role. 

o Note:  The checkbox at the top of each column with select or de-select all. 
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o Default Roles:  Administrators, Operators, Supervisors, and Visitors. New roles can be 
created and will appear on this drop-down menu. Please see Section 2.6.3  for more 
details on creating User Roles. 

o Note:  By default, permissions associated with the Administrator role cannot be modified. 

�x �&�O�L�F�N���W�K�H���³Save�  ́button to save the defined permissions. 

�x Select another Resource Type and repeat the above process until all resources have been 
assigned permissions for the selected user role.  

 

Important note : Repeat this process for each role in the FirstView® system. 

 

The table below explains the role of each permission within the FirstView® system. 

Permission Name Resource Type Description 

Capture Images Camera Controls the ability to capture images from live 
and recorded video. 

Configure Camera Camera Controls the ability to configure the settings for 
live video, camera controls, and video recordings. 

Control Camera Camera Controls the ability to use the PTZ controls for 
cameras.  

Control On Screen Menu Camera �&�R�Q�W�U�R�O�V���W�K�H���D�E�L�O�L�W�\���W�R���D�F�F�H�V�V���W�K�H���F�D�P�H�U�D�¶�V��
hardware menus through FirstView®. 

Usurp Control Camera Controls the ability to usurp control of a camera 
from another user with a lower priority level. 

View Camera Camera Controls the ability to view live video from a 
camera. 

Acknowledge Alarm FirstView® System Controls the ability to acknowledge an alarm on 
the Alarm View screen. 

Clear Alarm FirstView® System Controls the ability to clear an alarm on the Alarm 
View screen. 

Configure Alarms FirstView® System Controls the ability to define the email and global 
alarm schedule settings. 

Configure Display Groups FirstView® System Controls the ability to define owners of Display 
camera groups. 

Configure Geographic Map FirstView® System Controls the ability to add devices to the 
Geographic Map and change device locations. 

Configure Location Groups FirstView® System Controls the ability to create and modify Location 
camera groups. 

Configure System 

*Administrators Only* 

FirstView® System Controls the ability to access the FirstView® 
Setup menu and configure user administration, 
server and device setup, licensing, and video 
storage settings. 

Control Recorder FirstView® System Controls the ability to start and stop recordings 
(in Manual and Continuous Modes), and switch 
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between the three recording modes. 

Delete Recordings FirstView® System Controls the ability to delete recordings. 

Playback Recordings FirstView® System Controls the ability to play recordings. 

Export Recordings FirstView® System Controls the ability to download recordings (via 
�³�G�R�Z�Q�O�R�D�G�´���I�X�Q�F�W�L�R�Q���R�Q���)�9���0�H�G�L�D���D�Q�G���³�H�[�S�R�U�W�´��
function on device pages). 

View Alarm FirstView® System Controls the ability to view alarms on the Alarm 
View screen and in Alarm MuxView. 

View Geo Map FirstView® System Controls the ability to view the Geographic Map.  

Configure Image Map Image Map Controls the ability to add devices to Image Maps 
and change device locations. 

View Image Map Image Map Controls the ability to view image maps. 

Configure Sensor System Sensor System Controls the ability to configure the settings for 
sensors. 

Control Sensor System Sensor System Controls the ability to send commands to sensors 
through FirstView®. 

View Sensor System Sensor System Controls the ability to view sensor status on 
Image and Geographic Maps. 

Configure Web Content Web Content Controls the ability to define the source for a web 
content unit. 

View Web Content Web Content Controls the ability to view a web content unit. 

 

Dependent Permissions: 

There are nine permissions that are dependent on one (or more) other permissions. Each of these 
dependent permissions does not give users the ability to perform any actions unless the associated 
�S�H�U�P�L�V�V�L�R�Q���V�����L�V���D�O�V�R���D�V�V�L�J�Q�H�G���W�R���W�K�H���X�V�H�U���U�R�O�H�������H���J�����,�I���D���X�V�H�U���L�V���D�V�V�L�J�Q�H�G���W�K�H���³�&�D�S�W�X�U�H���,�P�D�J�H�V�´��
permission but does not have �W�K�H���³�9�L�H�Z���&�D�P�H�U�D�´���S�H�U�P�L�V�V�L�R�Q�����K�H���Z�L�O�O���Q�R�W���E�H���D�E�O�H���W�R���Y�L�H�Z���Y�L�G�H�R���I�U�R�P���D��
camera and will therefore be unable to capture images from the video.) 

The table below defines these dependent relationships: 

Dependent Permission Name Associated Permission(s) 

Configure Camera  View Camera 

Capture Images  View Camera 

Control Camera  View Camera 

Configure Image Map  View Image Map & Configure System 

Configure Geographic Map  View Geographic Map & Configure System 

Acknowledge Alarm  View Alarm 

Clear Alarm View Alarm 

Configure Sensor System View Sensor System 

Configure Web Content View Web Content 
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2.6.5: Configuring Permissions by System Resource 

FirstView® Menu / Setup / User Access Setup / Resource Administration  

 

On the �³�3�H�U�P�L�V�V�L�R�Q���E�\���5esource �  ́tab, permissions are assigned to individual resources (e.g. cameras 
or sensors) by user role. Permissions define which actions can be performed by each user role. Assigning 
permissions by resource is an efficient way to control access to a particular resource in a FirstView® 
system. 

 

To edit the Permissions associated with a specific resource: 

�x Use the first drop-down menu to select a Resource Type. 

�x Use the second drop-down menu to select a Resource (e.g. a camera). 

o Resource Types: 

�ƒ Camera:  Actions related to viewing, controlling, or configuring cameras. 

�ƒ FirstView ® System:  Actions related to configuring maps, groups, alarms, and 
system settings. 

�ƒ Image Map:  Actions related to viewing and configuring image maps. 

�ƒ Sensor System:  Actions related to viewing or configuring sensors. 

�ƒ Web Content:  Actions related to viewing or configuring web content units. 

o Note:  The permissions displayed on the page will change depending on which resource 
type is selected. There are different permissions associated with each resource type. 

�x The page shown below will display with the list of actions that can be restricted by user role. 

 

 

 

�x Use the checkboxes to add or remove permissions assigned to each user role. 
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o Note:  The checkbox at the top of each column with select or de-select all. 

o Default Roles:  Administrators, Operators, Supervisors, and Visitors. New roles can be 
created and will appear on this page. Please see Section 2.6.3  for more details on 
creating User Roles. 

o Note:  By default, permissions associated with the Administrator role cannot be modified. 

�x �&�O�L�F�N���W�K�H���³Save�  ́button to save the defined permissions. 

�x Select another Resource and repeat the above process until all resources have been assigned 
permissions.  

 

2.6.7: User Auditing 

FirstView® Menu / Setup / User Access Setup / User Auditing  

 

The User Auditing screen allows system administrators to view the actions of any or all users of the 
FirstView® system. As the image below shows, administrators can filter the results by choosing one or all 
of the following options: 

�x Type of activity:  Administrators can sort by individual activities, such as Camera View Start or 
Camera Control Stop, or they can sort by Activity Groups, such as Camera Views or Camera 
Controls. 

�x User name: Administrators can select an individual user name or All Users. 

�x Device name:  Administrators can select an individual camera name or All Devices. 

Administrators can also specify a Time Range �± with a beginning and ending date and time. The drop 
down menu to the left of the Time Range offers the following options: anytime, between, before, after, 
and at time. �&�O�L�F�N���W�K�H���³�6�H�D�U�F�K�´���E�X�W�W�R�Q���W�R���I�L�O�W�H�U���E�\���W�K�H���V�S�H�F�L�I�Led date range. 

 

 

 

In the following example, an administrator searched for �³�&�D�P�H�U�D���9�L�H�Z�V�´��on all devices for one specific 
user (mandrews) during the course of one morning (Beginning at 12:00am on 8/18/10 and ending at 
11:59pm). 
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To print the results of �W�K�H���V�H�D�U�F�K�����F�O�L�F�N���W�K�H���³�3�U�L�Q�W�´���E�X�W�W�R�Q���� 

 

2.6.8: Current Activity 

FirstView® Menu / FirstView® Setup / User Administration / Current Activity  

 

The Current Activity screen allows system administrators to monitor current system activity by all users. If 
a user is viewing a video feed or group of cameras or controlling a camera, the user name and activity 
details will show up on this screen.  

As the example below shows, the user mandrews is logged in, viewing cameras, and controlling a PTZ 
camera at the time a system administrator checked the Current Activity.  
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2.7: Configuring Password Requirements 
The password complexity level and frequency of periodic password changes are defined outside the 
FirstView® system and apply to all users. 

2.7.1: Password Complexity 

The password complexity requirements are configured outside the FirstView® system. Administrators 
should complete the following process on the primary server to define the desired level of password 
complexity. (Please see Section 1.4  for more details on the complexity levels.) 

 

�x  Modify the Password Config Properties File 

o Open the PasswordConfig.properties  file:  

Located in C:\LiveWave\FirstViewWeb\webapps\ROOT\WEB-INF\data  

o Define the Password Properties as follows: 

�ƒ Password Complexity=low  (or medium or high or none) 

�ƒ Note: The default value is low. 

; 

�x Restart the FirstView® services to apply changes. 

 

2.7.2: Periodic Password Changes 

The periodic password change requirements are configured outside the FirstView® system. 
Administrators should complete the following process on the primary server to define the frequency of 
password changes. (Please see Section 1.3.1  for more details on required password changes.) 

 

�x  Modify the Password Config Properties File 

o Open the PasswordConfig.properties  file:  

Located in C:\LiveWave\FirstViewWeb\webapps\ROOT\WEB-INF\data  

o Define the Password Properties as follows: 

�ƒ PasswordExpriyDays=180 (or any number of days �± e.g. 365 to require a 
password change each year) 

�ƒ Note: The default value is 180 days (approximately 6 months) 
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�x Restart the FirstView® services to apply changes. 

 

2.8: Licensing 
FirstView® Menu / Setup / Licensing 

Each FirstView® system comes with a software license to authorize the use of the software on each 
server. Licensing is performed by Smiths Detection and allows the company to monitor and restrict any 
unauthorized use of the system. This is strictly a Smiths Detection administration feature and should 
never be changed by the end user. Failure to adhere to this policy could result in the FirstView® system 
becoming unusable. 

The FirstView® license displays server information, a list of devices associated with the server(s), and 
contact information for your Smiths Detection representative. 

One license per FirstView® Server is uploaded by Smiths Detection during the initial setup process. 
Please contact FirstView® Support if any of the licenses expire. 

 

2.9: External System Integration 
 

2.9.1: Configuring Remote Systems 

Remote Systems are an optional feature in the FirstView® system, and are designed to allow authorized 
users of FirstView® to seamlessly access other systems. 

Example: A large city with several police departments may want to allow certain users from each 
depa�U�W�P�H�Q�W���W�R���D�F�F�H�V�V���R�W�K�H�U���G�H�S�D�U�W�P�H�Q�W�¶�V���)�L�U�V�W�9�L�H�Z® systems, and the Remote Systems feature makes 
this possible.  

 

To add a Remote System: 

FirstView® Menu / Setup / System Setup / Remote Systems 

�x �&�O�L�F�N���W�K�H���³�$�G�G���D �5�H�P�R�W�H���6�\�V�W�H�P�´���/�L�Q�N to open the pop-up window shown below. 
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�x Assign a Name and enter the Network Address for the Remote System. 

�x �&�O�L�F�N���W�K�H���³�$�G�G�´���E�X�W�W�R�Q���W�R���V�D�Y�H���W�K�H���Q�H�Z���V�\�V�W�H�P���R�U���W�K�H���³�5�H�V�H�W�´���E�X�W�W�R�Q���W�R���H�U�D�V�H���D�Q�\���F�K�D�Q�J�H�V�� 

 

 

 

 

This message will be displayed if the Network 
�$�G�G�U�H�V�V���K�D�V���E�H�H�Q���Y�H�U�L�I�L�H�G�����&�O�L�F�N���³�2�.�´���W�R���F�R�Q�W�L�Q�X�H�� 

This message will be displayed if the Network 
�$�G�G�U�H�V�V���F�D�Q�Q�R�W���E�H���F�X�U�U�H�Q�W�O�\���Y�H�U�L�I�L�H�G�����&�O�L�F�N���³�2�.�´���W�R��

�F�R�Q�W�L�Q�X�H���R�U���³�&�D�Q�F�H�O�´���W�R���W�U�\���D�J�D�L�Q�� 

 

�x Refresh the FirstView® �Z�L�Q�G�R�Z�����³�5�H�P�R�W�H���6�\�V�W�H�P�V�´���Z�L�O�O���Q�R�Z���E�H���G�L�V�S�O�D�\�H�G���R�Q���W�K�H���)�L�U�V�W�9�L�H�Z® menu. 

�x Before accessing the new Remote System, an authorized user of that system must create a new 
user with the exact same Username . The password and user role can be different, but the 
username must be the same in all systems. 

o Example:  User A may be an Administrator with a password of pass123 in their local 
FirstView® system but can be setup as an Operator with a password of word321 in the 
Remote System. 

 

Note:  �7�R���U�H�W�X�U�Q���W�R���W�K�H���X�V�H�U�¶�V���O�R�F�D�O���)�L�U�V�W�9�L�H�Z® system while logged into the Remote System, the local 
system must be configured as a Remote System. Each system must be able to access all others in order 
to be able to transition back and forth. 

 

Please see Section 7.1  for a complete description of accessing Remote Systems. 

 

2.9.2: Configuring X-Ray Monitoring Systems 

X-Ray Monitoring Systems are an optional feature in the FirstView® system, and are designed to allow 
users to monitor X-Ray images of items from carry-on luggage to cargo containers. Users can view the 
current X-Ray image being scanned and store archives.  
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The initial setup for integrating X-Ray Monitoring Systems is performed outside the FirstView® system. 
Before FirstView® can receive images from an X-Ray monitoring system, the IP address of the FirstView® 
server must be entered into the Image Transfer properties of the X-Ray machine. Please consult the 
hardware documentation for more details on this process. 

To configure the FirstView® system to receive images from an X-Ray monitoring system: 

�x �&�U�H�D�W�H���D���I�R�O�G�H�U���F�D�O�O�H�G���³�[�S�R�U�W�´���R�Q���W�K�H��storage drive of the FirstView® server. (Example:  D:\xport) 

�x �(�Q�D�E�O�H���V�K�D�U�L�Q�J���L�Q���W�K�H���Q�H�Z���I�R�O�G�H�U�¶�V���3�U�R�S�H�U�W�L�H�V 

�x �&�U�H�D�W�H���D���X�V�H�U���F�D�O�O�H�G���³�[�S�R�U�W�´���Z�L�W�K���D���S�D�V�V�Z�R�U�G���R�I���³�[�S�R�U�W-�S�Z�G�´���D�Q�G���J�U�D�Q�W���D�O�O���S�H�U�P�L�V�V�L�R�Q�V���W�R���W�K�H��
�V�K�D�U�H�G���³�[�S�R�U�W�´���I�R�O�G�H�U 

�x Modify the resin.conf  file to update the location of the xport folder 

o Located on the server in: C:\ Livewave \ FirstViewWeb \ Resin \ Conf  

o Define the path of the xport folder as follows:  

�ƒ <real-path>D:\xport</real-path> 

�x Modify the X-Ray Configuration Properties File 

o Open the xrayconfig  file:  

Located in C:\LiveWave\FirstViewWeb\resin\webapps\ROOT\WEB-INF\data 

o Define the X-Ray Properties as follows: 

�ƒ showxray=true 

�x Restart the FirstView® Server Service 

o Right-click on My Computer 

o Select Manage 

o Select Services & Applications 

o Select Services 

o Right-click on FirstView® Server 

o �6�H�O�H�F�W���³�6�W�R�S�´ 

o �:�D�L�W���I�R�U���V�H�U�Y�L�F�H���W�R���V�W�R�S�����6�H�O�H�F�W���³�6�W�D�U�W�´���W�R���U�H�V�W�D�U�W���W�K�H���V�H�U�Y�L�F�H�� 

�x Start FirstView® and View X-Rays: Current and Archive will now be available in FirstView® Menu / 
FirstView® Media / View X-Rays . 

 

Please see Section 7.2  for a complete description of accessing X-Ray Monitoring Systems. 

 

2.9.3: Configuring Web Content Units 

Web Content Units allow users to view and access an external web site through the FirstView® browser 
window. This feature can be used to integrate any external web site into FirstView®. For example, a web-
based timesheet site could be inserted into FirstView® as a Web Content Unit, allowing users to access 
their timesheets in the same browser. 
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FirstView® Menu / Setup / System Setup / Device Setup  

�x �&�O�L�F�N���W�K�H���³�$�G�G���1�H�Z���'�H�Y�L�F�H�´���O�L�Q�N���R�Q���W�K�H���'�H�Y�L�F�H���6�H�W�X�S���V�F�U�H�H�Q 

o Note:  �,�I���W�K�H�U�H���L�V���P�R�U�H���W�K�D�Q���R�Q�H���V�H�U�Y�H�U�����F�O�L�F�N���W�K�H���³�$�G�G���1�H�Z���'�H�Y�L�F�H�´���O�L�Q�N���X�Q�G�H�U���W�K�H���Q�D�P�H���R�I��
the appropriate server. 

�x Assign a Unit Type and Quantity using the drop-down menus on the window shown below. 

 

�x �&�O�L�F�N���W�K�H���³�$�G�G�´���E�X�W�W�R�Q���D�Q�G���F�O�R�V�H���W�K�H���S�R�S-up window. 

�x �&�O�L�F�N���W�K�H���³�(�G�L�W�´���O�L�Q�N���Q�H�[�W���W�R���W�K�H���Q�H�Z���Z�H�E���F�R�Q�W�H�Q�W���X�Q�L�W���W�R���R�S�H�Q���W�K�H���S�R�S-up window shown below. 

 

�x �$�V�V�L�J�Q���D���1�D�P�H���D�Q�G���D���'�H�V�F�U�L�S�W�L�R�Q���D�Q�G���F�O�L�F�N���W�K�H���³�8�S�G�D�W�H�´���E�X�W�W�R�Q���W�R���V�D�Y�H���D�Q�\���F�K�D�Q�J�H�V�����7�R���U�H�P�R�Y�H��
�D�Q�\���F�K�D�Q�J�H�V�����F�O�L�F�N���W�K�H���³�5�H�V�H�W�´���E�X�W�W�R�Q�� 

�x A pop-up window will appear when changes are successfully saved �± �F�O�L�F�N���³�2�.�´���W�R���F�R�Q�W�L�Q�X�H�����D�Q�G��
close the Update Device window. 

�x Refresh the FirstView® window and the new web content unit will appear in the list of devices of 
the server it was associated with. 

 

To configure a Web Content Unit: 

FirstView® Menu / Servers / Name of Server / Web Content Unit Name 

�x Click the button to open the pop-up window shown below. 
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�x Assign a device icon. 

o The default icon for web content is . 

�x �$�V�V�L�J�Q���D���³�'�H�I�D�X�O�W���6�L�]�H�´�����L�Q���S�L�[�H�O�V�����I�R�U���W�K�H���Z�H�E���F�R�Q�W�H�Q�W�� 

�x �'�H�I�L�Q�H���W�K�H���³�3�D�J�H���&�R�Q�W�H�Q�W�´���L�Q���+�7�0�/���� 

o This is usually comprised of a basic iframe (a way to embed a web page within the 
FirstView® browser window) and a defined source (the URL of the web content). 

o Sample Page Content:  <iframe id= �´�F�R�Q�W�H�Q�W�´���I�U�D�P�H�E�R�U�G�H�U� �´���´���K�H�L�J�K�W� �´���������´��
�Z�L�G�W�K� �´���������´��src= http://fslivewave.net/trac/newticket />  

�x �&�O�L�F�N���W�K�H���³�6�X�E�P�L�W�´���E�X�W�W�R�Q���Wo save any changes. 

 

Note:  The external web page will open in the FirstView® browser window when a user clicks on the 
Web Content Unit name on the FirstView® menu. 

 

2.10: Alternative Languages 
FirstView® Menu / Setup / Language  

 

The user interface of FirstView® can be displayed in languages other than English. Currently, the only 
alternative language available is Chinese. Please contact FirstView® sales for more information about the 
availability of additional translations. 
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To change the default language, c�O�L�F�N���³�/�D�Q�J�X�D�J�H�´���R�Q���W�K�H���)�L�U�V�W�9�L�H�Z® Setup menu to open the page shown 
below: 

 

 

�7�R���V�H�O�H�F�W���D���Q�H�Z���O�D�Q�J�X�D�J�H�����F�O�L�F�N���W�K�H���U�D�G�L�R���E�X�W�W�R�Q���Q�H�[�W���W�R���W�K�H���G�H�V�L�U�H�G���O�D�Q�J�X�D�J�H���D�Q�G���F�O�L�F�N���W�K�H���³�$�S�S�O�\�´���E�X�W�W�R�Q����
A message will appear asking to confirm the selection �± �F�O�L�F�N���³�2�.�´���W�R��continue. The only text that will 
remain in English are the device names on the FirstView�£ menu because those are customized by users. 

 

 

2.11: Multicast Video 
FirstView® Menu / Setup / System Setup / Multicast Setup 

The Multicast Setup page allows system administrators to enable and configure multicast IP video. 
However, this feature can cause network congestion depending on the network configuration.  

Please contact FirstView ® Technical Support for more details on this feature. 
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2.12: Alarm Setup 
FirstView® Menu / Setup / System Setup / Alarm Setup 

The Alarm Setup page allows system administrators to enable and configure email notifications to be sent 
for each alarm and define the global alarm schedule for the FirstView® system. 
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2.12.1: Alarm Email Setup 

On the �³Email �  ́tab, the system administrator can configure settings for the mail server to be used to 
process email notifications and define who should receive an email notification for each alarm that is 
processed by the FirstView® alarm system.  

 

 

 

The following fields should be defined on the Email tab: 

Hostname This is the address of the mail server. 

Port This is the port used by the mail server. 

User Name This is an authorized sender on the mail server. 

Password This is the password for the authoirzed sender. 

Alarm Email Sender �7�K�L�V���L�V���W�K�H���³�)�U�R�P�´���D�G�G�U�H�V�V���X�V�H�G���I�R�U���W�K�H���H�P�D�L�O���Q�R�W�L�I�L�F�D�W�L�R�Q�V�� 

Alarm Email Recipients This is the email address(es) for the recipient(s) of the email notificatons. 
Note:  Use a comma (,) to separate multiple email addresses. 

 

Email notifications contain the details from the alarm (including alarm message, time, and souce) and if 
there is a camera associated with the alarm source, the image captured at the time of the alarm will be 
included in the email. An example email notification from a FirstView® alarm is shown below. 



 
                                                                  First View ® 
 

 68                                                                  August 2010 
 

 

 

 

2.12.2: Alarm Schedule Setup 

On the �³Schedule �  ́tab, the system administrator can define the global alarm schedule for the FirstView® 
system. The global alarm schedule affects all alarm inputs in the system (e.g. cameras configured for 
motion detection and all types of supported sensors). 

The global alarm scheule defined on this page determines when (or if) alarms should be suppressed by 
the FirstView® system. (A suppressed alarm will be processed and stored in the database but will not 
appear in the Alarm View. Suppressed alarm(s) will appear in the Alarm Archive page.)  

For example, alarms from cameras that are configured for motion detection or a video analytics sensor 
that is configured to detect people loitering in a restricted area may only be valuable during the evening 
hours. So instead of ignoring lots of alarms received during the day while an area is occupied, the 
FirstView® system can be configured to suppress alarms that occur during working hours. 
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To configure the global alarm schedule for each day: 

�x All Day:  Alarms will always be displayed in the Alarm View and will never be suppressed. 

�x Disabled:  Alarms will always be suppressed and will never be displayed in the Alarm View. 

�x Range: Alarms will be displayed in the Alarm View during the time range defined and will be 
suppressed during all other times. 

o In the example shown above, alarms will only be displayed in the Alarm View during the 
8:00am �± 6:00pm workday. Alarms that occur in the overnight hours or on the weekend 
are suppressed and will only be displayed in the Alarm Archive. 

 

Note:  If there are alarm inputs in the system that are exceptions to the global alarm schedule, the system 
administrator can configure the device alarm schedule separately. 

Please see Section 2.3.3  for more details on the device alarm schedule. 
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2.13: Configuring System Groups 
FirstView® Menu / Setup / System Setup / Display and Location Setup 

 

System Groups for viewing groups of video feeds in FirstView® fall into two categories: Location Groups 
and Display Groups. 

Location Groups:  Are accessible by all users in a FirstView® system on the tree menu under FirstView® 
Menu / Locations. They are created by administrators but can be viewed and modified by any user. These 
groups allow users to view up to 16 cameras simultaneously. 

Display Groups:  Are accessible on a user basis on the tree menu under FirstView® Menu / Displays. 
These groups are created by users and can only be viewed by the user who created them. These groups 
allow users to create a customized group display of up to 16 video feeds. 

 

2.13.1: Creating Location Groups 

To �F�U�H�D�W�H���D���/�R�F�D�W�L�R�Q���*�U�R�X�S�����H�Q�W�H�U���D���Q�D�P�H���D�Q�G���G�H�V�F�U�L�S�W�L�R�Q���L�Q���W�K�H���I�L�H�O�G�V���X�Q�G�H�U���³�1�H�Z���/�R�F�D�W�L�R�Q���´���&�Oick the 
�³�6�D�Y�H�´���E�X�W�W�R�Q���W�R���D�G�G���W�K�H���J�U�R�X�S���W�R���W�K�H���O�L�V�W���V�K�R�Z�Q���E�H�O�R�Z�����7�K�H���Q�H�Z���/�R�F�D�W�L�R�Q���*�U�R�X�S���Z�L�O�O���D�S�S�H�D�U���R�Q���W�K�H��
FirstView® Menu under Locations. 

 

 

 

To modify the name or description for a Location Group, click the Name cell and the pop-up editing field 
shown below will open�����0�D�N�H���D�Q�\���Q�H�F�H�V�V�D�U�\���F�K�D�Q�J�H�V���D�Q�G���F�O�L�F�N���³�$�S�S�O�\�´���W�R���V�D�Y�H���R�U���³�&�D�Q�F�H�O�´���W�R���F�O�R�V�H���W�K�H��
editing window. 
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To configure the location group, click the  button. The Location Group page will automatically be 
opened. Please see Section 3.4  for more details on modifying Location Groups. 

To delete a location group, click the  button. The group will be immediately deleted from the list. 

 

2.13.2: Assigning Owners to Display Groups 

Display Groups are created by users and can only be viewed by the user who created them. To transfer 
ownership of a Display Group from one user to another, click the User cell and the pop-up editing field 
shown below will open. Select the desired user from the drop-�G�R�Z�Q���P�H�Q�X���D�Q�G���F�O�L�F�N���³�$�S�S�O�\�´���Wo save or 
�³�&�D�Q�F�H�O�´���W�R���F�O�R�V�H���W�K�H���H�G�L�W�L�Q�J���Z�L�Q�G�R�Z�� 

 

 

 

Please see Section 3.5  for more details on creating and modifying Display Groups.
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Chapter 3: FirstView ® Cameras 
 

3.1: Viewing Live Video 
FirstView® Menu / Servers / Name of Server / Camera Name  

(Pan, Tilt, and Zoom) PTZ Camera Icon:  

Fixed Camera Icon:  

 

3.1.1: Camera Controls 

To view and/or control a live video feed, click either a camera name or device icon to open the screen 
shown below. The area highlighted in red will only appear if a camera is PTZ capable. 
 

 
 
 
Taking Control of a Camera 
 

  
Click the Green Arrow button  

to view Camera Control. 
Camera Control 

Click the Red X button to release control. 
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Note:  If a user is controlling a camera and a user with an authorized user role and a higher priority level 
needs to control the camera, they can usurp control from the original user. The original user will enter the 
queue (please see below) and can wait for the control to become available.  
 
 
Entering the Queue 
 
Each user is given a pre-determined amount of time to control a camera (in the examples below, each 
user has 2 minutes). If other users are in the queue, control is automatically relinquished after time 
expires and is given to the next user. If there are no users in the queue, a user may keep control of a 
camera until they click the red X button.  
 

 

 
Click the Green Arrow button to Enter the Queue.  

 
* The user name displayed next to the Joystick 
icon indicates who is currently using the PTZ 
controls. 

�x In this examp�O�H�����³�P�D�Q�G�U�H�Z�V�´���L�V���F�R�Q�W�U�R�O�O�L�Q�J��
this camera.  

* The numbers displayed next to the Queue icon 
indicates your location in the queue. 

�x In this example, the user is not yet in the 
queue, which contains one other user. 
(Location = 0 of 1) 

* The time displayed next to the clock icon 
indicates how much time the current user has left 
to use the PTZ control. 
 

 
 

 

 
Click the Red X button to Exit the Queue. 

 

 
 

�x �,�Q���W�K�L�V���H�[�D�P�S�O�H�����³�P�D�Q�G�U�H�Z�V�´���L�V��
controlling this camera.  

�x In this example, the user is in the queue, 
which contains one other user.          
(Location = 2 of 2) 

�x In this example, the user has to wait 1 
minute and 41 seconds before they can 
use the PTZ controls. 

 
Wait for time to expire and control to appear.  
 

 
 
 
Controlling the Camera 
 
The Camera Control (shown below) consists of: 
 

�x Pan and Tilt Touch Pad: Used to tilt the camera up and down and pan from side to side. 
�x Puck: Circle in center of touch pad �± click and drag to tilt and pan camera. 
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�x Zoom Control (On Right) : Click the up and down arrows to zoom in and out. 
�x Focus Control (On Left) : Click the up and down arrows to raise or lower the focus level. 
�x Red X Button: Click to release control of the camera. 
�x Preset Selector: Drop down menu - click to view presets. (Please see Section 2.2.6  for a 

complete description of configuring presets.) 
 

 
 

In addition to sliding the puck to move the camera, users can also click any of the gray arrows  on 
the touch pad to tilt and pan the camera. 
 

3.1.2: Using the PTZ Joystick 

The FirstView�£ PTZ joystick can be used in place of (or in tandem with) the standard camera controls. 
Once the PTZ controls have been enabled for a camera, the user must take control of a camera before 
using the PTZ joystick (shown below). 
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�x To Pan and Tilt the camera, move the joystick in the same basic directions available on the PTZ 
touch pad (up, down, left, right, and to each of the four corners). 

�x To Zoom In, twist the knob at the top of the joystick to the right. 

�x To Zoom Out, twist the knob at the top of the joystick to the left. 

�x To Raise the Focus Level, click the right button on top of the joystick knob. 

�x To Reduce the Focus Level, click the left button on top of the joystick knob. 

�x To execute a programmed preset or other action, click any of the 4 Action Buttons on the joystick 
base. 

 

Please see Section 2.2.9  for a complete description of how to configure and enable the PTZ joystick. 

 

3.1.3: Display 

The Display selector allows users to resize the video display within the FirstView® window. The default 
�V�H�W�W�L�Q�J���L�V���³�6�P�D�O�O.�´���7�R���L�Q�F�U�H�D�V�H���W�K�H���V�L�]�H���R�I���W�K�H���Y�L�G�H�R�����F�O�L�F�N���W�K�H���³�/�D�U�J�H�´���U�D�G�L�R���E�X�W�W�R�Q���D�Q�G���W�K�H���S�D�J�H���Z�L�O�O��
automatically refresh. 

 

 

Note:  The displayed size of the video is not necessarily the same as the resolution of the video. 
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3.1.4: Image Capture 

FirstView® allows users to capture and store still images from live and recorded video. To record a still 

image from a live video feed (or recorded video), click the  button. The pop up window 
shown below will open, allowing the user to save the captured image to FirstView® Media. 

 

 
 
�7�K�H�U�H���D�U�H���W�Z�R���H�G�L�W�D�E�O�H���I�L�H�O�G�V���L�Q���W�K�L�V���Z�L�Q�G�R�Z�����³�,�P�D�J�H�´���D�Q�G���³�'�H�V�F�U�L�S�W�L�R�Q���´�����7�K�H�V�H���I�L�H�O�G�V���Z�L�O�O���K�D�Y�H���G�H�I�D�X�O�W��
entries, but the user can change the image name (be sure to leave the .jpg extension) and the image 
�G�H�V�F�U�L�S�W�L�R�Q�����7�R���H�U�D�V�H���D�Q�\���F�K�D�Q�J�H�V���E�H�I�R�U�H���V�D�Y�L�Q�J�����F�O�L�F�N���W�K�H���³�5�H�V�H�W�´���E�X�W�W�R�Q���W�R���U�H�W�X�U�Q���W�R���W�K�H���G�H�I�D�X�O�W���H�Q�W�U�L�H�V��  

�&�O�L�F�N���W�K�H���³�8�S�G�D�W�H�´���E�X�W�W�R�Q���W�R���V�D�Y�H���W�K�H���L�P�D�J�H���E�H�I�R�U�H���F�O�R�V�L�Q�J���W�K�H���Z�L�Q�G�R�Z�� 

�7�R���G�H�O�H�W�H���W�K�H���L�P�D�J�H�����F�K�H�F�N���W�K�H���³�'�H�O�H�W�H�´���F�K�H�F�N�E�R�[���D�Q�G���F�O�L�F�N���W�K�H���³�8�S�G�D�W�H�´���E�X�W�W�R�Q�� 

To save a copy of an image to a local machine, print an image, or email an image, right click on the 
�L�P�D�J�H���L�Q���W�K�H���S�R�S���X�S���Z�L�Q�G�R�Z���D�Q�G���F�O�L�F�N���³�6�D�Y�H���3�L�F�W�X�U�H���$�V���´���³�3�U�L�Q�W���3�L�F�W�X�U�H���´���R�U���³�(�P�D�L�O���3�L�F�W�X�U�H���´ 

To view all captured images that have been stored in FirstView®, click View Images under Media on the 
menu. Please see Section 3.3.6  for more details on this process. 

 

3.1.5: Presets 

To view a Preset, click the drop-down menu below the camera control. The image below shows a list of 
sample Presets �± click a Preset name and the camera will automatically pan, tilt, and zoom to the exact 
location defined during the Preset configuration process. (Please see Section 2.2.6  for more details.) 
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3.1.6: Viewing Repeated Video 

FirstView® Menu / Servers / Server Name / Repeater Name  

  

Video repeaters are designed to allow users of one FirstView® system to view video being captured by a 
camera on a separate FirstView® system. 

 

To view live video being repeated by a Video Repeater: 

�x Click the Repeater Name on the FirstView® Menu to open the screen shown below. 
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�x To modify the configuration settings for the repeater, click the button.  

o For complete details on how to configure a video repeater, please see Section 2.2.10 . 

�x To capture an image from the live video, click the button. 

o For complete details on how to capture images, please see Section 3.1.4 . 

�x To change the size of the video feed, click the Small or Large radio buttons. 

Note:  If a repeater is configured to record video, the recordings can be controlled just like any other 
camera. Please see Section 3.2.1  for more details on controlling video recorders. 

 

3.1.7: Viewing Full Screen Video 

Users can view full screen video from the following locations in a FirstView® system: 

�x Device Pages 

�x Location Groups 

�x Display Groups 

�x Alarm View, Alarm Archive, and Alarm MuxView 

�x Image Maps 

�x Geographic Map 
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To view full screen video , double-click the video feed and the video will change to full screen.  

To exit full screen mode �����F�O�L�F�N���W�K�H���³�(�V�F�´���N�H�\ or double-click the video feed again. 

 

3.1.8: Viewing Magnified Video 

Users can view magnified video from the following locations in a FirstView® system: 

�x Device Pages 

�x Location Groups 

�x Display Groups 

�x Alarm View, Alarm Archive, and Alarm MuxView 

�x Image Maps 

�x Geographic Map 

 

To open the magnifier, right-click on the video feed. Move the mouse to the part of the video that needs to 
be magnified. The magnified portion of the video will be displayed in the upper left or bottom right of the 
video area. 

To lock the magnifier in place, right-click again. 

 

 

 

To close the magnifier, right-click on the video feed a third time. 
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3.2: Viewing Recorded Video 
FirstView® Menu / Servers / Name of Server / Camera Name  

All new units are automatically configured to continuously record video. Please see Section 2.2.4  for 
more details about modifying the recording mode or changing settings. 

 

3.2.1: Creating Video Clips 

Depending on the Video Recorder settings defined during the Camera Setup process, video clips can be 
created manually or continuously (please see Section 2.2.4  for more details). 

�x If the Video Recorder is configured to record clips manually, click the button to begin 
recording a video clip.  

�x If the Video Recorder is configured to record clips manually and a video clip is currently being 

recorded, click the button to end recording a video clip.  

�x If the Video Recorder is configured to record clips on a continuous loop, click the  
button to end the current clip and begin a new clip. 

o Note:  If clips are being continuously recorded, the  and  buttons will 
not be available. 

 

3.2.2: Understanding the Playback Controls  

The Playback Control t�R�R�O�E�D�U���D�O�O�R�Z�V���X�V�H�U�V���W�R���D�F�F�H�V�V���D���F�D�P�H�U�D�¶�V���Y�L�G�H�R���D�U�F�K�L�Y�H�V���� 

 

The toolbar consists of the following components: 

Control 
Name 

 Button - 
Inactive 

 Button - 
Active 

Control Description 

Export 
Recording  

N/A Clicking this button opens the custom export dialog and allows the user to 
set a start and end time and export video from FirstView® on-demand.  

Please see Section 3.2.6  for more details about custom exporting. 

Jump to a 
Date and 

Time 
 

N/A Clicking this button opens a date and time calendar that allows the user to 
�M�X�P�S���W�R���D���V�S�H�F�L�I�L�F���S�R�L�Q�W���L�Q���W�K�H���F�D�P�H�U�D�¶�V���D�U�F�K�L�Y�H���� 

�x �³�-�X�P�S�´���I�U�R�P���/�L�Y�H or Archive: Video will play forward at normal speed 
from the time selected. 

�x �³�-�X�P�S�´���I�U�R�P���/�L�Y�H���R�U���$�U�F�K�L�Y�H����While Paused): Video will jump to the 
selected time and return to pause. 

Fast 
Rewind   

When a camera is in live mode, clicking this button will move the camera into 
archive mode and begin play video backward at 16x normal speed. 

Rewind 
  

When a camera is in live mode, clicking this button will move the camera into 
archive mode and begin play video backward at normal speed. 
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Pause 
  

Clicking this button will pause the video in either live or archive mode. 

Forward 
  

When a camera is in archive mode, clicking this button will play video 
forward at normal speed.  

(Note:  While in live mode, clicking this button will have no effect.) 

Fast 
Forward   

When a camera is in archive mode, clicking this button will play video 
forward at 16x normal speed.  

(Note:  While in live mode, clicking this button will have no effect.) 

Play Live 
Video   

When a camera is in archive mode, clicking this button will immediately 
return the user to live mode. 

 

The following Messages and Information are provided below the toolbar: 

Category Description Icon Status Icon Status 

Recording 
Indicator 

Visual indicator to the user whether the 
camera is currently recording.   

Recording  Not 
Recording 

 

Category Description Icon Status 

Message 
Area 

When the user goes backward to the end of 
�W�K�H���D�U�F�K�L�Y�H�����D�Q���³�(�Q�G���R�I���$�U�F�K�L�Y�H�´���L�F�R�Q���Z�L�O�O���E�H��
displayed and the video will pause on the last 
available frame. 

 
End of archive reached.  

Message 
Area 

If a user attempts to jump to a date or time 
that is invalid, or tries to play (forward, 
backward, etc.) through a point in the archive 
where video is unavailable or missing, a 
�³�6�N�L�S�S�L�Q�J�´���L�F�R�Q���Z�L�O�O���E�H���G�L�V�S�O�D�\�H�G���W�R���W�K�H���U�L�J�K�W���R�I��
the recording indicator. 

 
Skipping Missing or Unavailable 

Video 

(Note:  The date and time will 
flash red to indicate footage is 

being skipped.) 

 

Category Description Icon Status 

Date and 
Time of 
Video 

The date and time of the video currently being 
viewed in live or archive mode. 

Normal 

Date and 
Time of 
Video 

When the background of the date and time 
flashes red, missing or unavailable video is 
being skipped and the date and time will 
update to reflect the next available date and 
time of video. 

Skipping 
Missing or 

Unavailable 
Video 

 

The controls are available when viewing video on the following pages in FirstView®: 

�x Geographic Map 

o Click a camera device icon to view video and the control toolbar will be displayed directly 
below the video. (Please see Section 5.1.2  for more details.) 
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�x Image Maps 

o Click a camera device icon to view video and the control toolbar will be displayed directly 
below the video. (Please see Section 5.2.2  for more details.) 

�x Camera Device Pages 

o FirstView® Menu / Servers / Server Name / Camera Name  

 

�x Alarm View and Alarm Archive 

o The controls will be displayed below the video for each alarm. When an alarm is selected, 
the video will cue to five seconds prior to the alarm and begin playing. Please see 
Section 6.5  for more details.) 

 

3.2.2: Entering Archive Mode 

�7�K�H�U�H���D�U�H���W�Z�R���Z�D�\�V���W�R���H�Q�W�H�U���D�U�F�K�L�Y�H���P�R�G�H���D�Q�G���D�F�F�H�V�V���D���F�D�P�H�U�D�¶�V���Y�L�G�H�R���D�U�F�K�L�Y�H�� 

�x Click the  �³�-�X�P�S�´���E�X�W�W�R�Q���D�Q�G���V�H�O�H�F�W���D���V�S�H�F�L�I�L�F��date and time to go to. 

�x Click the  �³�5�H�Z�L�Q�G�´���R�U�� �³�)�D�V�W���5�H�Z�L�Q�G�´���E�X�W�W�R�Q���W�R���P�R�Y�H���E�D�F�N���L�Q�W�R���W�K�H���D�U�F�K�L�Y�H�� 

 

To jump to a specific date and time : 
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�x �&�O�L�F�N���W�K�H���³�-�X�P�S�´���E�X�W�W�R�Q���W�R���R�S�H�Q���W�K�H���F�D�O�H�Q�G�D�U���V�K�R�Z�Q���E�H�O�R�Z�� 

 

 

�x Select a date using the calendar or manually enter the desired date in the text box.  

�x Enter a time and select am or pm. 

�x �&�O�L�F�N���³�$�S�S�O�\�´���W�R���M�X�P�S���W�R���W�K�H���V�H�O�H�F�W�H�G���G�D�W�H���D�Q�G���W�L�P�H���D�Q�G���E�H�J�L�Q���S�O�D�\�L�Q�J���Y�L�G�H�R���I�R�U�Z�D�U�G���D�W���Q�R�U�P�D�O��
speed. 

Important Note:  Users can jump to any valid point in the archive while in live mode or archive mode. If 
�W�K�H���G�H�V�L�U�H�G���G�D�W�H���D�Q�G���W�L�P�H���D�U�H���Q�R�W���D�Y�D�L�O�D�E�O�H�����W�K�H���F�O�R�V�H�V�W���D�Y�D�L�O�D�E�O�H���Y�L�G�H�R���Z�L�O�O���E�H���G�L�V�S�O�D�\�H�G�����7�K�H���³�V�N�L�S�S�L�Q�J�´��
icon will be displayed next to the recording indicator and the date and time will flash red to inform the user 
that the selected date and time were not available. 

 

3.2.4: Using the Playback Controls in Archive Mode 

Once in archive mode, users can move through the archives using: 

�x �7�K�H���³�-�X�P�S�´���E�X�W�W�R�Q 

�x Rewind and Fast Rewind 

�x Forward and Fast Forward 

The date and time displayed below the control toolbar will tell the user exactly where they are in the 
archive. 
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3.2.5: Returning to Live Mode 

To return to live video at any time while in archive mo�G�H�����F�O�L�F�N���W�K�H���³�3�O�D�\���/�L�Y�H���9�L�G�H�R�´��button  on the 
Playback Control Toolbar. 

 

3.2.6: Custom Video Export 

W�K�H�Q���D���X�V�H�U���F�O�L�F�N�V���W�K�H���³�(�[�S�R�U�W���5�H�F�R�U�G�L�Q�J�´���E�X�W�W�R�Q���� the custom export dialog will open to allow the 
user to set a start and end time and export video from FirstView® on-demand.  

Note:  Custom video exports are only available on the device page. The device page is accessible by 
going to: FirstView® Menu / Servers / Name of Server / Camera Name . 

 

To create a custom video export: 

�x �&�O�L�F�N���W�K�H���³�(�[�S�R�U�W���5�H�F�R�U�G�L�Q�J�´���E�X�W�W�R�Q�� 

�x The dialog shown below will open underneath the playback control toolbar: 

 

�x To set the start tim�H�����F�O�L�F�N���W�K�H���³�-�X�P�S�´���E�X�W�W�R�Q�����R�Q���O�H�I�W���V�L�G�H���R�I���F�X�V�W�R�P���H�[�S�R�U�W���G�L�D�O�R�J�����D�Q�G���V�H�O�H�F�W��
a date and time. The video will jump to that time and start playing forward. 

�x Use the archive controls to find the exact starting time of the video you wish to export. 
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�x Once the vid�H�R���L�V���D�W���W�K�H���G�H�V�L�U�H�G���W�L�P�H�����F�O�L�F�N���W�K�H���³�6�H�W���6�W�D�U�W���7�L�P�H�´���E�X�W�W�R�Q�� (on left side of 
custom export dialog). 

�x �7�R���V�H�W���W�K�H���H�Q�G���W�L�P�H�����F�O�L�F�N���W�K�H���³�-�X�P�S�´���E�X�W�W�R�Q�����R�Q���U�L�J�K�W���V�L�G�H���R�I���F�X�V�W�R�P���H�[�S�R�U�W���G�L�D�O�R�J�����D�Q�G���V�H�O�H�F�W��
a date and time. The video will jump to that time and start playing forward. 

�x Use the archive controls to find the exact ending time of the video you wish to export. 

�x �2�Q�F�H���W�K�H���Y�L�G�H�R���L�V���D�W���W�K�H���G�H�V�L�U�H�G���W�L�P�H�����F�O�L�F�N���W�K�H���³�6�H�W���6�W�D�U�W���7�L�P�H�´���E�X�W�W�R�Q�� (on right side of 
custom export dialog). 

�x �&�O�L�F�N���W�K�H���³�(�[�S�R�U�W���9�L�G�H�R�´���E�X�W�W�R�Q�� to create a custom video file. The pop-up window shown 
below while the export is in progress. 

 

�x Once complete, the Watermark Hash for the file will be displayed, the link to download the file will 
�D�S�S�H�D�U�����D�Q�G���W�K�H���X�V�H�U���Z�L�O�O���E�H���D�E�O�H���W�R���F�O�L�F�N���W�K�H���³�3�U�L�Q�W�´���E�Xtton to print the pop-up window (as shown 
below). 
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�x �7�R���G�R�Z�Q�O�R�D�G���W�K�H���I�L�O�H�����F�O�L�F�N���W�K�H���³�'�R�Z�Q�O�R�D�G�´���E�X�W�W�R�Q�� and save the file. 

�x �7�R���S�U�L�Q�W���D���U�H�F�R�U�G���R�I���W�K�H���Y�L�G�H�R���H�[�S�R�U�W�����F�O�L�F�N���W�K�H���³�3�U�L�Q�W�´���E�X�W�W�R�Q�� 

 

Note:  If the size of the custom video export requested exceeds a file size of 200MB, the message 
highlighted in red below will be displayed: 
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Follow the process below to export multiple video files simultaneously: 

�x �&�O�L�F�N���W�K�H���³�%�U�R�Z�V�H�´���E�X�W�W�R�Q���D�Q�G���V�H�O�H�F�W���D���I�R�O�G�H�U���R�Q���W�K�H���F�R�P�S�X�W�H�U���E�H�L�Q�J���X�V�H�G���W�R���V�W�R�U�H���W�K�H���U�H�T�X�H�V�W�H�G��
video files to. 

o Note:  All files that fall within the requested start and end times of the export will be 
downloaded. 

�x �7�R���S�U�L�Q�W���D���U�H�F�R�U�G���R�I���W�K�H���Y�L�G�H�R���H�[�S�R�U�W�����F�O�L�F�N���W�K�H���³�3�U�L�Q�W�´���E�X�W�W�R�Q���� 

o Each file that was exported will be listed with the start time, end time, filename, and 
watermark hash. 

 

3.3: FirstView ® Media: Viewing Stored Video and Images 

FirstView® Menu / Media 

 

FirstView® Media allows users to access video clips recorded by all cameras in the FirstView® system and 
images captured from any camera.  

 

3.3.1: Searching for Video Clips 

FirstView® Menu / Media / View Video 

 

Select a camera from the drop-down menu at the top of the page to view all recordings associated with 
that camera. The live video (with archive controls and PTZ controls if applicable) will be displayed to the 
right of the list of recordings. 
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Users can filter the list of recorded video clips by specifying one or all of the following options: 

�x Camera: This is a drop-down menu listing all cameras that record video. 

�x Time:  Clips can also be sorted by specifying a Time Range: 

o Click the  button to define the time range and the pop-up shown below will open. 

o Select one of the following options: 

�ƒ Anytime: This will display all recordings associated with the selected camera. 

�ƒ Before: This will display all recordings before the date and time entered. 

�ƒ After: This will display all recordings after the date and time entered. 

�ƒ Between: This will display all recordings between the from and to dates and 
times entered. 
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�$�I�W�H�U���V�S�H�F�L�I�\�L�Q�J���W�K�H���S�D�U�D�P�H�W�H�U�V�����F�O�L�F�N���³Save�´���W�R��display the search results. 

 

In the following example, a user searched for clips from the Camera �F�D�O�O�H�G���³Axis IP 10.175 PTZ�´���G�X�U�L�Q�J��
the course of a morning (between 10:00am and 11:50am on 09/13/2010). 
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If the number of results exceeds ten recordings, use the page numbers at the bottom of the list (e.g. 1 
and 2 in the example above) to view all recordings. 

 

3.3.2: Viewing and Deleting Video Clips 

FirstView® Menu / Media / View Video 

 

To view a clip  in the FirstView® wind�R�Z�����F�O�L�F�N���W�K�H���³�3�O�D�\�´��button  and the video to the right of the 
recording will Jump to the start time of the selected recording and begin to play. The user can then move 
around in the archive using the playback controls. 

 

To delete a clip , cl�L�F�N���W�K�H���³�'�H�O�H�W�H�´��button .  

Note: The recording will be deleted immediately.  

 

3.3.3: Downloading Video Clips 

FirstView® Menu / Media / View Video 

 

In addition to viewing video in the FirstView® window, users can also download a recording to view in the 
external FirstView® Media Player and/or save to a local machine. 

 

To download a recording �����F�O�L�F�N���W�K�H���³�'�R�Z�Q�O�R�D�G�´���E�X�W�W�R�Q��. The pop-up window shown below will open 
once the file is ready for download. 
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To print a record of the video download �����F�O�L�F�N���W�K�H���³�3�U�L�Q�W�´���E�X�W�W�R�Q�� 

 

To download the file , click the link to the filename or right-�F�O�L�F�N���W�K�H���O�L�Q�N���W�R���W�K�H���I�L�O�H�Q�D�P�H���D�Q�G���V�H�O�H�F�W���³�6�D�Y�H��
�7�D�U�J�H�W���$�V�´�� 

 

After the file download is complete, the pop up window shown below will appear. Users can decide to 
open the video clip, open the folder the clip was saved to, or close the window. 

 

 

 

Exported clips can also be viewed with the FirstView® Media Player (available to download in Client 
Updates). Please see the following section for more details on this process. 

Note: FirstView® video files are unique. To play a FirstView® video file on any machine, install the 
LiveWaveClient.exe from Client Updates to that machine before opening the file with the FirstView® 
Media Player. 

 

3.3.4: FirstView ® Media Player 

The FirstView Media Player® is automatically installed on any machine that has the LiveWave client 
installed. The client is available to manually download in Client Updates in: FirstView® Menu / Setup / 
Client Updates / LiveWave Client.exe. 

 

To open the FirstView Media Player® go to: 

�x Start Menu 

�x All Programs 

�x Smiths Detection 

�x FirstView Media Player 

 

To play a file that has been exported from a FirstView ® system  (please see Section 3.3.3  or Section 
3.2.6 for more details on exporting video): 
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�x Open the FirstView® Media Player 

 

�x �&�O�L�F�N���³�2�S�H�Q�´���D�Q�G���R�S�H�Q���W�K�H��video file. 

�x The FirstView® Media Player will play the video. 

 

�x Use the playback controls at the top of the player to move back and forth within the file or click 
and drag with the slider. The current time of video being played will be displayed on the upper 
right corner of the player.  
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To view information about the file: 

�x Click the File Attributes button  and the pop-up window shown below will open. 

 

�x �&�O�L�F�N���W�K�H���³�2�.�´���E�X�W�W�R�Q���W�R���F�O�R�V�H���W�K�H���Z�L�Q�G�R�Z�� 

 

To convert the exported .fvm (FirstViewMedia file format) file to an .avi file: 

Note: Files that are.avi format can be played using external video players, such as Windows Media 
Player. 

�x Click the Convert to AVI button  to open the pop-up window shown below. 
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�x Select a location to save the .avi file to. 

�x Change the filename (if desired). 

�x  �/�H�D�Y�H���W�K�H���7�\�S�H���D�V���³�$�9�,���)�L�O�H�V�´�� 

�x �6�H�O�H�F�W���³�0-�-�3�(�*�´�����0�R�W�L�R�Q���-�3�(�*�����R�U���³�2�U�L�J�L�Q�D�O���(�Q�F�R�G�L�Q�J�´���I�U�R�P Encoding drop-down menu. 

�x �&�O�L�F�N���³�6�D�Y�H�´�� 

�x A progress bar will appear at the bottom of the FirstView® Media Player. Once the progress bar 
reaches the end point (as shown below), the .avi file will appear in the specified location. 

 

�x The .avi file can be played using external players that support the format, such as Windows 
Media Player. 

 

3.3.5: Watermarking 

When exporting video as described in Section 3.3.3  or Section 3.2.6 , FirstView® �S�U�R�Y�L�G�H�V���D���³�:�D�W�H�U�P�D�U�N��
�+�D�V�K�´���U�H�I�H�U�H�Q�F�H���Q�X�P�E�H�U���I�R�U���H�D�F�K���Y�L�G�H�R���F�O�L�S�����:�D�W�H�U�P�D�U�N�L�Q�J is a technique used to verify that digital video 
exported from the FirstView® system has not been tampered with.  

The Watermark Hash is a character/number sequence produced by an algorithm; it is unique to the file it 
is calculated from. Should the contents of the file be changed, a different Watermark hash would be 
calculated. The Watermark Hash in the example below is 43FD03D4 FDDDE95B E3C7B2A2 E2BA0FDF, 
and must be saved at the time a video is exported in order to be used as a verifier . By saving the 
Watermark Hash in a safe place, it is possible to recalculate the value of the file at a later date using the 
FirstView® Media Player and to compare the new Hash with the old to determine if the video had been 
tampered with. 
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In order to submit video as evidence, the integrity of the video must be verifiable, and the Watermark 
Hash is one way to verify that a clip has not been altered.  

The following process should be followed in order to use a video clip as evidence: 

�x Export the video clip or create a custom export. 

�x Record the Watermark Hash (�X�V�H���W�K�H���³�3�U�L�Q�W�´���E�X�W�W�R�Q���W�R���S�U�L�Q�W���W�K�H���V�F�U�H�H�Q���V�K�R�Z�Q���D�E�R�Y�H) and save in 
a secure location. 

�x Save the file. 

 

To verify that a clip has not been altered: 

�x Open the FirstView® Media Player  

o Available to download in Client Updates in: FirstView® Menu / Setup / Client Updates / 
LiveWave Client  

 

�x �&�O�L�F�N���³�2�S�H�Q�´���D�Q�G���R�S�H�Q���W�K�H���V�D�Y�H�G���F�O�L�S. 

�x The FirstView® Media Player will play the clip. 
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�x Click the File Attributes button  to display information about the file. 

o As you can see in the example above, the Watermark Hash of the clip is exactly the 
same as when the clip was exported. 

 

�x Compare the Watermark Hash with the original Watermark Hash recorded at the time a clip was 
exported. If they match, the clip can be presented as evidence. If they do not, the clip has been 
tampered with since it was exported and cannot be presented as evidence. 

 

Note:  The integrity of video can also be verified using the visual cue located in the top right corner of all 
video. A green box indicates that the recording has not been tampered with and a red box indicates that 
the recording has been modified in some way. 
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3.3.6: Viewing Captured Images 

FirstView® Menu / Media / View Images 

 

�7�K�H���³�9�L�H�Z���,�P�D�J�H�V�´��page shown below houses a collection of images captured by all users.  

 

 

 

Basic details about each image are displayed on this screen: 

�x Image:  Name assigned by user. 

�x Capture Time:   

o If image was captured from live video, the capture time will be the date and time the 
image was captured by the user. 
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o If image was captured from recorded video, the capture time will be the date and time the 
image was captured from the archive. 

�x Capturer:  Name of user who recorded the image. 

�x Camera:  Name of camera the image was captured from. 

�x Server:  Name of server camera is associated with. 

 

To view an image, click the name of the image and the image will appear above the list of images.  

.  

 

To delete an image , click on the checkbox next to the image(s) you want to delete and then click the 
�³Delete�´��button at the bottom of the View Images page. 
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To delete all images �����F�O�L�F�N���W�K�H���³�'�H�O�H�W�H���$�O�O�´���E�X�W�W�R�Q���D�W���W�K�H���E�R�W�W�R�P���R�I���W�K�H���9�L�H�Z���,�P�D�J�H�V���S�D�J�H�� 

 

To save a copy of an image  to a local machine, print an image, or email an image, right click on the 
�L�P�D�J�H���D�Q�G���F�O�L�F�N���³�6�D�Y�H���3�L�F�W�X�U�H���$�V���´���³�3�U�L�Q�W���3�L�F�W�X�U�H���´���R�U���³�(�P�D�L�O���3�L�F�W�X�U�H���´ 

 

Please see Section 3.1.4  for a complete description of the image capture process.  

 

3.4: Viewing and Modifying Location Groups 
FirstView® Menu / Locations / Group Name  

 

Location groups allow users to create groups of up to sixteen (16) live video feeds that can be viewed 
simultaneously. These groups are system groups and can be viewed by any user in the system. On the 
FirstView® Menu, the group name will be displayed with a link to the group view �S�D�J�H�����F�D�O�O�H�G���³�&�D�P�H�U�D�V�´������ 

Clicking the Cameras link will open the Location Group page. 

 

 

 

Below the Cameras link will the the link to the device pages for each camera in the group.  

Clicking a camera name will open the device page. Please see Section 3.1  for more details. 

 

Note: Viewing multiple cameras may reduce overall frame rates and increase network bandwidth 
�F�R�Q�V�X�P�S�W�L�R�Q�����3�H�U�I�R�U�P�D�Q�F�H���Z�L�O�O���D�O�V�R���E�H���D�I�I�H�F�W�H�G���E�\���W�K�H���H�Q�G���X�V�H�U�¶�V���&�3�8���D�Q�G���D�Y�D�L�O�D�E�O�H���P�H�P�R�U�\�� 

 

3.4.1: Selecting a Layout 

There are seven options for the number of video feeds in a screen layout: 1, 4, 9, 16, 1+5, 1+7, and 1+12.  
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To select a layout, click one of the numbered buttons on the toolbar (shown below).  

 

 

 

The black screen will show the selected number of slots and the user can begin to add video feeds to the 
layout. Please see Section 3.4.2  for more information on this process. 

Note:  When switching from a larger layout to a smaller layout (e.g. 16 to 9 or 9 to 4), the video feeds to 
the right of and below the first feed will be moved to a secondary page and can be viewed using the arrow 

buttons on the toolbar.  

For example, if a group contains 16 video feeds and the user selects a layout with four slots, there will be 
four pages worth of video, and each page will contain four of the video feeds in the group. Use the arrows 
to move back and forth between the pages. 

 

3.4.2: Adding Cameras to a Layout 

To open the Location Group menu and add cameras to a layout, click the Menu button .  
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�&�O�L�F�N���W�K�H���³�$�G�G���F�D�P�H�U�D�´���E�X�W�W�R�Q�� next to the desired camera(s) to add cameras to the Location Group. 
The user can add as many cameras to the group as there are slots in the layout. Each camera added to 
the group will be added to the next available slot. 

The camera name will appear on the gray bar above each video slot. 

The Location Group will be automatically saved to the system as each change is made. 

 

3.4.3: Modifying a Location Group 

To modify an existing group, open the Location Group from the FirstView® Menu.  

 

 

 

�7�R���U�H�P�R�Y�H���D���F�D�P�H�U�D���I�U�R�P���D���J�U�R�X�S�����F�O�L�F�N���W�K�H���³�'�H�O�H�W�H�´���E�X�W�W�R�Q�� on the right corner of the gray bar 
above the video slot.  
 
To select a different layout (e.g. go from a 9 slot layout to a 1+7 layout), click one of the numbered 
buttons on the toolbar. 
 
The Location Group will be automatically saved to the system as each change is made. 
 

3.4.4: Viewing a Location Group 

�7�R���Y�L�H�Z���W�K�H���/�R�F�D�W�L�R�Q���*�U�R�X�S���S�D�J�H�����F�O�L�F�N���W�K�H���³�&�D�P�H�U�D�V�´���O�L�Q�N���R�Q���W�K�H���)�L�U�V�W�9�L�H�Z® Menu. The page shown 
below will open and live video will begin to play from all cameras in the group. 
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3.4.5: Synchronized Video Playback 

On the Location Group page, users can use the Synchronized Playback toolbar (shown below) to view 
archived video from multiple cameras simultaneously.  

 

 

 

Note: All cameras will be selected for synchronized playback by default. The visual indicator is located 

next to �W�K�H���³�'�H�O�H�W�H�´���E�X�W�W�R�Q�� on the right corner of the gray bar. 

�x If the indicator is green ( ), the camera is selected for synchronized playback. 

�x If the indicator is gray ( ), the camera is not selected for synchronized playback. 

Click the indicator to select or deselect the camera. 

 

The Synchronized Playback toolbar is a simplified version of the standard Playback Control toolbar. The 
actions will apply to all cameras selected. For example, a user is viewing a group of four cameras that are 

�D�O�O���V�H�O�H�F�W�H�G���I�R�U���V�\�Q�F�K�U�R�Q�L�]�H�G���S�O�D�\�E�D�F�N�����:�K�H�Q���W�K�H���X�V�H�U���F�O�L�F�N�V���W�K�H���³�-�X�P�S�´���E�X�W�W�R�Q�� and selects a date 
and time to jump to, all four cameras will jump to that point in their archive and begin playing recorded 
video. 
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For a complete description of using these controls, please see Section 3.2.2 . 

 

3.4.6: Closing a Location Group 

To close the Location Group page and return to the FirstView® �Z�H�O�F�R�P�H���S�D�J�H�����F�O�L�F�N���W�K�H���³�+�R�P�H�´���E�X�W�W�R�Q��

 on the toolbar. 

 

3.5: Viewing and Modifying Display Groups 
FirstView® Menu / Displays / Group Name 

 

Display groups allow users to create groups of up to sixteen (16) live video feeds that can be viewed 
simultaneously. These groups are custom groups and can only be viewed by the user that created them. 
On the FirstView® Menu, the group name will be displayed as the link to the group view page. Only 
Display Groups that have been created by the user will be displayed on the FirstView® Menu. 

Note: Please see Section 2.13.2  for details on assigning owners to an existing Display Group. 

 

Clicking the group name will open the Display Group page. 

 

 

 

Note: Viewing multiple cameras may reduce overall frame rates and increase network bandwidth 
�F�R�Q�V�X�P�S�W�L�R�Q�����3�H�U�I�R�U�P�D�Q�F�H���Z�L�O�O���D�O�V�R���E�H���D�I�I�H�F�W�H�G���E�\���W�K�H���H�Q�G���X�V�H�U�¶�V���&�3�8���D�Q�G���D�Y�D�L�O�D�E�O�H���P�H�P�R�U�\�� 

 

3.5.3: Creating a Display Group 

�7�R���F�U�H�D�W�H���D���Q�H�Z���G�L�V�S�O�D�\���J�U�R�X�S�����F�O�L�F�N���W�K�H���³�1�H�Z���'�L�V�S�O�D�\�´���J�U�R�X�S���Q�D�P�H���R�Q���W�K�H���)�L�U�V�W�9�L�H�Z® Menu under 
�³�'�L�V�S�O�D�\�V�´�����7�K�H���'�L�V�S�O�D�\���*�U�R�X�S���S�D�J�H���V�K�R�Z�Q���E�H�O�R�Z���Z�L�O�O���R�S�H�Q�����)�R�O�O�R�Z���W�K�H���V�W�H�S�V���L�Q���W�K�H���I�R�O�O�R�Z�L�Q�J���V�H�F�W�L�R�Q�V���W�R��
select a layout and add cameras to the layout.  
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Once the group information has been defined, clic�N���W�K�H���³�6�D�Y�H��Display Configuration As�´���E�X�W�W�R�Q�� on the 
toolbar. The fields shown below will open on the toolbar. Enter a name and a description and click the 

�J�U�H�H�Q���³�6�D�Y�H�´���E�X�W�W�R�Q�� �R�U���W�K�H���U�H�G���³�&�D�Q�F�H�O�´���E�X�W�W�R�Q�� to discard the new group information. 

 

 

 

The new Display Group will appear on the FirstView® �0�H�Q�X���X�Q�G�H�U���³�'�L�V�S�O�D�\�V�´�� 

 

3.5.2: Selecting a Layout 

There are seven options for the number of video feeds in a screen layout: 1, 4, 9, 16, 1+5, 1+7, and 1+12.  

To select a layout, click one of the numbered buttons on the toolbar (shown below).  

 

 

 



Administrative Guide & User Manual                                                                  
 

 
August 2010           105 

The black screen will show the selected number of slots and the user can begin to add video feeds to the 
layout. Please see Section 3.5.3  for more information on this process. 

Note:  When switching from a larger layout to a smaller layout (e.g. 16 to 9 or 9 to 4), the video feeds to 
the right of and below the first feed will be removed. 

 

3.5.3: Adding Cameras to a Layout 

To open the Display Group menu and add cameras to a layout, click the Menu button .  

 

 

 

�7�K�H���O�L�V�W���R�I���F�D�P�H�U�D�V���D�Y�D�L�O�D�E�O�H���W�R���E�H���D�G�G�H�G���W�R���D���'�L�V�S�O�D�\���*�U�R�X�S���F�D�Q���E�H���V�R�U�W�H�G���E�\���³�$�O�O���&�D�P�H�U�D�V�´�����D���O�L�V�W���R�I���D�O�O��
cameras in the system sorted alphanumerically) or by Location Group. For example, if there is a Location 
Group of all cameras monitoring the perimeter of a facility and the user wants to build a Display Group of 
�D���V�X�E�V�H�W���R�I���W�K�R�V�H���F�D�P�H�U�D�V�����K�H���F�D�Q���V�H�O�H�F�W���W�K�H���³�3�H�U�L�P�H�W�H�U���&�D�P�H�U�D�V�´���J�U�R�X�S���Q�D�P�H���R�Q���W�K�H���G�U�R�S-down menu 
and be able to easily create a Display Group containing those cameras. 

Select the desired camera name and c�O�L�F�N���W�K�H���³�$�G�G���F�D�P�H�U�D�´���E�X�W�W�R�Q�� on the slot where that camera 
should go in the layout. This allows users to customize where to place each camera in a layout. 

The camera name will appear on the gray bar above each video slot. 
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3.5.4: Saving a Display Group 

To save a Display Group, c�O�L�F�N���W�K�H���³�6�D�Y�H�´���E�X�W�W�R�Q�� on the toolbar. 

 

3.5.5: Modifying a Display Group 

To modify an existing group, open the Display Group from the FirstView® Menu.  

 

 

 

To remove a camera from a group , cli�F�N���W�K�H���³�'�H�O�H�W�H�´���E�X�W�W�R�Q�� on the right corner of the gray bar 
above the video slot.  
 
To select a different layout  (e.g. go from a 9 slot layout to a 1+7 layout), click one of the numbered 
buttons on the toolbar. 
 
To replace a camera with a different camera �����V�H�O�H�F�W���W�K�H���G�H�V�L�U�H�G���F�D�P�H�U�D���Q�D�P�H���D�Q�G���F�O�L�F�N���W�K�H���³�$�G�G��

�F�D�P�H�U�D�´���E�X�W�W�R�Q�� on the slot where that camera should go in the layout. 
 

�&�O�L�F�N���W�K�H���³�6�D�Y�H�´���E�X�W�W�R�Q�� on the toolbar to save changes.  
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3.5.6: Viewing a Display Group 

To view the Display Group page, click the group name on the FirstView® Menu. The page shown below 
will open and live video will begin to play from all cameras in the group. 

 

 

 

3.5.7: Synchronized Video Playback 

On the Display Group page, users can use the Synchronized Playback toolbar (shown below) to view 
archived video from multiple cameras simultaneously.  

 

 

 

Note: All cameras will be selected for synchronized playback by default. The visual indicator is located 

next to the �³�$�G�G���F�D�P�H�U�D�´���E�X�W�W�R�Q�� on the right corner of the gray bar. 

�x If the indicator is green ( ), the camera is selected for synchronized playback. 

�x If the indicator is gray ( ), the camera is not selected for synchronized playback. 

Click the indicator to select or deselect the camera. 
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The Synchronized Playback toolbar is a simplified version of the standard Playback Control toolbar. The 
actions will apply to all cameras selected. For example, a user is viewing a group of four cameras that are 

�D�O�O���V�H�O�H�F�W�H�G���I�R�U���V�\�Q�F�K�U�R�Q�L�]�H�G���S�O�D�\�E�D�F�N�����:�K�H�Q���W�K�H���X�V�H�U���F�O�L�F�N�V���W�K�H���³�-�X�P�S�´���E�X�W�W�R�Q�� and selects a date 
and time to jump to, all four cameras will jump to that point in their archive and begin playing recorded 
video. 

For a complete description of using these controls, please see Section 3.2.2 . 

 

3.5.8: Creating and Modifying Sequences 

Video sequences allow users to create a customized loop of video feeds that can be placed in a layout. 

To create a video sequence: 

�x Create a display group, select a layout, add cameras to the layout, and save the group. 

�x Ensure the layout has the cameras in the desired order (left to right and top to bottom). 

�x Click the Menu button  to open the Display Group menu. 

�x �&�O�L�F�N���W�K�H���³�1�H�Z�´���E�X�W�W�R�Q���Q�H�[�W���W�R���³�6�H�T�X�H�Q�F�H�V�´�� 

�x �7�K�H���F�D�P�H�U�D�V���L�Q���W�K�H���O�D�\�R�X�W���Z�L�O�O���E�H���O�L�V�W�H�G���X�Q�G�H�U���³�&�D�P�H�U�D�V�´�� 

�x Enter a nam�H���L�Q���W�K�H���³�'�H�V�F�U�L�S�W�L�R�Q�´���I�L�H�O�G�� 

�x Set a time interval  (amount of time to display video from one camera before switching to the next 
camera in the sequence). The time Interval options are: 5, 15, or 30 seconds, or 1 or 5 minutes. 

 

 

�x �&�O�L�F�N���W�K�H���³�6�D�Y�H�´���E�X�W�W�R�Q���W�R���Vave the sequence. The new sequence will appear in the list of 
sequences. 
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To add a sequence to a layout , click the �³�$�G�G�´ button  next to the sequence name. The sequence will 
be added to the next available slot in the layout. 

 

 

 

To edit a sequence , click the click the �³�&�R�Q�I�L�J�X�U�H�´ button  next to the sequence name. 

 

 

 

The information for that sequence will be displayed under Sequence Configuration. 

The user can change the name of the sequence and/or change the time interval. The time Interval options 
are: 5, 15, or 30 seconds, or 1 or 5 minutes. 

Click the �³�6�D�Y�H�´ button to save any changes to the sequence. 

 

To delete a sequence , click the  button next to the sequence name. 

 

3.5.9: Deleting a Display Group 

�7�R���G�H�O�H�W�H���D���'�L�V�S�O�D�\���*�U�R�X�S�����F�O�L�F�N���W�K�H���³�'�H�O�H�W�H�´���E�X�W�W�Rn  on the toolbar. The Display Group page will 
automatically close and the user will be returned to the FirstView® welcome page. 
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3.5.10: Closing a Display Group 

To close the Display Group page and return to the FirstView® �Z�H�O�F�R�P�H���S�D�J�H�����F�O�L�F�N���W�K�H���³�+�R�P�H�´���Eutton 

 on the toolbar.
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Chapter 4: FirstView ® Sensors 
During the sensor setup process, (please see Section 2.3.2  �I�R�U���P�R�U�H���G�H�W�D�L�O�V�������D���³�'�H�Y�L�F�H���7�\�S�H�´���L�V���G�H�I�L�Q�H�G��
for each sensor. The sensor types currently supported by FirstView® are: 

�x Access Control Systems (Device Type = Generic ACS System) 

�x Chemical Sensors (Device Type = Centurion I, II, GID-3 24-7, AvirSensors ChemSight, Bruker 
RAID-AFM, HGVI, LCD 3.X, RaeSystems MultiRaePlus) 

�x Biological Sensors (Device Type = BioSeeq+, Smart BioSensor) 

�x Radiation Sensors (Device Type = Canberra RDS-100, HPRID) 

�x Explosives and Narcotics Detectors (Device Type = MMTD, IonScan 500DT) 

�x Weather Sensors (Device Type =  Vaisala WXT520) 

�x Contact Closure Sensors (Device Type = Adam 6051 or Axis Encoder) 

�x Video Analyzers (Device Type = ObjectVideo System or Intelligent Video) 

�x External Sensor Systems (Device Type = External Sensor System) 

�x Gunshot Location System (Does not use the typical sensor setup process) 

Each sensor type is described in detail in the following sections, and can generate an alarm in the 
FirstView® system. Please see Chapter 6  for more details on the role of sensors in the FirstView® Alarm 
system. 

 

4.1: Access Control Systems 
FirstView® is capable of integrating with several types of Access Control Systems (ACS). An ACS can 
monitor perimeter security and/or internal security, and FirstView® can associate a camera with each 
access point in the ACS. Every time an access point reports a problem to FirstView®, an alarm is 
generated and the associated camera displays video of the access point. 

Example Access Control Alarms: 

�x Access denied 

�x Access card reader tampering 

�x Card reader communication loss 

�x Door held open 

�x Door forced open 

�x Perimeter breach 

 

4.2: Chemical Sensors 
FirstView® is capable of integrating with several types of chemical sensors, including sensors produced 
by Smiths Detection. Chemical sensors can monitor indoor and outdoor environments, and FirstView® 
can associate cameras with each sensor. If any substances are detected, an alarm is generated and the 
associated camera(s) displays video of the area. 

 

FirstView® supports the following Chemical Sensors:  
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�x Centurion I and II 

o For detailed hardware specifications about the Centurion II  sensor, please visit: 
http://smithsdetection.com/eng/centurion_II.php 

�x GID-3 24-7 

o For detailed hardware specifications about the GID-3 24/7 sensor, please visit: 
http://smithsdetection.com/eng/GID-3_24_7.php 

�x AvirSensors ChemSight 

o For detailed hardware specifications about the ChemSight sensor, please visit: 
http://www.avirsensors.com/hazardous-gas-detection-technology.php 

�x Bruker RAID-AFM 

o For detailed hardware specifications about the RAID-AFM sensor, please visit: 
http://www.bdal.com/products/mobile-detection/nuclear-detection/raid-afm-nc-
version.html 

�x HGVI 

o For detailed hardware specifications about the HGVI sensor, please visit: 
http://www.smithsdetection.com/HGVI.php 

�x LCD 3.X 

o For detailed hardware specifications about the LCD 3.X sensor, please visit: 
http://www.smithsdetection.com/LCD3_3.php 

�x RaeSystems MultiRaePlus 

o For detailed hardware specifications about the MultiRaePlus sensor, please visit: 
http://www.raesystems.com/products/multirae-plus 

 

The image below shows the device page for an HGVI sensor.  

FirstView® Menu / Servers / Server Name / Sensor Name  

 

 

 

The user can navigate between the three tabs to view the following information: 



Administrative Guide & User Manual                                                                  
 

 
August 2010           113 

�x Overview:  This tab allows users to see the current state of the sensor, any active threats, and 
any active faults (e.g. a loss of communication with the sensor).  

�x Status:  This tab allows users to view the current status details provided by the sensor. These 
status details are updated from the sensor and this information is stored in the FirstView® 
database. 

o Note: Each sensor type provides different status details. 
o Examples of Status Details:  

�ƒ Battery level remaining 

�ƒ Detector descriptions 

�ƒ Internal temperature 

�ƒ Time and result of last reading 

�x Export:  This tab allows users to export stored sensor data in CSV (Comma Separated Values) 
format.  

o Note:  CSV format files can be opened using Microsoft Excel. 
o For complete details about interpreting this sensor data, please consult the sensor 

documentation. 

o Sensor Data can be exported in CSV format in the following categories: 
�ƒ Status:  Sensor data containing the historical values for information displayed on 

�W�K�H���³�6�W�D�W�X�V�´���W�D�E�� 
�ƒ Threat:  Sensor data containing information about any detected chemicals. 
�ƒ Fault:  Sensor data containing information about any faults (e.g. loss of 

communication between the sensor and a / FirstView® Server) reported by the 
sensor. 

�ƒ Trimscan:  (Supported Smiths Detection Sensor Only) Sensor data that is 
exported in a format that can only be displayed using the Smiths Detection 
Trimscan application. 

o Specify a format (Status CSV, Threat CSV, or Fault CSV or Trimscan), select a From 
Time (either Now or a defined date and time), select one of the time range options to Go 
�%�D�F�N���W�R�����I�U�R�P�������K�R�X�U���W�R�������G�D�\�������D�Q�G���F�O�L�F�N���W�K�H���³�H�[�S�R�U�W�´���E�X�W�W�R�Q�� 

o �&�O�L�F�N���W�K�H���³�'�R�Z�Q�O�R�D�G�´���E�X�W�W�R�Q���W�R���2�S�H�Q���R�U���6�D�Y�H���W�K�H���&�6�9���I�L�O�H�� 
 

4.3: Biological Sensors 
FirstView® is capable of integrating with several types of biological sensors, including sensors produced 
by Smiths Detection. Biological sensors can monitor indoor and outdoor environments, and FirstView® 
can associate cameras with each sensor. If any substances are detected, an alarm is generated and the 
associated camera(s) displays video of the area. 

 

FirstView® supports the following Biological Sensors:  

�x BioSeeqPLUS 

o For detailed hardware specifications about the BioSeeqPLUS sensor, please visit: 
http://www.smithsdetection.com/Bio-Seeq_PLUS.php 

�x SmartBioSensor 

o For detailed hardware specifications about the SmartBioSensor, please visit: 
http://www.smithsdetection.com/SmartBio_Sensor.php 
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The image below shows the device page for the SmartBioSensor .  

FirstView® Menu / Servers / Server Name / Sensor Name 

 

 
 

The user can navigate between the three tabs to view the following information: 

�x Overview:  This tab allows users to see the current state of the sensor, any active threats, and 
any active faults (e.g. a loss of communication with the sensor).  

�x Status:  This tab allows users to view the current status details provided by the sensor. These 
status details are updated from the sensor and this information is stored in the FirstView® 
database. 

o Note: Each sensor type provides different status details. 
o Examples of Status Details:  

�ƒ Battery level remaining 

�ƒ Detector descriptions 

�ƒ Internal temperature 

�ƒ Time and result of last reading 

�x Export:  This tab allows users to export stored sensor data in CSV (Comma Separated Values) 
format.  

o Note:  CSV format files can be opened using Microsoft Excel. 
o For complete details about interpreting this sensor data, please consult the sensor 

documentation. 

o Sensor Data can be exported in CSV format in the following categories: 
�ƒ Status:  Sensor data containing the historical values for information displayed on 

�W�K�H���³�6�W�D�W�X�V�´���W�D�E�� 
�ƒ Threat:  Sensor data containing information about any detected chemicals. 
�ƒ Fault:  Sensor data containing information about any faults (e.g. loss of 

communication between the sensor and a / FirstView® Server) reported by the 
sensor. 

�ƒ Trimscan:  (Supported Smiths Detection Sensor Only) Sensor data that is 
exported in a format that can only be displayed using the Smiths Detection 
Trimscan application. 



Administrative Guide & User Manual                                                                  
 

 
August 2010           115 

o Specify a format (Status CSV, Threat CSV, or Fault CSV or Trimscan), select a From 
Time (either Now or a defined date and time), select one of the time range options to Go 
Back to (from 1 hour to 1 day), and click t�K�H���³�H�[�S�R�U�W�´���E�X�W�W�R�Q�� 

o �&�O�L�F�N���W�K�H���³�'�R�Z�Q�O�R�D�G�´���E�X�W�W�R�Q���W�R���2�S�H�Q���R�U���6�D�Y�H���W�K�H���&�6�9���I�L�O�H�� 
 

4.4: Radiation Sensors 
FirstView® is capable of integrating with several types of radiation sensors, including sensors produced by 
Smiths Detection. Radiation sensors can monitor indoor and outdoor environments, and FirstView® can 
associate cameras with each sensor. If any substances are detected, an alarm is generated and the 
associated camera(s) displays video of the area. 

 

FirstView® supports the following Radiation Sensors:  

�x Canberra RDS-100 

o For detailed hardware specifications about the Canberra RDS-100 sensor, please visit: 
http://www.canberra.com/products/438127.asp 

�x HPRID 

o For detailed hardware specifications about the HPRID sensor, please visit: 
http://www.smithsdetection.com/hprid.php 

 

The image below shows the device page for the HPRID sensor.  

FirstView® Menu / Servers / Server Name / Sensor Name 

 

 

 

The user can navigate between the three tabs to view the following information: 

�x Overview:  This tab allows users to see the current state of the sensor, any active threats, and 
any active faults (e.g. a loss of communication with the sensor).  

�x Status:  This tab allows users to view the current status details provided by the sensor. These 
status details are updated from the sensor and this information is stored in the FirstView® 
database. 

o Note: Each sensor type provides different status details. 
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o Examples of Status Details:  
�ƒ Battery level remaining 

�ƒ Detector descriptions 

�ƒ Internal temperature 

�ƒ Time and result of last reading 

�x Export:  This tab allows users to export stored sensor data in CSV (Comma Separated Values) 
format.  

o Note:  CSV format files can be opened using Microsoft Excel. 
o For complete details about interpreting this sensor data, please consult the sensor 

documentation. 

o Sensor Data can be exported in CSV format in the following categories: 
�ƒ Status:  Sensor data containing the historical values for information displayed on 

�W�K�H���³�6�W�D�W�X�V�´���W�D�E�� 
�ƒ Threat:  Sensor data containing information about any detected chemicals. 
�ƒ Fault:  Sensor data containing information about any faults (e.g. loss of 

communication between the sensor and a / FirstView® Server) reported by the 
sensor. 

�ƒ Trimscan:  (Supported Smiths Detection Sensor Only) Sensor data that is 
exported in a format that can only be displayed using the Smiths Detection 
Trimscan application. 

o Specify a format (Status CSV, Threat CSV, or Fault CSV or Trimscan), select a From 
Time (either Now or a defined date and time), select one of the time range options to Go 
Back to (from 1 hour to 1 day), an�G���F�O�L�F�N���W�K�H���³�H�[�S�R�U�W�´���E�X�W�W�R�Q�� 

o �&�O�L�F�N���W�K�H���³�'�R�Z�Q�O�R�D�G�´���E�X�W�W�R�Q���W�R���2�S�H�Q���R�U���6�D�Y�H���W�K�H���&�6�9���I�L�O�H�� 
 

4.5: Explosives and Narcotics Sensors 
FirstView® is capable of integrating with several types of explosive and narcotics sensors, including 
sensors produced by Smiths Detection. Explosives and narcotics sensors can be used indoors and 
outdoors, and monitor on demand. If any substances are detected, an alarm is generated and the 
associated camera(s) displays video of the area.  

 

FirstView® supports the following Explosive and Narcotics Sensors:  

�x MMTD 

o For detailed hardware specifications about the MMTD sensor, please visit: 
http://smithsdetection.com/eng/mmtd.php 

�x IonScan 500DT 

o For detailed hardware specifications about the IonScan 500DT sensor, please visit: 
http://www.smithsdetection.com/IONSCAN_500DT.php 

 
The image below shows the device page for the IonScan500DT  sensor.  

FirstView® Menu / Servers / Server Name / Sensor Name 
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The user can navigate between the three tabs to view the following information: 

�x Overview:  This tab allows users to see the current state of the sensor, any active threats, and 
any active faults (e.g. a loss of communication with the sensor).  

�x Status:  This tab allows users to view the current status details provided by the sensor. These 
status details are updated from the sensor and this information is stored in the FirstView® 
database. 

o Note: Each sensor type provides different status details. 
o Examples of Status Details:  

�ƒ Battery level remaining 

�ƒ Detector descriptions 

�ƒ Internal temperature 

�ƒ Time and result of last reading 

�x Export:  This tab allows users to export stored sensor data in CSV (Comma Separated Values) 
format.  

o Note:  CSV format files can be opened using Microsoft Excel. 
o For complete details about interpreting this sensor data, please consult the sensor 

documentation. 

o Sensor Data can be exported in CSV format in the following categories: 
�ƒ Status:  Sensor data containing the historical values for information displayed on 

�W�K�H���³�6�W�D�W�X�V�´���W�D�E�� 
�ƒ Threat:  Sensor data containing information about any detected chemicals. 
�ƒ Fault:  Sensor data containing information about any faults (e.g. loss of 

communication between the sensor and a / FirstView® Server) reported by the 
sensor. 

�ƒ Trimscan:  (Supported Smiths Detection Sensor Only) Sensor data that is 
exported in a format that can only be displayed using the Smiths Detection 
Trimscan application. 

o Specify a format (Status CSV, Threat CSV, or Fault CSV or Trimscan), select a From 
Time (either Now or a defined date and time), select one of the time range options to Go 
�%�D�F�N���W�R�����I�U�R�P�������K�R�X�U���W�R�������G�D�\�������D�Q�G���F�O�L�F�N���W�K�H���³�H�[�S�R�U�W�´���E�X�W�W�R�Q�� 

o �&�O�L�F�N���W�K�H���³�'�R�Z�Q�O�R�D�G�´���E�X�W�W�R�Q���W�R���2�S�H�Q���R�U���6�D�Y�H���W�K�H���&�6�9���I�L�O�H�� 
 



 
                                                                  First View ® 
 

 118                                                                  August 2010 
 

4.6: Weather Sensors 
FirstView® is capable of integrating with one type of weather sensor. Weather sensors are used outdoors, 
and report weather information to the FirstView® system. If any defined thresholds are met, an alarm is 
generated and the associated camera(s) displays video of the area.  

 

FirstView® supports the following Weather Sensor:  

�x Vaisala WXT520 

o For detailed hardware specifications about the Vaisala WXT520 sensor, please visit: 
http://www.vaisala.com/en/products/multiweathersensors/Pages/WXT520.aspx 

 

4.7: Contact Closure Sensors 
FirstView® is capable of integrating with several types of contact closure sensor systems and FirstView® 
can associate a camera with each sensor. Contact closures can monitor the open/closed status of 
equipment doors, switches, and other access control applications. If a contact closure is disconnected, an 
alarm is generated and the associated camera(s) displays video of the area. 

�$�V���W�K�H���L�P�D�J�H���E�H�O�R�Z���V�K�R�Z�V�����W�K�L�V���³�$�G�D�P���&�&�´���V�H�Q�V�R�U���V�\�V�W�H�P���K�R�V�W�V���V�H�Y�H�U�D�O���F�R�Q�W�D�F�W���F�O�R�V�X�U�H�V�����H�D�F�K���R�I���Z�K�L�F�K��
�F�D�Q���E�H���D�V�V�R�F�L�D�W�H�G���Z�L�W�K���D���F�D�P�H�U�D���E�\���F�O�L�F�N�L�Q�J���W�K�H���³�(�G�L�W�´���E�X�W�W�R�Q�� 

FirstView® Menu / Servers / Server Name / Sensor Name 

 

 

 

4.8: Video Analyzers 
FirstView® is capable of integrating with several types of Video Analytics (VA) systems. Video Analyzers 
can detect activity in the video stream and apply pre-defined rules to determine if conditions for an alarm 
have been met. Each system has different capabilities, but the basic features of VA systems are: 

�x Left Object Detection:  This can be used to determine if a stationary object was brought into and 
then left in an area, and is useful when monitoring public areas for suspicious items. 
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�x Tripwire and Area Breaches:  This can be used to determine if an object of pre-defined size has 
entered or exited an area, and is useful when monitoring access to restricted areas. 

�x Object Tracking:  This can be used to determine the speed and path of an object, and is useful 
when monitoring entrances and exits.  

�x Facial Detection:  This can be used to capture images of faces as people walk through a security 
checkpoint and store those images for easy retrieval.  

If any of the conditions for an alarm are met, an alarm is generated in FirstView®, the Video Analyzer 
captures an image of the scene (at the time of the alarm), and the associated camera displays video of 
the area. 

 

4.9: External Sensor Systems 
FirstView® is capable of integrating with a variety of external sensor systems (e.g. a hand-held radiation 
sensor) using the External Sensor System API. An example FirstView® Alarm Application is available. 
The example application itself has customizable fields and values, and it provides a basis to easily 
integrate data provided from virtually any external sensor system into FirstView®. 

Please refer to the FirstView® SDK documentation for complete details about configuring and using the 
External Sensor System. 

 

Sensor data from an external sensor system may be exported in the CSV format for threats and faults 
�X�V�L�Q�J���W�K�H���H�[�S�R�U�W���I�X�Q�F�W�L�R�Q�D�O�L�W�\���R�Q���W�K�H���³�+�L�V�W�R�U�\�´���W�D�E�� 

 

4.9.1: Creating an External Sensor System Unit 

To create an External Sensor Unit in the FirstView® System: 

�x Add a new sensor device 

�x �&�O�L�F�N���W�K�H���³�6�H�W�X�S�´���E�X�W�W�R�Q��on the device page to open the Sensor Configuration page (shown 
below) 
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�x �6�H�O�H�F�W���W�K�H���³�(�[�W�H�U�Q�D�O���6�H�Q�V�R�U���6�\�V�W�H�P�´���G�H�Y�L�F�H���W�\�S�H 

�x Leave the Sensor Host field blank (this field is not used for External Sensors) 

�x Enter 0 in the Sensor Port field (this field is not used for External Sensors) 

�x Leave the Sensor Polling Interval field as is (this field is not used for External Sensors) 

�x Click the Submit button 

 

Note:  An alarm will appear on the sensor page because it is not receiving input from the external sensor. 
This alarm will automatically clear as soon as the FirstView® Alarm Application has been configured. 

�7�R���D�V�V�R�F�L�D�W�H���D���F�D�P�H�U�D���Z�L�W�K���W�K�H���(�[�W�H�U�Q�D�O���6�H�Q�V�R�U�����F�O�L�F�N���W�K�H���³�$�O�D�U�P�L�Q�J�´���E�X�W�W�R�Q�����V�H�O�H�F�W���W�K�H���D�S�S�U�R�S�U�L�D�W�H��
camera na�P�H�����D�Q�G���F�O�L�F�N���³�$�V�V�R�F�L�D�W�H���´ 

 

4.10: Gunshot Location System (GLS) 
The Gunshot Location System (GLS) is an optional FirstView® feature provided by a Shotspotter® system. 
The GLS is capable of determining the location of a gunshot and reporting its coordinates (latitude and 
longitude) to FirstView®.  FirstView® creates an alarm, automatically locates the closest configured preset, 
and moves a PTZ camera to view the location reported by the GLS.  This feature provides the best 
chance of recording visual evidence in the case of gun-related crime. 

Note:  The Shotspotter® Gunshot Location System (GLS) is a registered trademark of ShotSpotter, Inc. 
For more information on this system, please visit http://www.shotspotter.com.  
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Chapter 5: FirstView ® Maps 
The table below defines the device icons used on Geographic and Image Maps: 

PTZ 
Camera: 

 

Sensor: 

 

Fixed 
Camera: 

 

Nested Map: 

(Only on 
Image Maps)  

 

5.1: Geographic Map 
FirstView® Menu / Geographic Map  

 

The Geographic map is an optional FirstView® feature that can display the location of cameras and other 
devices at a glance. �&�O�L�F�N���³�*�H�R�J�U�D�S�K�L�F���0�D�S�´���W�R���R�S�H�Q���D�Q���,�O�O�X�V�W�U�D�W�H�G���0�D�S���V�K�R�Z�L�Q�J���G�H�Y�L�F�H�V���W�K�D�W���K�D�Y�H���E�H�H�Q��
assigned to physical locations (please see Section 2.4.2  for more details on this process). 

�x The navigation tool is located at the top left corner of the map.  Use the four arrow buttons to 
navigate the map by compass points.  You can also click and hold on the map to move the 
displayed portion of the map. 

�x Use the vertical slider to zoom in and out. You can also click one increment at a time by clicking 
the + and - signs at either end of the slider. 

�x �7�K�H���O�D�W�L�W�X�G�H���D�Q�G���O�R�Q�J�L�W�X�G�H���R�I���W�K�H���F�X�U�V�R�U�¶�V���F�X�U�U�H�Q�W���O�R�F�D�W�L�R�Q���R�Q���W�K�H���P�D�S���D�U�H���G�L�V�S�O�D�\�H�G���D�W���W�K�H���W�Rp of 
the screen. 
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5.1.1: Selecting Map Type 

The image above is an example of an Illustration-Based Map, and the images in the table below show the 
differences between Satellite and Hybrid Geographic Maps. To switch between the three types, click one 
of t�K�H���W�K�U�H�H���E�X�W�W�R�Q�V���³�0�D�S�´���³�6�D�W�H�O�O�L�W�H�´���R�U���³�+�\�E�U�L�G�´���D�W���W�K�H���W�R�S���U�L�J�K�W���F�R�U�Q�H�U���R�I���W�K�H���*�H�R�J�U�D�S�K�L�F���0�D�S�� 

Note:  The process of viewing video or sensor alarms or using the Spotter function is exactly the same for 
all three map types. 

  

Satellite Geographic Map Hybrid Geographic Map 

 

5.1.2: Viewing Video and Alarms 

Video:  To view live video from a camera located on a Geographic Map, click on the device icon. Two pop 
up windows will appear �± one is the live video stream (shown below) and the other lists any alarms 
(please see the following section for more details about viewing alarms). 
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For a complete description of using the camera controls, please see Section 3.1.1 . 

�7�R���D�F�F�H�V�V���W�K�H���F�D�P�H�U�D�¶�V���D�U�F�K�L�Y�H, use the playback controls located below the video. For a complete 
description of using these controls, please see Section 3.2.2 . 

 

Alarms:  Device icons for cameras that are equipped with motion detection will turn from green to red if an 
alarm has been generated. 

 
 

Live Video Stream 
(Click green arrow button to access Camera 

Control) 

Live Video Stream with Camera Control 
(Click red x button to release Camera Control) 
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Camera Device Icon Without an Alarm Camera Device Icon With an Alarm 

 

To view the list of alarms, click on the red device icon and the pop up window shown below will open. To 
view additional details about the alarm, click the Alarm ID number link �W�R���R�S�H�Q���W�K�H���³�$�O�D�U�P��View�´���V�F�U�H�H�Q�� 

 

Please see Chapter 6  for a complete description of alarm sources, displays, and controls. 

 

5.1.3: Viewing Sensor Alarms 

Sensor Alarms on Geographic Maps are viewed in the same way as cameras. If a sensor generates an 
alarm, the device icon will turn red.  

  

Sensor Device Icon Without an Alarm Sensor Device Icon With an Alarm 

 

To view the list of alarms, click on the red device icon and the pop up window shown below will open. To 
view additional details about the alarm, click the Alarm ID number link �W�R���R�S�H�Q���W�K�H���³�$�O�D�U�P��View�´���V�F�U�H�H�Q�� 
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Please see Chapter 6  for a complete description of alarm sources, displays, and controls. 

 

5.1.4: Spotter Function 

When a user clicks a spot on the Geographic Map, the Spotter function determines which configured 
Preset has the best view of the selected spot, and automatically moves a PTZ camera to the Preset 
location and displays video of the area. 

To use the Spotter function: 

�x Click the  button to enable the Spotter on the Geographic Map. 

o The button will turn gray when the Spotter function is active. 

�x Click a spot on the map within range of any PTZ camera (with configured Presets) to view live 
video of the selected spot. 

o Please see Section 2.2.6  and Section 2.4.3  for more details on configuring Presets. 

�x The Spotter will move the selected camera to the appropriate Preset, and display the live video in 
a pop-up window. 

o If the user clicks another spot on the map while viewing live video, the live video window 
will refresh to display video of the new area. 

�x If there are no configured Presets that can view the selected spot, or the user does not have 
permission to view video from the camera with the appropriate Preset, the error message shown 
below will be displayed. 

 

�x If the camera with the appropriate Preset is currently being controlled by another user, the error 
message shown below will be displayed. 
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5.2: Image Maps 
FirstView® Menu / Image Maps / Map Name 

 

5.2.1: Selecting an Image Map 

�&�O�L�F�N���³�,�P�D�J�H���0�D�S�V�´���W�R���Y�L�H�Z���D�O�O���P�D�S�V���W�K�D�W���K�D�Y�H���E�H�H�Q���X�S�O�R�D�G�H�G���L�Q�W�R���W�K�H���V�\�V�W�H�P�����S�O�H�D�V�H���V�H�H��Section 2.5.1  
for more details on this process). Click the name of the map you wish to view, and it will open in the 
FirstView® browser window. As seen in the image below, devices that have been added to the Image Map 
will be displayed as device icons. 

 

 

5.2.2: Viewing Video and Alarms 

Video:  To view live video from a camera located on an Image Map, click on the device icon. Two pop up 
windows will appear �± one is the live video stream (shown below) and the other lists any alarms (please 
see the following section for more details about viewing alarms). 
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Live Video Stream 
(Click green arrow button to access Camera 

Control) 

Live Video Stream with Camera Control 
(Click red x button to release Camera Control) 

 

For a complete description of using the camera controls, please see Section 3.1.1 . 

�7�R���D�F�F�H�V�V���W�K�H���F�D�P�H�U�D�¶�V���D�U�F�K�L�Y�H, use the playback controls located below the video. For a complete 
description of using these controls, please see Section 3.2.2 . 

 

Alarms:  Device icons for cameras that are equipped with motion detection will turn from green to red if an 
alarm has been generated. 

  

Camera Device Icon Without an Alarm Camera Device Icon With an Alarm 
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To view the list of alarms, click on the red device icon and the pop up window shown below will open. To 
view additional details about the alarm, click the Alarm ID number link �W�R���R�S�H�Q���W�K�H���³�$�O�D�U�P��View�´���V�F�U�H�H�Q�� 

 

Please see Chapter 6  for a complete description of the alarm sources, displays, and controls. 

 

5.2.3: Viewing Sensor Alarms 

Sensor Alarms on Image Maps are viewed in the same way as cameras. If an alarm on a sensor is 
triggered, it will turn red.  

  

Sensor Device Icon Without an Alarm Sensor Device Icon With an Alarm 

 

To view the list of alarms, click on the red device icon and the pop up window shown below will open. To 
view additional details about the alarm, click the Alarm ID number link �W�R���R�S�H�Q���W�K�H���³�$�O�D�U�P��View�´���V�F�U�H�H�Q�� 
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Please see Chapter 6  for a complete description of the alarm sources, displays, and controls. 

 

5.2.4: Using Layered Image Maps 

Secondary maps that have been nested within a primary map will be displayed as icons on the primary 
map as shown below. 

To navigate between the layered maps: 

�x Click a secondary map icon  to navigate to the nested map 

�x To return to the primary map, click the Image Map menu button at the top left of the screen 
�D�Q�G���V�H�O�H�F�W���³�8�S���W�R���3�D�U�H�Q�W���0�D�S�´���I�U�R�P���W�K�H���P�H�Q�X�� 
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5.2.5: Modifying Image Map Settings 

To modify the settings for an image map, click the Image Map menu button at the top left of the 
�V�F�U�H�H�Q���D�Q�G���V�H�O�H�F�W���³�&�R�Q�I�L�J�X�U�H���0�D�S�´���I�U�R�P���W�K�H���P�H�Q�X�� 
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The following settings can be modified: 

�x Device Name Display 

o �&�K�H�F�N�L�Q�J���W�K�H���³�1�D�P�H���7�D�J�V�´���F�K�H�F�N�E�R�[���Z�L�O�O���G�L�V�S�O�D�\���Whe device name above the icon. 

o �7�K�H���³�1�D�P�H���7�L�S�V�´���F�K�H�F�N�E�R�[���L�V���V�H�O�H�F�W�H�G���E�\���G�H�I�D�X�O�W�����:�K�H�Q���D���X�V�H�U��places the cursor over an 
icon, the device name is displayed in a pop-up box. 

�x Device Icon Size 

o Select the radio button for Large, Medium, or Small Device Icons. 

�x Background Image Opacity 

o Modifying this setting will change the level of transparency of the image map. 

o The user can either enter a percentage (in increments of 10%) or use the slider to select 
the desired amount of image map transparency. 

 

Note:  �&�O�L�F�N���W�K�H���³�$�S�S�O�\�´���E�X�W�W�R�Q���W�R���D�S�S�O�\���W�K�H���Q�H�Z���V�H�W�W�L�Q�J�V���R�U���³�&�D�Q�F�H�O�´���W�R���U�H�W�X�U�Q���W�R���W�K�H���,�P�D�J�H���0�D�S�� 


