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APPENDIX A: TERMS AND DEFINITIONS 

Access

Access Control—

 
 
Acquisition

 

Agency—

Audit Trail

Authentication—

Authorization—

 
Biometrics—

Center
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Civil Liberties

Civil Rights

Computer Security—

 
Confidentiality

Credentials—

 
Criminal Intelligence Information—

 
 
Data

Data Breach—

Data Protection—

Disclosur
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Electronically Maintained—

Electronically Transmitted—

 
Fair Information Principles—

Firewall—

 
General Information or Data—

 
 
Urban Area Fusion Center

Homeland Security Information

Identification—
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Individual Responsibility—

 
Information

Information Quality

Information Sharing Environment (ISE) Suspicious Activity Report (SAR) (ISE-SAR)—

Intelligence-Led Policing (ILP)—

 
Invasion of Privacy—

 
ISE SAR

 
ISE-SAR Information Exchange Package Documentation (IEPD)

Detailed format 

Summary format 

Label
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Law

Law Enforcement Information

Lawful Permanent Resident—

 
Least Privilege Administration—

Logs

Maintenance of Information—

Metadata—

Need to Know— 

 
Nonrepudiation—
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Originating Agency—

 
 
Participating Agencies

Personal Information

Personally Identifiable Information—

•

•

•

•

 
Persons—

 
Privacy

Privacy fields

Privacy Policy
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Privacy Protection

Protected Information—

 

Public

•
•

•
•

•
•

•

Public Access—

 
Record

Redress—

Repudiation—

Retention

Right to Know—
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Right to Privacy—

 
Role-Based Access

Security

Shared Space

Sharing

Source Agency

Storage

Submitting Agency

Suspicious Activity
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Suspicious Activity Reports (SARs)

Terrorism Information

Terrorism-Related Information

Tips and Leads Information or Data—

 

User—

 
User Agency
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APPENDIX B: APPLICABLE LEGAL REFERENCES 

Effective: October 31, 2007 
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Effective: December 13, 2003 
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Effective: March 30, 2009 
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Effective:[See Text Amendments] 
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Effective:[See Text Amendments] 
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Effective: July 8, 2008 
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APPENDIX C: INFORMATION DATABASES, SYSTEMS, AND RECORDS* 
Tool Category BRIC Access 

Analyst 
Toolbox: A Toolbox for the Intelligence Analyst
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