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Hiring, Promotion, and Other Employment
Decisions

Question Presented

Can an employer make employment decisions utilizing background dossiers, algorithmic
scores, and other third-party consumer reports about workers without adhering to the Fair
Credit Reporting Act (FCRA)?

Response

No. Similar to credit reports and credit scores used by lenders to make lending decisions,
background dossiers—such as those that convey scores about workers—that are obtained
from third parties and used by employers to make hiring, promotion, reassignment, or
retention decisions are often governed by the FCRA. Many background dossiers that are
compiled from databases collecting public records, employment history, collective-
bargaining activity, or other information about a worker are “consumer reports” under the
FCRA. Other types of consumer reports may include, for example, reports that convey
scores assessing a current worker’s risk level or performance.

Employers that use consumer reports—both initially when hiring workers and for subsequent
employment purposes—must comply with FCRA obligations, including the requirement to
obtain a worker’s permission to procure a consumer report, the obligation to provide
notices before and upon taking adverse actions, and a prohibition on using consumer
reports for purposes other than the permissible purposes described in the FCRA.

The third-party providers furnishing these reports are “consumer reporting agencies”
regulated by the FCRA, which (among other things) imposes an obligation to follow
reasonable procedures to assure maximum possible accuracy, a requirement to disclose
information in a worker's file to the worker upon request, and a requirement to investigate
worker disputes alleging inaccuracies.
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Consumer Reports for Employment Purposes

Similar to how credit reports and credit scores are commonly used by lenders, employers
commonly purchase consumer reports to make employment decisions about workers. The
most traditional form of consumer report in use in the United States for employment
purposes is a background dossier that checks a worker’s public records, including criminal
history.

Recent technological advances have resulted in a rapid increase in the monitoring of
workers across many sectors.” This has been compounded by an increase in remote work.
Together, these phenomena have resulted in an increase in third-party technology
companies that have made it easier and more cost effective to track, assess, and evaluate
workers.?

Consumer reporting agencies and other background screening companies now offer a
range of reports to employers, including those that record current workers' activities,
personal habits and attributes, and even their biometric information. For example, some
employers now use third parties to monitor workers’ sales interactions, to track workers'’
driving habits, to measure the time that workers take to complete tasks, to record the
number of messages workers send and the quantity and duration of meetings they attend,
and to calculate workers' time spent off-task through documenting their web browsing,
taking screenshots of computers, and measuring keystroke frequency.? In some
circumstances, this information might be sold by “consumer reporting agencies” to
prospective or current employers.

Some companies may analyze worker data® in order to provide reports containing
assessments or scores of worker productivity or risk to employers.® Today, such scores are
used to make automated recommendations or determinations related to worker pay;
predict worker behavior, including potential union organizing activity and likelihood that a
worker will leave their job; schedule shifts or job responsibilities; or issue warnings or other
disciplinary actions.®

Analysis

Congress passed the FCRA in response to concerns about companies that assemble
detailed dossiers about consumers and sell this information.” In doing so, Congress was
particularly cognizant of the impact of so-called “credit reporting” on consumers’
employment. Indeed, the Senate Report accompanying the bill that would be enacted as
the FCRA noted in particular how “a consumer’s future employment career could be
jeopardized because of an incomplete credit report.”® To address those concerns, the FCRA
regulates information in the form of “consumer reports,” a term defined to include “any
written, oral, or other communication of any information by a consumer reporting agency
bearing on a consumer's credit worthiness, credit standing, credit capacity, character,
general reputation, personal characteristics, or mode of living which is used or expected to
be used or collected in whole or in part for the purpose of serving as a factor in establishing

the consumer’s eligibility for” certain purposes, including “employment purposes.”’



While all of the general obligations of the FCRA apply to consumer reports provided for
employment purposes, there are a few additional obligations that apply only to this kind of
consumer report. For example, section 604(b) includes additional requirements when a
consumer report is used for employment purposes, including a requirement to get
permission from the worker.'? It also generally requires employers to provide notice to
workers and a copy of their report before taking adverse action.'! In addition, upon request
by a worker, “consumer reporting agencies” must disclose the identity of anyone who has
used a consumer report for employment purposes in the two-year period preceding the
date the request is made, which is longer than the one-year period used for other
purposes.’® And “consumer reporting agencies” must follow certain procedures when
reporting public record information for employment purposes.’?

Beyond the obligations that apply only to consumer reports used for employment purposes,
the FCRA's general obligations also provide important protections for workers. Among
other things, the FCRA provides workers the right to know what is in their file at a “consumer
reporting agency” and dispute incomplete or inaccurate information,'* requires such
entities, in response to a consumer’s dispute, to correct or delete inaccurate, incomplete, or
unverifiable information,’® and generally prohibits reporting of outdated negative
information.’® In addition to requiring that most employers give workers notice before
taking an adverse action, the FCRA also generally requires that any person taking adverse
action based on a consumer report provide notice to the consumer upon taking the adverse
action."” Finally, the FCRA strictly limits “consumer reporting agencies” to providing
consumer reports only for certain specified permissible purposes.’® That means the
background screener could not share consumer reports containing workers’ data with
employers or others, absent a FCRA permissible purpose.’?

When looking at whether an employer that makes employment decisions based on a report
from a third party is regulated by the FCRA, enforcers should consider two key questions:

1. Does the employer's use of data qualify as a use for “employment purposes” under the
FCRA?

2.ls the report obtained from a “consumer reporting agency,” meaning that the report-maker
"assembled” or “evaluated” consumer information to produce the report?

On the first question, the FCRA defines “"employment purposes” to mean “a report used for
the purpose of evaluating a consumer for employment, promotion, reassignment or
retention as an employee.”?? The FCRA thus applies both to information used for the
purpose of evaluating a consumer for employment initially, and to information used for
ongoing employment purposes—i.e., promotion, reassignment, or retention.?’

On the second question, a third party could be a “consumer reporting agency” that
assembles or evaluates consumer information if they collect consumer information in order
to furnish reports to employers.?? A company that employers use to help make employment
decisions could meet this standard in a number of ways. For example, similar to a
“nationwide consumer reporting agency,” like Equifax, Experian, or TransUnion, some
companies collect consumer data from third parties for dissemination to employers in
background reports. Traditional background screening companies “assemble” or “evaluate”
information about workers, often from public sources, such as criminal history records.



Other firms might collect information from employers about workers’ collective bargaining
activity, or job performance, and then sell it to other employers to make hiring decisions.

In addition, an entity could "assemble” or “evaluate” consumer information within the
meaning of the term “consumer reporting agency” if the entity collects consumer data in
order to train an algorithm that produces scores or other assessments about workers for
employers. For example, the developer of a phone app that monitors a transportation
worker’s driving activity and provides driving scores to companies for employment
purposes could “assemble” or “evaluate” consumer information if the developer obtains or
uses data from sources other than an employer receiving the report, including from other
employer-customers or public data sources, to generate the scores.??

Not all third parties that assemble or evaluate data will qualify as “consumer reporting
agencies.” For example, section 603(d)(2)(A)i) of the FCRA excludes from the definition of
“consumer report” any “report containing information solely as to transactions or
experiences between the consumer and the person making the report.” But this exception
applies only to reports containing information solely about transactions or experiences
between the consumer and the report-maker. The exception by its own terms does not
apply to a report containing information not about transactions or experiences between the
report-maker and the consumer, such as when the report includes algorithmic scores, as
described above.

About Consumer Financial Protection Circulars

Consumer Financial Protection Circulars are issued to all parties with authority to enforce
federal consumer financial law. The Consumer Financial Protection Bureau (CFPB) is the
principal federal regulator responsible for administering federal consumer financial law, see
12 U.S.C. 5511, including the Consumer Financial Protection Act’s prohibition on unfair,
deceptive, and abusive acts or practices, 12 U.S.C. 5536(a)(1)(B), and 18 other "enumerated
consumer laws,” 12 U.S.C. 5481(12). However, these laws are also enforced by state
attorneys general and state regulators, 12 U.S.C. 5552, and prudential regulators including
the Federal Deposit Insurance Corporation, the Office of the Comptroller of the Currency,
the Board of Governors of the Federal Reserve System, and the National Credit Union
Administration. See, e.g., 12 U.S.C. 5516(d), 5581(c)(2) (exclusive enforcement authority for
banks and credit unions with $10 billion or less in assets). Some federal consumer financial
laws are also enforceable by other federal agencies, including the Department of Justice
and the Federal Trade Commission, the Farm Credit Administration, the Department of
Transportation, and the Department of Agriculture. In addition, some of these laws provide
for private enforcement

Consumer Financial Protection Circulars are intended to promote consistency in approach
across the various enforcement agencies and parties, pursuant to the CFPB's statutory
objective to ensure federal consumer financial law is enforced consistently. 12 U.S.C.
5511(b)(4). Consumer Financial Protection Circulars are also intended to provide
transparency to partner agencies regarding the CFPB’s intended approach when



cooperating in enforcement actions. See, e.g., 12 U.S.C. 5552(b) (consultation with CFPB by
state attorneys general and regulators); 12 U.S.C. 5562(a) (joint investigatory work between
CFPB and other agencies).

Consumer Financial Protection Circulars are general statements of policy under the
Administrative Procedure Act. 5 U.S.C. 553(b). They provide background information about
applicable law, articulate considerations relevant to the Bureau's exercise of its authorities,
and, in the interest of maintaining consistency, advise other parties with authority to enforce
federal consumer financial law. They do not restrict the Bureau's exercise of its authorities,
impose any legal requirements on external parties, or create or confer any rights on external
parties that could be enforceable in any administrative or civil proceeding. The CFPB
Director is instructing CFPB staff as described herein, and the CFPB will then make final
decisions on individual matters based on an assessment of the factual record, applicable
law, and factors relevant to prosecutorial discretion.
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