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CVE-2015-7756 (VPN decryption) Mitigation
No workaround or detection exists for the VPN decryption vulnerability.

Security Best Current Practice (BCP)
In addition to the recommendations listed above, it is good security practice to limit the exploitable attack surface of critical
infrastructure networking equipment. Use access lists or firewall filters to limit management access to the device only from
trusted, internal, administrative networks or hosts.

IMPLEMENTATION:

How to obtain fixed software:

ScreenOS software releases are available at http://www.juniper.net/support/downloads/screenos.html

MODIFICATION HISTORY:

2015-‐12-‐17:	  Initial	  publication

2015-‐12-‐17:	  Clarified	  that	  VPN	  decryption	  requires	  access	  to	  VPN	  traffic.

2015-‐12-‐18:	  Clearly	  separated	  two	  issues	  with	  two	  CVE	  IDs	  and	  two	  mitigation	  statements.

2015-‐12-‐20:	  Researcher	  revealed	  password	  for	  administrative	  access	  publicly.

2015-‐12-‐20:	  Added	  more	  specific	  affected	  versions	  for	  each	  issue.

RELATED LINKS: 

KB16613: Overview of the Juniper Networks SIRT Quarterly Security Bulletin Publication Process

KB16765: In which releases are vulnerabilities fixed?

KB16446: Common Vulnerability Scoring System (CVSS) and Juniper's Security Advisories

Report a Vulnerability - How to Contact the Juniper Networks Security Incident Response Team

CVE-2015-7755: Unauthorized remote administrative access to ScreenOS

CVE-2015-7756: ScreenOS VPN decryption vulnerability

Juniper Networks Security Incident Response Team J-Net Blog

CVSS SCORE:

9.8 (CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H)

RISK LEVEL:

Critical

RISK ASSESSMENT:

Information for how Juniper Networks uses CVSS can be found at KB 16446 "Common Vulnerability Scoring System
(CVSS) and Juniper's Security Advisories."
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