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Standard Operating Procedure 

Effective Date Number 

June 13, 2013 CFC-021 

Commonwealth Fusion Center Privacy Policy 

MISSION STATEMENT 

The mission of the Commonwealth Fusion Center is to identify, disrupt 
and deter domestic and international terrorism as well as criminal 
activity affecting the citizens, key resources and critical 
infrastructure of the Commonwealth of Massachusetts. 

PURPOSE 

The purpose of this privacy policy is to ensure safeguards and 
sanctions are in place to protect personal information as information 
and intelligence are collected, analyzed, developed and exchanged 
pertaining to suspicious activity reporting and the Information Sharing 
Environment. Furthermore, this privacy policy assists its authorized 
users in: 

• Increasing public safety and improving national 
security . 

• Minimizing the threat and risk of injury to specific 
individuals. 

• Minimizing the threat and risk of injury to law 
enforcement and others responsible for public 
protection, safety, or health. 

• Preventing and disrupting potential terrorist 
attacks. 

• Protecting individual privacy, civil rights, civil 
liberties, and other protected interests. 

• Minimizing the threat and risk of damage to real or 
personal property. 

• Protecting the integrity of the criminal 
investigatory process , criminal intelligence, and 
justice system processes and information. 

1 This policy subsumes and revises all previous Commonwealth Fusion Center policies related to privacy. 
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• Minimizing reluctance of individuals or groups to use 
or cooperate with the justice system. 

COMPLIANCE WITH LAWS REGARDING PRIVACY, CIVIL RIGHTS AND 
CIVIL LIBERTIES 

All CFC personnel, participating agency personnel, personnel providing 
information technology services to the center, private contractors, and 
other authorized users shall comply with the center's privacy policy. 
This policy applies to information the center gathers or collects, 
receives, maintains, stores, accesses, discloses, or disseminates to 
center personnel, governmental agencies (including Information Sharing 
Environment (ISE)participating centers and agencies), and participating 
justice and public safety agencies, as well as to private contractors, 
private entities, and the general public. 

All CFC personnel, participating agency personnel, personnel providing 
information technology services to the center, private contractors, 
agencies from which center information originates, and other authorized 
users shall comply with applicable state and federal law protecting 
privacy, civil rights, and civil liberties, including, but not limited 
to, the constitutions of the United States and the Commonwealth of 
Massachusetts, and the following: 

• MGL c. 22C, § 38 (Criminal Information). 

• MGL c. 4, §7, cl. 26 (a)-(u) (Public Record Exemptions). 

• 28 CFR Part 23 related to Criminal Intelligence Systems. 

• MGL c . 6, § 167 et seq. (Criminal offender Record 
Information) . 

• MGL c . 66, §10 (Public Records Law). 

• MGL c . 66A, §1 (Fair Information Practices) 

• MGL c . 272, §99 (Wiretap Law) ; 

• MGL c . 41, §98F (Daily Logs) ; 

• MGL c . 41, §97D (Rape and Sexual Assault Reports) . 

• MGL c. 265, §24C (Confidentiality of Alleged Rape Victim's 
name); 

• MGL c. 93H, §1 et seq. (Security Breach/Personal Information) 

• 18 USC 2722 (Federal Driver's Privacy Protection Act). 

• Laws and statutes applicable to victim rights and 
confidentiality 

• Laws applicable to juvenile confidentiality. 

The CFC has adopted internal operating policies that are in compliance 
with applicable laws protecting privacy, civil rights, and civil 
liberties, including, but not limited to the listing of applicable 
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state and federal privacy, civil rights, and civil liberties laws 
listed above. 

GOVERNANCE AND OVERSIGHT 

The Massachusetts Department of State Police ("MSP") oversees CFC 
operations. A MSP Commander supervises the overall operations of the 
CFC. 

The MSP shall designate a Department staff member to serve as the 
Privacy Officer for the Center. The Privacy Officer shall be qualified 
to handle complex Privacy, Civil Rights and Civil Liberty issues. The 
Privacy Officer is the point of contact for reporting alleged errors 
and violations of the center's privacy policy, receives and coordinates 
complaint resolution under the center's redress policy, and serves as 
the liaison for the Information Sharing Environment, ensuring that 
privacy protections are implemented through efforts such as training, 
business process changes, and system designs that incorporate privacy­
enhancing technologies. The Privacy Officer can be contacted at the 
following address: 

Commonwealth Fusion Center 
124 Acton Street 
Maynard, MA 01754 
ATTN: CFC Privacy Officer 

The MSP Commander is responsible for the implementation of the privacy 
policy. 

There shall be a Privacy Oversight Committee that shall advise the MSP 
Commander upon his request and make recommendations to the MSP 
Commander to assist the CFC in ensuring that privacy and civil rights 
are protected as provided in this policy and by the center's 
information-gathering and collection, retention, and dissemination 
processes and procedures. The committee shall annually review and 
recommend updates to the policy to the MSP Commander in response to 
changes in law and implementation experience. 

The MSP Commander ensures enforcement procedures and sanctions as 
outlined in this policy are adequate and duly enforced. 

The MSP Commander or his/her designee shall liaise with the 
community to ensure that privacy and civil rights are protected 
as provided in this policy. 

The MSP Commander, and/or CFC administrator(s) designated by the MSP 
Commander, shall establish access guidelines and shall record the 
access authority level of all CFC personnel. 

The MSP Commander and/or CFC administrator(s) designated by the MSP 
Commander shall maintain CFC information including access to, adding 
of, and/or printing of, CFC information. Access to the CFC information 
shall be granted only to center personnel whose position and job duties 
required such access; who have successfully completed a background 
check and appropriate security clearance, if applicable, and who have 
been selected, approved, and trained accordingly. 

An audit trail shall be maintained relative to access history and 
disclosure of CFC information. 
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DEFINITIONS 

Primary Terms and definitions used in the CFC are located in 
Appendix A. 

CFC INFORMATION 

The CFC serves as the central law enforcement operating facility within 
the Commonwealth of Massachusetts, whose primary purpose relates to the 
receipt, retention, evaluation, and dissemination of information 
concerning criminal activity, including terrorist activity. 

The CFC works with various federal, state, and local law 
enforcement agencies, including non-law enforcement groups such 
as the public health department, fire departments, campus police 
agencies, and the private sector. 

The CFC shall only seek, collect and retain information that: 

• Is reasonably based on a possible threat to public safety or 
the enforcement of the criminal law, or 

• Is relevant to the investigation of suspected criminal 
(including terrorist) activities; the resulting justice system 
response; the enforcement of sanctions, orders, or sentences; 
or the prevention of crime, or 

• Is useful in crime analysis or in the administration of 
criminal justice and/or public safety (including topical 
searches); or 

The CFC may seek, collect and retain information which is based on 
"reasonable suspicion" that: (l) an individual or organization has 
committed a criminal offense, or (2) an individual or organization is 
involved in or planning criminal (including terrorist) activity that 
presents a threat to any individual, the community, or the nation and 
that the information is relevant to the criminal (including terrorist) 
conduct or activity. Information that meets the criteria of this 
paragraph may be entered into a Criminal Intelligence system that is 
maintained in accordance with 28 CFR Part 23. 

The CFC may seek, collect and retain information which is based 
on a level of suspicion that is less than "reasonable suspicion,• 
such as tips and leads of suspicious activity report (SAR) 
information, subject to the policies and procedures specified in 
this policy. SAR information shall be entered into a system 
separate and independent from the Criminal Intelligence system 
that houses information based on "reasonable suspicion.• If such 
information meets the criteria established in the Information 
Sharing Environment (ISE) Functional Standard (FS) Suspicious 
Activity Reporting (SAR) Version 1.5, the CFC may disseminate the 
information to any law enforcement authority permitted by law. 

The CFC shall not seek, collect or retain, and originating 
agencies will agree not to submit, information about 
individual(s) or organization(s) solely on the basis of their 
political, religious, or social views or activities; their 
participation in a non criminal organization or lawful event; or 
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their race, ethnicity, citizenship, place of origin, age, 
disability, gender, or sexual orientation. 

When appropriate, CFC personnel, upon receipt of information, shall 
assess and review the information to determine its nature, usability, 
and quality. Personnel shall assign categories to the information (or 
ensure that the originating agency has assigned categories to the 
information) to reflect the assessment, such as: 

• Whether the information consists of tips and leads data, 
suspicious activity reports, criminal history, 
intelligence information, case records, conditions of 
supervision, case progress, or other information 
category. 

• The nature of the source as it affects veracity (for 
example, anonymous tip, trained interviewer or 
investigator, public record, private sector). 

• The reliability of the source (for example, reliable, 
usually reliable, unreliable, unknown). 

• The validity of the content (for example, confirmed, 
probable, doubtful, cannot be judged). 

When appropriate, CFC personnel shall apply, to the maximum extent 
feasible, labels to agency-originated information or ensure that the 
originating agency has applied labels, if applicable, to indicate to 
the accessing authorized user that: 

• The information is subject to state or federal law, 
as identified in this policy, restricting access, 
use, or disclosure. 

• The information is protected information to include 
personal information on any individual (See Appendix 
A, Definitions) and, to the extent expressly provided 
in this policy, includes organizational entities. 

The CFC shall keep a record of the source(s) of all information sought, 
collected and retained by the center. 

The CFC will identify and review protected information that may be 
accessed from or disseminated by the CFC prior to sharing that 
information through the Information Sharing Environment. Further, the 
center will provide notice mechanisms, including but not limited to, 
metadata or data field labels that will enable ISE authorized users to 
determine the nature of the protected information and how to handle the 
information in accordance with applicable legal requirements. 

The CFC will not accept any information that is obtained in violation 
of any applicable Federal, State or local law or ordinance, or is 
otherwise deemed to have been obtained in an illegal manner. 

SUSPICIOUS ACTIVITY REPORT INFORMATION 

CFC personnel are required to adhere to the following practices and 
procedures for the receipt, collection, assessment, storage, access, 
dissemination, retention, and security of tips, leads and other 
information related to suspicious activity that may or may not lead to 
the generation of a Suspicious Activity Report (SAR). CFC personnel, 
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The CFC shall maintain an audit trail of all public inquiries 
received requesting CFC documents and, to the extent any 
information is furnished, shall include a description of any 
information disclosed in response to any public records request. 

The CFC reserves the right to charge a fee for costs associated 
with researching or otherwise responding to a public records 
request in accordance with G.L. c. 66, §10 and 950 CMR 32 . 06. 

Upon satisfactory verification of identity, any individual ("data 
subject") may access and review any personal data, as defined by 
G.L. c. 66A, §1 et seq. relating to the data subject and which 
personal data is within the possession of the CFC. In accordance 
with G.L. c. 66A, §1 et seq., and to the extent that the CFC 
possesses personal data, the data subject may access his or her 
personnel data for the purposes of challenging or contesting the 
accuracy or completeness of the information in accordance with 
G.L. c. 66A, §1 et seq. The CFC's response to the request for 
information shall be made within a reasonable time and in a form 
that is readily comprehensible to the individual. 

Subject to the CFC's lawful discretion, the existence, content, 
and source of information shall not be made available to an 
individual unless required under G.L. c. 66, §10, the 
Massachusetts Public Records law or other law, when: 

• disclosure would interfere with, compromise, or delay 
an on-going investigation or prosecution; 

• disclosure would endanger the health or safety of an 
individual, organization, or community; 

• the information is in an intelligence information 
system; 

• The information is classified or otherwise not 
subject to disclosure under federal or state law. 

• The CFC does not have the right to disclose the 
information. 

Information gathered or collected and records retained by the CFC 
shall not be: 

• published, exchanged, or disclosed for commercial 
purposes; 

• Disclosed or published without prior notice to the 
originating agency that such information is subject 
to disclosure or publication, unless disclosure is 
agreed to as part of the normal operations of the 
agency. 

• Disseminated to persons not authorized to access or 
use the information. 

If an individual has a complaint or objection to the accuracy or 
completeness of information retained about him or her, 
originating with the agency, the CFC privacy officer shall inform 
the individual of the procedure for requesting review of any 
objections. The individual will be given reasons if a request for 

CFC-02 Page 14 of26 



correction of information that has been disclosed to the 
individual is denied. The individual will also be informed of 
the procedure for appeal when the agency has declined to correct 
challenged information to the satisfaction of the individual 
about whom the information relates . A record shall be kept of all 
requests for corrections and resulting action, if any. 

If an individual has a complaint with regard to the accuracy or 
completeness of terrorism-related protected information that: (a) 
is exempt from disclosure, (b) has been or may be shared through 
the ISE, (c) is held by the CFC, and (d) allegedly has resulted 
in demonstrable harm to the complainant, the center will inform 
the individual of the procedure for submitting (if needed) and 
resolving such complaints. 

Complaints should be directed to the CFC's Privacy Officer at the 
following address: 

Commonwealth Fusion Center 
124 Acton Street 
Maynard, MA 01754, 
ATTN: CFC Privacy Officer 

All complaints shall be acknowledged with an assurance that the 
complaint will be reviewed but will not confirm the existence or 
nonexistence of the information to the complainant unless 
otherwise required by law. All information held by the center 
which is the subject of a complaint shall be reviewed within 30 
days and confirmed or corrected/purged if determined to be 
inaccurate or incomplete, to include incorrectly merged 
information, or to be out of date. 

If the information did not originate with the CFC, the MSP 
Commanding Officer or designee shall notify the originating 
agency in writing or electronically within 10 days and, upon 
request, assist such agency to correct any identified data/record 
deficiencies, purge the information, or verify that the record is 
accurate. 

To delineate protected information shared through the ISE from 
other data, the CFC maintains records of agencies sharing 
terrorism-related information and employs system mechanisms to 
identify the originating agency when the information is shared . 

A record shall be kept by the center of all complaints and the 
resulting action taken in response to the complaint. 

INFORMATION RETENTION AND DESTRUCTION 

Information within the criminal intelligence database shall be 
reviewed for record retention in accordance with 28 CFR Part 23 
(at least every five (5) years) and/or as specified by applicable 
state law pertaining to records retention . 

The agency shall remove information when the information has no 
further value or meets applicable criteria for removal according 
to CFC destruction policy and/or according to applicable State 
Records Retention Schedules. 

The CFC shall delete information or return it to the originating 
agency once its retention period has expired as provided by this 
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