
AMERICAN CIVIL LIBERTIES UNION 
OF MASSACHUSETTS 

Jonathan R. Davis 
Acti ng Ge ne ral Ma na ger 
MBTA 
I 6 Park Plaza. Room 3910 
Bosto n. MA 0211 6 

Re: Pu bli c Record s Req uest 

Dear Mr. Dav is: 

March 7, 20 2 

Laura R6toio 
Staff Attorney 

(617 ) 48 2-3170 ext. 311 
lrotolo@aclum.o rg 

Th is is a publ ic records request on behalf of the Ameri can C ivil Lib ert ies Union 
Foun datio n of Mas sac huse tts for record s made or received by the MBTA. As you know . in 
recent years . the MBTA has unde rgone a fundamentai change in how it operates , with the 
introduction of ele ctronic fare media and the phas ing out of the token system . 

Through the Charlie Card system, the MBT A provides rider s with added con venience 
and benefits. It also is ab le to collect, store and sha re information about millions of passeng ers , 
inc lud ing those who use ma naged acco unt ser vices, those w ho purc has e MBTA tickets on line , 
and those who use a cr edit card to pay for a fare at a Charl ie Card stat ion . It has also been 
reported that the MBT A maintains data about the use of indivi dual Charl ie Car ds that have been 
pu rcha sed wi th cas h. althou gh the use o f suc h cards may not alwa ys discl ose pe rsonall y 
identiliabl e information . 

Th e da ta co llected by the MBT A incl udes no t on ly identi ficatio n and pu rchase rec or ds. 
but also the time and location of each occasion tha t a Ch arl ie Card is used . Video surveillance 
cameras further enhance the ability of the MBTA to track the activ itie s an d travel of individual 
pa ssengers . The combinatio n of the electron ic fare records and digital video recor ds thus mak e it 
possibk to track the location of individual passenger s througho ut the system and to provide that 
information to othe r law enforcement agencies . 

Wit h MBTA riders hip at an all-tim e high, hundreds of thousands of people pass the 
turnstiles every day leaving an electroni c trace. yet the public is unawa re of hmv that data is 
used. store d or sha red. In or de r to enhanc e the public ' s underst anding of the se programs and to 
insure a measure of accountabil ity for the operations of the MBTA, we requ est access to the 
foil mv ing records. 
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Passenger Tracking 

1. Any privacy policy, with the exception of the policy available at 
http://mbta.com/customer support/privacy policy/, that relates to MBT A riders and users 
of the MBTA website. By its own terms, the policy available online "only applies to 
information transmitted through [the MBTAJ Website." (Section 1). Please provide any 
other policies that apply to MBTA riders and users of the MBTA services. 

2. Final memoranda, policies, guidance, standards, procedures and training materials related 
to: 

a. The release of Personally Identifiable Information "in cases involving threat of 
imminent harm" (Privacy Policy Section 12); 

b. Access by MBTA personnel to Personally Identifiable Information, user data and 
location data (Privacy Policy Section 5); 

c. The release of Personally Identifiable Information, user data and location data to 
other law enforcement agencies; and 

d. The retention or deletion of Personally Identifiable Information, user data and 
location data. 

3. The job description of the MBTA Privacy and Security Administrator (Privacy Policy 
Section 14 ). 

4. Any records indicating the number of times from 2005 to present when Personally 
Identifiable Information, user data or location data was released to third parties. 

5. A copy of a blank "Personal Data Access Request Form" or any other form used to 
request Personally Identifiable Information, user data or location data. 

6. Records of any auditing mechanism relating to MBTA officials' and/or third parties' 
access to Personally Identifiable Information, user data or location data. 

7. Intra-agency agreements with local, state, or federal agencies regarding the sharing of 
Personally Identifiable Information, user data or location data 

8. Final memoranda, policies, guidance, standards, procedures and training materials 
pertaining to: 

a. Access of MBT A personnel to video surveillance/CCTV data; 
b. The sharing of data obtained through video surveillance/CCTV with third parties 

or other law enforcement agencies; 
c. The retention or destruction of video surveillance/CCTV data; 
d. MBTA's compliance with the Fourth Amendment in using video surveillance 

and/or CCTV cameras. 



9. Intra-agency agreements with local, state, or federal agencies regarding the sharing of 
video surveillance/CCTV data. 

Federal Grants 

10. All applications for funding, award letters, budgets and progress reports for grants from 
the federal government, including ones from the Department of Homeland Security, the 
U.S. Department of Justice, the Department of Transportation and the Federal Highway 
Administration, relating to surveillance, intelligence operations and policing. 

We appreciate that this request seeks a large number of records. We are happy to work 
with you to narrow the request or establish a reasonable phased timeline for the release of 
records. We are sending a concurrent request for related information to the MBTA Transit 
Police. 

Because this request involves a matter of public concern and because it is made on 
behalf of a nonprofit organization, we ask that you waive any copying costs pursuant to 950 
C.M.R. § 32.06(5). ACLUM is a nonprofit §501(c)(3) organization dedicated to the protection 
of civil rights and liberties for all persons in the Commonwealth of Massachusetts. As the 
state's affiliate of the American Civil Liberties Union, ACLUM is part of a nationwide network 
of advocates dedicated to defending and expanding the civil liberties of all. 

If you decide not to waive copying costs, we request that you permit us to examine, at 
our election, the responsive documents before deciding which portions to photocopy. We also 
request that you send documents in electronic form whenever possible. 

Should you determine that some portion of the documents requested are exempt from 
disclosure, please release any reasonably segregable portions that are not exempt. In addition, 
please note the applicable statutory exemption and explain why it applies to the redacted 
portions. As you know, a custodian of public records shall comply with a request within ten 
days after receipt. 

Thank you for your assistance. We look forward to your response. 

Sincerely, 

I 
Laura Rotolo 

cc: William A Mitchell, Jr., MBT A General Counsel, Room 7760 


