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Instructor Guide 
Lesson 1: SPOT Overview 

Purpose: To provide Transportation Security Officers (TSO) with an introduction to the 
Screening of Passengers by Observation Techniques (SPOT) training program, including the 
purpose of SPOT, how SPOT augments the current screening procedures, and the four major 
steps of the SPOT process 

Lesson Time: 2 hour s 

Instructor Materials Participant Materials 
• Instructor Guide • Participant Guide 
• Laptop • Pen or pencil 
• Projector and screen • SPOT Behavior Indicator s Reference Guide 

Icon 

Version 1.2 

Description 

• Handouts: What is SPOT?, Definitions, 
TSA 20 Layer s of Security, Example: 
Unlawful Use of Race or Ethnicity, Example: 
Lawful Use of Discernible Traits, SPOT 
Process 

Activity identifies where activities take place during the delivery. 

Facilitated Discussion identifies where discussions led by the instructor take place 
during the course. 

Reference identifie s materials for the participant to reference for more or specific 
in formation. 

Click identifies click-based animation. Look for the icon in the narrati ve to know 
when to advance to the next piece of information. 

Question Mark id enti fies where the in structor should ask questions. 

WARNING: THIS RECORD CONTAINS SENSITIVE SEC MA TION THAT IS CONTROLLED UNDER 49 
C.F.R. PARTS 15 AND 1520. NO PART OF THIS RECOR LOSED TO PERSONS WITHOUT A "NEED TO 
KNOW," AS DEFINED IN 49 C.F.R. PARTS 15 AND 1520, E ITH THE WRITTEN PERMISSION OF THE 
ADMINISTRATOR OF THE TRANSPORTATION SECUR ISTRA TION OR THE SECRET ARY OF 
TRANSPORTATION. UNAUTHORIZED RELEASE MA !VIL PENAL TY OR OTHER ACTION. FOR U.S. 
GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GO 1ERN ED Y 5 U.S.C. 552 AND 49 C.F.R. PARTS 15 AND 1520. 
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Slide 1: SPOT Overview 
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Lesson 1: SPOT Ovc rview 

Teaching Point: If possib le, 
provide a person al exa mple in 
which the SPOT prog ram 
preve nted pote ntial illega l or 
terr orist activity. 

Teaching Point: Instructor s 
should hand out Participant 
Gu ides (PG) and the SPOT 
Behav ior Indicator Reference 
Guides now, before pro ceed ing to 
the next s lide. 

• Participa nts can take 
their gu ides hom e w ith 
them at night to study . 

• Par ticipant s ma y not 
wri te in these gu ides. 

• If instructors ar e ab le to 
accommodate study 
sess ions, menti on them 
now. 

Slide 2: SSI Statement 
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Teaching Point: the s tatement on 
this slide mu st be read aloud to 
the class or you may direct 
par ticipant s to read it to 
the mselves. 

Understanding the history, philosoph y, and goa ls of the SPOT 
progra m will help you better grasp the concept of the program to 
identify high-ri sk pas sengers. 

In this lesso n, we w ill take a bro ad look at TSA's SPOT program. 
We will define wha t SPOT is (and what it is not), what led to its 
creation, how it augme nts the curr ent screenin g pro ced ur es, and 
the four major steps in the SPOT proc ess . 

"The presentation you are about to receive contains Sensitive SecurihJ 
Information (SSI). As a covered person receiving this information, you 
are required to protect it from unauthorized disclosure in the interest of 
transportation securihJofthe United States. 

Handling, storage, reproduction, verbal repetition, and disposition of 
the information shown during this presentation must be in accordance 
with applicable statutes, implementing regulations, and TSA policies 
and procedures." 

Vers ion 1.2 WARN/NG: THIS RECORD COi\'T AINS SENSITIVE SE ORMA TION THAT IS CONTROLLED UNDER 49 
C.F.R. PARTS 15 AND 1520. NO PART OF THIS RECO ISCLOSED TO PERSONS WITHOUT A "NEED TO 
KNOW," AS DEFINED IN 49 C.F.R. PARTS 15 AND 1520, WITH THE WRITTEN PER,\IIISSION OF THE 
ADMINISTRATOR OF THE TRANSPORT/\ TION SECU NISfRATION OR THE SECRET ARY OF 
TRANSPORTATION. UNAUTHORIZED RELEASE MA CIVIL PENALTY OR OTHER ACTION. FOR U.S. 
GOVERNMENT AGENOES, PUBLIC DISCLOSURE IS G VERNI: BY 5 U.S.C. 552 AND 49 C.F.R. PARTS 15 /\ND 1520. 
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Slide 3: Activity : What is SPOT? 
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Teaching Point: Distribute the 
"Wh a t is SPOT?" handout. 

Slide 4: Objectives 
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Teachin g Point : Ensur e 
par ticipant s un de rstand what w ill 
be taught. The class will rev is it the 
objectives durin g the lesson 
summ ary. 

t ,fl. :'. 
((Jt~> Activity : What is SPOT? 

Purpose: To help det erm ine what par ticipan ts may alread y 
know about SPOT and to generate d iscussion about 
their pe rcep tions 

Duration: 15 minut es 

- Reference : "~ at is SPOT?" han do ut 

Instructions : 
1. Refer pa rti cipan ts to the "What is SPOT?" hand out. 

2. Ask par ticipant s to answer the qu es tions in the hando ut 
in the spaces prov ided . 

3. The answers will be discussed thr oughout thi s lesson 
wi th the use of th e Instru ctor Guide (JG) and 
accomp anying slides. 

At the end of this lesson, pa rti cipant s should be ab le to: 

• Explain the purp ose for condu cting SPOT 

• Discuss ways that SPOT augments screenin g proc edur es 

• Iden tify the steps of the SPOT proc ess 

Version 1.2 WARNING: THIS RECORD cor--.rr AINS SENSITIV 
C.F.R. PARTS 15 AND 1520. NO PART OF THIS RE 
KNOW," AS DEFINED IN 49 C.F.R. PARTS 15 AND 15 
ADMINISTRATOR OF THE TRANSPORTATION SEC 
TRANSPORTATION. UNAUTHORIZED RELEASE 
GOVERNMENT AGENO ES, PUBLIC DISCLOSURE 

1FORMA TION THAT 15 CONTROLLED UNDER 49 
ISCLOSED TO PERSONS WITHOUT A "NEED TO 

WITH THE WRITTEN PERMISSION OF THE 
INISTRA TION OR THE SECRET ARY OF 

CIVIL PENALTY OR OTHER ACTION. FOR U.S. 
BY 5 U.5.C. 552 AND 49 C.F.R. PARTS 15 AND 1520. 
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Slide 5: History of SPOT Within TSA 
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The prog ram was originall y called the Passe nger Assessment 
Screenin g System (PASS). The name was chan ged to SPOT in 
Sept emb er 2004. 

PASS originated as a collabora tive effort at Logan Intern ational 
Airpo rt betwee n the TSA, Massac huset ts State Police, an d 
Massac huse tts Por t Auth or ity. 

PASS was des igned to identify high-risk passe ngers ba sed on the 
behav ior pr ofiling concept used by Israeli secur ity forces. This 
concep t was merge d w ith U.S. airp ort dru g in terdicti on 
pro gra ms known as "walk and talks" that used int erviews of 
passe ngers based on drug couri er profi les to int erdict dru g 
smu ggling. Behavior analysis, docum ent an alysis, and casual or 
brief conversations were refin ed and tested to meet US legal, 
political, and social standard s as well as fin ancia l an d resour ce 
limitations. 

PASS has been used successful ly by the Massac hu setts State 
Police at Logan Interna tional Airp or t since March 2002. Over 
1,200 police officers aro und th e nation have received tra inin g, 
and the progra m is now being used in mass trans it sys tems as 
well as airports. 

In the summ er of 2003, Massac hu setts State Police teamed up 
with rep resentatives from Logan Intern ational Airport an d 
deve loped a pro totype system suit able for use by TSA perso nn el 
at TSA checkpoin ts. Over the cour se of severa l mo nth s, this 
proto type was refined into the pr esen t TSA program through the 
collabora tive effor ts of the Massac hu setts State Police an d TSA. 

SPOT was recogn ized as an official TSA secu ri ty pro gram in Jul y 
2006. 

The major developm ent was the intr odu ction of a scorin g sys tem 
used to rate behav iors in ord er to justify SPOT Refer ral Screenin g 
or Law Enforcement Officer (LEO) int ervention. 

We will discuss the scorin g sys tem later in the cour se . 

Vers ion 1.2 WARNING: THIS RECO RD CONTA INS SENSITIVE NFO RMA TION THAT IS CONTROLLED UNDER 49 
C.F.R. PARTS 15 AN D 1520. NO PART OF THIS RE D ISCLOSED TO PERSONS WITHOUT A "NEED TO 
KNOW ," AS DEFINED IN 49 C.F.R. PARTS 15 AND 15 WITH THE WRITTEN PERMISSION OF THE 
ADM INISTRATOR O F THE TRANSPORTATION SEC MINISTRATION O R THE SECRET ARY OF 
TRANSPORTATION. UNAUTHOR IZED RELEASE , IN CIVIL PENA L TY OR OTHER ACTION. FOR U.S. 
GOVERN MENT AGENCIES, PUBLIC DISCLOSURE IS GOVER 1ED BY 5 U.S.C. 552 AND 49 C.F.R. PARTS 15 AND 1520. 
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Slide 6: SPOT Defined 
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-Reference: "Definitions" handout 

Ask: What is SPOT? 

Answer: As stated in the SPOT Standard Operating Procedures 
(SOP), "SPOT is a behavior observation and analysis program 
that detects behaviors and activities that deviate from an 
established environmental baseline. Individuals whose behavior s 
meet or exceed predetermined thre sholds are referred for 
additional screening or law enforcement intervention. TSA 
dev eloped and implemented the SPOT program based on 
behavior pattern recognition techniques used by various 
government agencies and supported by scientific research." 

.Ask: When can we stray from using this methodolog y? 

Answer: Never. 

At no time should Behavior Detection Officers (BDO) stray from 
this methodology and use any form of racial or ethnic profiling. 
Racial profiling completely negates the use of SPOT by using 
someone's ethnic background and appearance as the deci sion 
base for additional screening. 

The use of this typ e of profiling is illegal, morally wrong, and 
should never be used. 

The terrorist profil e is independent of race, ethnicity, and 
background. We have seen this many times befor e with various 
individuals who want to cause harm. 

-Reference: "What is SPOT?" handout 

Version 1.2 WARNING : THIS RECORD CONT AINS SENSITIV ORMA TION THAT IS CONTROLL ED UNDER 49 
C.F.R. PARTS 15 AND 1520. NO PART OF THIS RE 
KNO W," AS DEFINE D IN 49 C.F.R . PARTS 15 AND 15 
AD MI N ISTRATO R OF THE TRANSPORTATION SE 
TRANSPO RTATION. UNAUTHORIZED RELEASE 
GOVERN MENT AGENC IES, PUBLIC DISCLOSU RE I GOVE R 

· DJSCLOSED TO PERSONS WITHOUT A "NEED TO 
WITH TH E WRITTEN PERivllSSION O F TH E 
IN ISTRA TION OR TH E SECRET ARY OF 
N CIVIL PENALTY OR OTHER ACTION. FOR U.S. 

D BY 5 U.S.C. 552 AND 49 C.F.R. PARTS 15 AN D 1520. 
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.Ask: Refer to Knowledge Check #1. It states, "SPOT is a 
method used by train ed securit y personn el that warr ants th e 
lega l detention of individuals suspected of terrori sm." Is this 
statement true or false? 

Answer: It is false. ABDO has no auth or ity to lega lly detain or 
arrest anyone. BDOs engage in volunt ary encount ers with 
indi vidu als. 

You will be observi ng indi vidu als and lookin g for those who 
meet certain behavior criteria. While LEOs may furth er int erview 
these individu als formally, BDOs never condu ct formal 
intervi ews . 

Slide 7: Characteristics of SPOT 
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Slide 8: Purpose of SPOT 
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SPOT involves the fear of discovery. The theory supporting 
behavior detection holds that peop le hav e littl e control over 
behavior manifesting itself when they are tryin g to hid e 
something or" get away" with somethin g. 

Behavio rs will mani fest themselves in various ways and in many 
instan ces, without the indi vidu al even being aware of it 
occurring . When these behavio rs manife st th emse lves, we call it 
"leaking." 

The fear of discovery often result s in stress, fear, or anxiety, and 
behavior s will " leak" out in visible forms, both ver bal and non
verbal. 

As BDOs, we look for this leaking to occur. It is the same for 
terrorists as it is for dru g smu gglers. As long as the situ at ion is 
high-ris k for that indi vidu al, he or she will suffer mental stress, 
fear, or anxiety. 

Our main goals as BDOs are to: 

• Identify high-risk indi vidu als who ma y pose a threat to 
tran sporta tion security 

• Screen indi vidu als utili zing behav ior detection 
techn iqu es 

• Detect anoma lou s behavior using objective measure 

Version 1.2 WARNING: THIS RECORD CON TAINS SENSITIVE SE URITY 
C.F.R. PARTS 15 AND 1520. NO PART OF THIS REC 

FORMATION THAT IS CONT ROLLED UNDER 49 
ISCLOSED TO PERSONS WITHOUT A "NEED TO 

WITH THE WRITTEN PERMISSION OF THE 
INISTRATION OR THE SECRETARY OF 

KNOW," AS DEFINED IN 49 C.F.R. PARTS 15 AND 152 
ADMINISTRATOR OF THE TRANSPORTATION SECU 
TRANSPORTATION. UNAUTHOR IZED RELEASE 1\1 
GOVERNMENT AGENCIES, PUBLIC DISCLOSU RE IS 

N CIVIL PENALTY OR OTHER ACTION. FOR U.S. 
·D BY 5 U.S.C. 552 AND 49 C.F.R. PARTS 15 AND 1520. 
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Slide 9: Behavior Analysis 
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SPOT uses behav ior analy sis to detect individual s who exhibit 
specific behavior cues and appearance factors . BDOs focus on the 
following: 

• Behavior and appearance, excluding race, religion, and 
ethnj city 

• Accessible property viewe d in relation ship to the location 
and its physica l layout 

• Indi vidual 's interaction s with other individuals 

-Reference: "What is SPOT?" handout 

.Ask: Refer to Knowledge Check #2. It states, "SPOT uses 
behavior analysis to detect individual s who exhibit spec ific 
behavior cues and appearance factors ." Is this sta teme nt tru e or 
false? 

Answer: This state ment is true. 

Slide 10: SPOT and the TSA Mission 
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Teaching Point: This slide is click
based . Ask the question and 
so licit a nswers before clicking to 
revea l the slide bullets. Ensure 
that pa rticipant have addresse d 
these point s. 
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J... Facilitated Discussion: Lead a discussion on the benefits 
of SPOT and how it support s th e TSA mission . 

• Ask: What are the benefits of SPOT an d how does it 
support TSA's overall mission? 

& Answe" Answe,s should includ e that SPOT, 

• Provides an add itional layer of securit y 

• Focuses more on inten t, rather than on means 

• Provid es visible det erre nce 

• Is a flexible, mobile, and adapti ve layer of securit y 

Vers ion 1.2 WARNING: TH IS RECORD CONTA INS SENSITIV NFO RMATION THAT IS CONTROLLED UNDER 49 
C.F.R. PARTS 15 AND 1520. NO PART OF THIS REC BE DISCLOSED TO PERSONS WITHOUT A "NEED TO 
KNOW," AS DEFINED IN 49 C.F.R. PARTS 15 AND 1 ·PT WITH THE WRITTEN PERM ISSION OF THE 
ADMINISTRATOR OF THE TRANSPORTATIONS INISTRA TION OR THE SECRET ARY OF 
TRANSPORTAT ION. UNAUTHOR IZED RELEASE, YR · ,TIN CIVI L PENA LTY OR OTHER ACTION . FOR U.S. 
GO VERNMENT AGENCI ES, PUBLIC DISCLOSURE IS GOVERNED BY 5 U.S.C. 552 AND 49 C.F.R. PARTS 15 AND 1520. 
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Slide 11: SPOT Example 
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Teaching Point: Empha size tha t 
the BDO's pr imary func tion is not 
to find illegal sub sta nces. Rather, 
the job is to identif y person s 
exhibitin g behav ior cues and 
appearance factor s who may need 
add ition al security screening. 

Slide 12: The Terrorist Threat 
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On April 1, 2008, Behavior Detection Program Manage r 
Clevela nd Laycock of TSA Orlando spotted a pa ssenger carry ing 
a backpack and behaving sus piciously. The man, later identified 
as 32-year-old Kevin Brown, was pacing back and forth and had 
ap proach ed the ticket counter several time s. 

Brown was exhibitin g sign s that indi cate stress, fear, or 
deception. Within a few seconds, Laycock aler ted his team. 

Watchin g from the ticketing area next to the front door of the 
airport an d hundr eds of yard s from the neares t checkpoint, a 
team of BDOs, includin g Jose Zengot ita, tracked Brown for abou t 
two hour s. Imm edia tely af ter Brown checked his luggage, 
Zengotita mov ed in to inspec t the bag's cont ents . Working w ith 
Bomb Appraisal Officer (BAO) David Platt, they discovered 
exp losive comp onents - enoug h to build an Improvised 
Explosive Device (IED). 

As the passenge r app roach ed the main terminal und er 
Zengotita 's watchfu l eye, Orlando police int ercept ed him. He 
was arrested by the Federal Bureau of Inves tigation (FBI) and 
cha rged with carrying a weapo n or explo sive on an airc raft ; all 
without closing a single checkpoi n t or dela ying more than 
Brown's flight. 

The mo st obv ious rationale for SPOT is to comba t the terror ist 
presence. 

"The ability to det ect broader and more diverse terrori st pl ottin g 
in this environm ent will challenge curren t U.S. defensive effor ts 
and the tools we use to detect and disrupt plots. It will also 
requir e greater und ers tanding of how suspect activities at the 
local level relate to strategic threat information and how to best 
identify indicator s of terrorist activity in the midst of 
legitimate interactions." 

- "The Terrori st Threat to the US Hom eland," National 
Intelligence Estimate from the National Int elligence Council, 
July 2007 

Version 1.2 WARNING: THIS RECORD CONT AI NS SENS ITIVE SE URITY NFO RMATION TH AT IS CONT RO LLED UN DER 49 
C.F.R. PARTS 15 AN D 1520. NO PART OF TH IS REC DISCLOSED TO PERSONS WITHOUT A "N EED TO 
KNOW," AS DEFINE D IN 49 C.F.R. PA RTS 15 AND 15 WITH THE WR ITrEN PERMISSIO N O F TH E 
AD MI NISTRATO R OF THE TRANS PORTATION SECU MIN ISTRAT ION OR THE SECRET ARY O F 
TRANS PO RTATION . UNAUTHORI ZED RELEASE IN C IVIL PENALTY OR OT HER ACTION. FOR U.S. 
GO VERNMENT AGENC IES, PUBLIC DISC LOSU RE IS O VER ED BY 5 U.S.C. 552 AND 49 C.F. R. PA RTS 15 AN D 1520. 
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Slide 13: Activity: Limitations of Screening Procedures 

Version 1.2 
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Purpose : To det ermine what are the limitation s of current 
screen ing proced ur es 

Duration: 10 minute s total; 3 minut es in breakout groups and 5 
minute s to debrief as a class 

Materials: Flipchart, marke rs 

Instructions: 

1. Divid e class into four group s and ask the following 
qu estion: 

Ask: What are at least three limi tations of the current 
screening procedure s in detecting pot ential terrori s t activit y? 

2. Instruct participants they hav e three minut es to record 
their answers on a flipchart. 

3. After three minutes, reconve ne the class. Ask for each 
group to read their answers the question. 

Answer: Answers should includ e: 

• A threat to the facility may not be throu gh a checkpoint. 

• A weapon may be constru cted in the ster ile area or 
fashioned from available materials. The terrorist ma y be 
involved in sur veillance or a planning activity. 

• Passenger risk eva luation at airports is based on limit ed 
data and int elligence, Selectee lists, and No Fly lists. 

• Prohibited item detection rat es cannot be expe cted to be 
100%. 

• The detection of nonmetallic weapons and explo sives 
carried by a person or in carry -on bag s is limit ed. 

• The FBI has compiled a database of 90 easily concealable 
knives, including knives of nonmetal composites, that can 
escape detection by magn etometers and x-ra y machines. 

WARNING: THIS RECORD CONTA INS SENSITIVE ORMATION THAT IS CONTROL LED UNDER 49 
C.F.R. PARTS 15 ANO 1520. NO PART O F THIS RE E DISCLOSED TO PERSONS WIT HOUT A "NE ED TO 
KNOW," AS DEFINED IN 49 C.F.R. PARTS 15 AND 15 WITH THE WRITTEN PERMISSION OF THE 
ADMJNISTRATOR OF THE TRANSPORTAT ION SE MTNISTRA TION OR THE SECRET ARY OF 
TRANSPOR TATION. UNAUT HORIZED RELEASE R IN CIVIL PENALTY OR OTHER ACTION. FOR U.S. 
GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVE RNED BY 5 U.S.C. 552 AN D 49 C.F.R. PARTS 15 AN O 1520. 
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Ask: How can SPOT he lp to miti gate these limit ations? 

Answer: By using behavior analysis, docum ent analysis, and 
br ief conversa tions there is an oppo rtunit y to detect pe rsons 
exhibitin g behav ior cues and appea rance factors w ithout regard 
to the pr esence of a wea pon and with out rega rd to the nature of 
the activities bein g carried ou t. 

Slide 14: Multi -layer Protection 

\ l11ll1~b,c:1 P f( \I L'..:ll l \ l\ SPOT and BDOs afford us another layer of prot ection . 

- Reference: "TSA 20 Laye rs of Securi ty" hand out 

Teachin g Point: This slide poi nts 
ou t where SPOT falls in the 20 
lays of sccuri ty. 

Ask: Can anyone nam e som e of the other laye rs of 
protection tha t TSA provides? 

Answer : Answe rs should includ e those items note d on the 
hand out. 

Vers ion 1.2 WARNING: THIS RECORD CONTAINS SENSITIVES · 
C.F.R. PARTS 15 AND 1520. NO PART OF THIS REC 
KNOW," AS DEFINED IN 49 C.F.R. PARTS 15 AND 15 
ADMINISTRATOR OF THE TRANSPORTATION SEC 
TRANSPORTATION. UNAUTHORIZED RELEASE 
GOVERNMENT AGENCIES, PUBLIC DISCLOSURE I 
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MINISTRATION OR THE SECRET ARY OF 
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Slide 15: Post 9-11 Paradigm 
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Vers ion 1.2 

-Reference: "Definition s" handout - see term "Post 9-11 
paradigm" 

The post 9-11 parad igm threat is su icidal-hom icidal terrori sm. 

Typ ically, modern-day terrorists fear detection that will defeat 
the mission, not their loss of life. 

This fear of detection generates stress and anxiety. These are 
manifested through phys ical and physiological reactions that are 
detec table by trained observers. 

-Reference: "Wha t is SPOT?" handout 

.Ask: Refer to Knowledge Check #3 in the "Wha t is SPOT?" 
handout. It sta tes, "Because terrorists fear a failed mission, they 
will likely display signs of stress." Is this stateme nt true or false? 

Answer: This statement is true. 

WARNING : THIS RECORD CONTAINS SENSITIVE 
C.F. R. PARTS 15 ANO 1520. NO PART OF THIS RE 
KNOW," AS DEFINED IN 49 C.F.R. PARTS 15 AND 1 
ADMJNISTRATOR OF THE TRANSPORTATION SE 
TRANSPORTATION. UNAUTHOR IZED RELEASE 
GOVERNMENT AGENCIES, PUBLIC DISCLOSURE 

NFORMA TION THAT IS CONTRO LLED UNDER 49 
DISCLOSED TO PERSONS WITHOUT A "NEED TO 
WITH THE WRITTEN PERMISSION OF TH E 

MINISTRAT ION OR THE SECRET ARY OF 
IN C IVIL PENALTY OR OTHER ACTION. FOR U.S. 

ED BY 5 U.S.C. 552 ANO 49 C.F. R. PARTS 15 AND 1520. 
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Slide 16: History of Terrorist Acts 
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International terrori sm again st th e US did not start with the 
attacks of Sept emb er 11, 2001. 

• 1985: TWA Flight 847: Terrori sts Imad Mu ghni ya h, Ha san 
Izz-Al-Din , and Ali Atwa hijacked TWA Flight 847 . 
During the incid ent , U.S. Navy di ver Robert Dean 
Stethem was shot and dump ed on the tarmac of Beirut 
Internati onal Airp ort. 

• 1998: Two U.S. embassy bombin gs in Africa (Tanzania 
and Kenya) 

• 2000: Bombing of the USS Cole 

• 2003: Thr ee American diplom ats killed by a roa dside 
bomb targeting their convoy in Gaza. 

• 2007: American Embassy in Ath ens, Gree ce attacked 

• 2008: Motorc ycle bomb er murd ers six US soldi ers and 
wound s 18 others 

• 2008: Attacks in Mumbai , Indi a, on two hot els, a hospit al, 
a train station , and a cinema killing 190 and woundin g 
over 300 

Slide 17: Domestic Terrorist Attacks 
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Attacks that have occurred on American soil includ e: 

• 1993: First World Trad e Cent er bombing 

• 1995: Oklahoma City Federal Building bombin g 

• 2001: Sept emb er 11: Second attack on the World Trade 
Center 

• 2001: Anthr ax attacks on two US Senators and news 
media offices 

• 2008: Federal Court Hou se in San Diego 

• 2009: Holocau st Memorial shooting 

Vers ion 1.2 WARNING: THIS RECORD CONTA INS SENSITIVE CUR I INFORMATION TH AT IS CONTRO LLED UNDER 49 
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Slide 18: Goal of a Suicide Terrorist 
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The goa l of a suic ide terrori st is to possess the readiness to 
sacrifice one' s life in the proc ess of destroying or attemp ting to 
destroy a target to ad vance a politica l goal. 

The aim of the terrorist is to die whil e destr oying the enemy 
target. 

Because su icide terror ists may be prese nt anywhere in the 
airp ort , it is crit ical to recognize behaviors that require an 
autom atic LEO notific ation. 

Slide 19: Traditional Concepts Don't Apply 
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Traditional concepts of securi ty are based on deterri ng terrorist 
attacks assumin g the terror ist fears death or capture. Howeve r, 
suicide at tacks depe nd on the death of the terrorist. 

The suicide bombe r does not care abo ut his or her dea th, 
impri sonm ent, or tortur e at the time of the at tack. Becau se of thi s, 
th ere is no need for an escape plan , traditionall y the mos t 
difficult part of a terrori st opera tion. Suicide bombers want to 
have a large imp act on hum an life or infrastructur e and are 
willin g to die in order to do so. 

The airpor t env ironm en t would be a prime location. Strike s do 
not necessarily have to be on an airpl ane. A su icide terrori st 
attack could occur by disabling an air traf fic control tower or 
other airport operations. Once the tower is down, th e radar is 
down, and the airport can no longer guide pl anes. Large target 
equa ls a lar ge yield. 

Version 1.2 WARN TNG: THIS RECORD CONTA INS SENSITIVE S~EI TY NFORMA TION THAT IS CONT ROLLED UN DER 49 
C.F.R. PARTS 15 AN D 1520. NO PART OF TH IS RECO DISCLOSED TO PERSONS WITHOUT A "NEED TO 
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Se~lS ITIVE SECURITY INFORMATION 

Instrn ctor Guide • SPOT Trainin g Lesson 1: SPOT Overview Page 14 of 26 

Slide 20: Psychology of Suicide Terrorism 
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Version 1.2 

-Reference: "Definitions" hand ou t - see term "Three 
elements that imp act a suicid e terrorist's success" 

There is no such thin g as a typ ical terrorist. Terrorists are 
childr en, men , wom en, you ng, old, and from all walks of life. 
Their success depe nds on thr ee main eleme nt s: 

• Secrecy 
Terrorists and terrori st cells rely on secrecy . When fewe r 
people are awa re of the mission, there is a greater chance 
of success. 

• Reconnaissance and surveillance 
It is critical for the suic ide terrorist to know the 
environm ent. They survey the area where they plan to 
conduct the mission. 

Suicid e bombers go so far as to build reconstru ction s 
of the locatio n (mock -up s) in order to recreate the 
actual target or access po ints. Knowing the 
environm ent allows terror ists to learn the existing 
securi ty routine and find weaknesses. 

• Extensive rehearsals and "dry runs " 
Reconnais sance and surveillance pave the way for" dr y 
runs" at the targeted loca tion. Example: Richa rd Reid 
made seve ral dry run s from London Heathrow to Boston. 

WARNING: THI S RECORD CONT AINS SENS ITI 
C.F.R. PARTS 15 AND 1520. NO PART OF THIS R 
KNOW," AS DEFINED IN 49 C.F.R. PARTS 15 AND 
ADMIN ISTRATOR OF THE TRANS PORTAT IONS 
TRAN SPO RTATION. UN AUTHORI ZED RELEA 
GOVE RNMENT AGENCIES, PUBLIC DISCLOSUR · S GOV 
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Slide 21: Definition: Racial Profiling 
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Slide 22: DHS Policy 
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-Reference: "Definitions" handout - see term "Racial 
profiling" 

Racial profiling is the offensive and objectionable use of race or 
ethnicity as a criterion in conducting stops, searches, SPOT 
Referral Screening, or other law enforcement activities . 

- Depar tment of Homeland Security's Commitment to Race 
Neutrality in Law Enforcement Activities, June 1, 2004 

-Reference: "What is SPOT?" handout 

.Ask: Refer to Knowled ge Check #4 in the "What is SPOT?" 
handout. It states, "Racial profiling concerns the offensiv e and 
objectionable use of race or ethnicity as a criterion in conducting 
stops, searches, and other law enforcement activities." Is this 
statement true or false? 

Answer: This statement is true. 

Department of Homeland Security (DHS) policy and the 4th 
Amendment to the U.S. Constitution prohibit consideration of 
race or ethnicity in routine law enforcement activities, such as 
criminal inv estiga tion s and traffic enforcement. 

Version 1.2 WARN/NG: THIS RECORD CONTAINS SENSITIV INFORMATI ON THAT IS CONTR OLLED UNDER 49 
C.F.R. PARTS 15 AND 1520. NO PART OF THIS R E DISCLOSED TO PERSONS WITHOUT A '"NEED TO 
KNOW," AS DEFINED IN 49 C.F.R. PARTS 15 AND 1 EPT WITH THE WRITTEN PERMISSION OF THE 
ADMINISTRATOR OF THE TRANSPORTATIONS MINISTRATION OR THE SECRET ARY OF 
TRANSPORTATION. UNAUTHORIZED RELEAS: R TIN CIVIL PENAL TY OR OTHER ACT ION. FOR U.S. 
GOVERNMEN T AGENCIES, PUBLIC DISCLOSURE S COVE {N ED BY 5 U.S.C. 552 AND 49 C.F.R. PARTS 15 AND 1520. 
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Slide 23: Racial Profiling in the US . 
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Teachin g Point: Emphas ize that a 
terrorist can be a mem ber of any 
race, et hnicity, or na tional or igin . 
Terrorists do not fit any specif ic 
prof ile. 

Slide 24: TSA Policy 
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Racial profilin g is pr emised on the assumpti on that an individu al 
of one race or ethni city is more likely to eng age in mi sconduct 
than an indi vidu al of another race or ethni city . 

- Reference: "What is SPOT?" handout 

_ Ask: Refer to Knowled ge Check #5 in the "What is SPOT ?" 
handout. It states, "Terr orists are easily identifi ed by their 
app earance." Is this statement tru e or false? 

Answer : This statement is false. 

TSA does not permit unl aw ful profiling. 

When initi ating contact w ith member s of the publ ic, BDOs shall 
not target persons solely because of their race, ethni city, or 
religion. 

BDOs ma y not rely on generalized ster eotypes. 

Versio n 1.2 WARNING: THIS RECORD CONTAINS SENSITIV INFORMA TION THA T IS CONTROLLE D UNDER 49 
BE DISCLOSED TO PERSONS WITHOUT A "NEED TO 
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Slide 25: Unlawful Use of Race or Ethnicity 

Example: A ma le passe nger approaches the TSA security 
checkpoin t at the airport. He app ears to be a Sikh and is wearing 
a traditi onal head covering, called a pagri. He pro perly subm its 
hi s carr y-on bag for screenin g an d passes thro ugh the Walk
through Metal Detector (WTMD) properly. The x-ray inspection 
of the carry-on revea ls nothin g amiss, the man does not activa te 
the WTMD, and all required ad ditional scree ning meas ures for 
his head cover ing are comp leted . There is nothin g suspicious 
abo ut his activities or appea rance. In the absence of any thr ea t 
wa rnin g, a TSO may not orde r the man to und ergo further 
inspection. 

C:-107 

~ Facilitated Discussion : Facilita te a discuss ion to ensur e 
pa rticip ants are clear on what constitut es pro filing, and that 
profili ng is never used in the SPOT Program. 

- Reference: "Example: Unlawfu l Use of Race or Ethni city" 
hand ou t 

Slide 26: Consideration of Behaviors 

l \,11s11..h .. ·1 atH1n \Jf lkh :H 1rn, 

11;.~"""IP....,.l\~\PO l 11tw>,ll(II 

1 ...,11111'1,. w.,1,.wt .. t n,rt..l « MhfloC 

j'ft'"fol"'il 

U~rSP\lT t...,a,ldfi,1Ulft.c.fdi'f'°ff'ftt 
rac• • <"•'to,r<r .... ....., ... 1oc,.1rtwWtfl .. 

bel'l:........,,.« ...... 'ff..ncl,w'-Pn' 

""-"bol'°"""'Y~urw---rt'lot.-

Te achin g Point : Expla in that the 
only excep tion to this is the rare 
occasion when current threat 
intelligence has caused the 
Federa l Security Dir ector (FSD) 
to di rect otherwi se. The next 
slide will give an examp le of 
w hen the FSD may direct 
otherwise. 

Scoring poin ts und er SPOT does not constitute unl aw ful racial or 
ethni c pr ofiling. 

Unde r SPOT, two individuals of different races or ethni cities who 
exhibit th e same behav iors recognized un der SPOT must be 
eval uated un der the same standa rd s. 
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Slide 27: Lawful Use of Discernible Traits 

Ll\\ful l ·~ l· t,f D1....:-cm1hle Tr,11ts Example: US intelligence sources report that five male terrori sts, 
all approxima tely 30 years old, from a particular ethni c group are 
planning to use commerc ial jetliners as weapons by hijacking 
them at an airport somewhere in Nort hern California. 
Intelligence sources furth er report that this may occur during the 
next two to three days and in an attempt to conceal weapons and 
their actua l int ent, the men will be dr essed and carry ing 
accessib le property to appear to be trave ling on a hiking 
vacation. 
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Vers ion 1.2 

Before allowing men meeting that description to board 
commercial airp lanes in Northern California airports during the 
next two to three da ys, TSA personnel and other Federal and 
State authori ties may subject them to heightened scrutiny. 

Rememb er: BDOs shall not consider race or ethnicity as a factor 
unl ess there is specific threat information issu ed by the FSD 
authorizing the consideration of race or ethnicity as one factor in 
the evaluation proc ess and the threat information is based on 
current intelligence. 

Facilitated Discussion : Facilitate a discu ssion to ensure 
participants are clear on when they may receive such guidance 
from the FSD, what constitutes profiling, and that profiling is 
never used in the SPOT Program. 

- Reference: "Example: Lawful Use of Discernible Trait s" 
hand out 

WARNING: THIS RECORD CONTAINS SENSITIV TY INFORMATION THAT IS CONTROLLED UNDER 49 
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Slide 28: Terrorists Transcend Stereotypes 

Version 1.2 

Today' s terrori sts are all races, ethnicities, ages, and genders. 

There is no such thing as a "ty pical" terro rist. If we believe that 
terror ists fit a specific profil e, we will overlook those who do not 
meet that profile. 

Terrorists have included exploited children . Pale stinian terrori sts 
used an 11-year -old boy to smuggle a bomb through a roadblock 
in the West Bank in March 2004. 

In the US, domestic terrorism has accounted for more incid ents 
than int ernational terrori sm . Such incid ent s involved individual s 
such as Timothy McVeigh (Oklahoma City bombing), Ted 
Kaczynski (the Unabomber), and Eric Rudolph (medical clinic 
and Olympic Park bomb er). 

(Top left corner, 1st pictur e) - Timoth y McVeigh - Oklahoma 
City bombing (Former U.S. Army , Bronze Star recipient): 
McVeigh constructed a 5,000-pound ammonium nitr ate and fuel 
oil de vice in the back of a Ryd er Truck. On April 19, 1995, he 
drove the truck to the front of the Alfred P. Murrah Federal 
Buildin g and detonat ed it. The attack killed 168 people and 
wounded 850. 

(Top, 2nd pictu re from left) - Hu ssan Abdo (hoo-sahn ab -doe) -
Suic ide bombe r attem pt at border crossing: This 14-year-old 
Palestinian boy attempt ed to enter Hawara checkpo int in the 
West Bank of Israel carrying an explosive vest. Soldier s noticed 
something under his clothing, and the exp losive was removed 
and safely detonated. 

(Top, 3rd picture from left) - Reem Raiyshi (reem rah-ee shee) -
Border cross ing su icide bomb er: Raiyshi blew herse lf up along 
with four Israeli s at the Erez crossing betwee n th e Gaza Strip and 
Israel. She was the first female bomber used by the militant 
gro up Hamas. The Associated Press, citin g Israe li security 
officials, reported that Raiyshi was an adulteress forced to carry 
out the attack to restore her family's honor. Palestinian secu rity 
officials said her hu sband dr ove her to Erez to carry out the 
attack. 
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Version 1.2 

(Top, 4th picture from left) - Saeed Alghamdi (sah-eed al-gam
dee) - Sept ember 11, 2001, attack (Flight 93): Alghamdi was one 
of the terrorists invol ved in the hijacking of United Airlines 
Flight 93. Alghamdi may have been at the airplan e controls 
according to cockpit transcripts that were lat er released. 

(Center, 1st picture on left) - Hanadi Jarad at (hah-nah-dee jah
ra-dat) - Maxim res taur ant suicide bombing: On October 4, 2003, 
Jaradat entered the Maxim restaurant in Haifa strapp ed with 
explo sives, killing 72 people. Jaradat was a particip ant law yer 
and belon ged to the Palestinian Islamic Jihad. 

(Center, 2nd pictur e from left) - Jose Padilla - Dirt y bomb 
suspect: Padilla , also known as Abdullah Al Muhajir (ab-doo-lah 
moo-hah-jeer), is accused of being part of a plot to build and se t 
off a dirty bomb (a conventiona l bomb laced wi th radioactiv e 
material) . Khalid Shaikh Mohammed, purported ma stermind of 
the September 11, 2001, attacks and al-Qaida's operationa l 
planner and organizer, alleged ly sugges ted to Jose Padilla to 
target up to three high-rise building s that use natur al gas with a 
radiological dirty bomb. On May 8, 2002, Padilla was arrested 
af ter arri ving at Chicago's O'Hare International Airport after an 
ove rsea s trip, carrying $10,526, a cell phon e, an d e-mail 
addresses for al-Qaida operatives. 

(Center, 3rd pictur e from left) - Richard Reid - Shoe bomber: On 
Decemb er 22, 2001, Richard Reid attempted to ignit e explosiv es 
in his shoes on Am erican Airlines Flight 63 from Pari s to Miami. 
A passen ger complained of a smoke smell, and a flight at tendant 
inves tigat ed and found Reid alone near a window attempting to 
light a fuse that led to his shoe. Reid was subdued and the flight 
was redir ected to Boston where he was taken into custod y by 
authoriti es. 

(Center, 4th pictur e from left) - Ted Kaczynski - Unabomber: 
Kaczynski conducted 16 attacks that injured 29 and killed 3 
people from 1978 to 1996, and he evaded identification from 1978 
to 2005. The FBI called Kaczy nski the Unabomber (Univ ersity 
and Airlin e Bomber) becau se of the invol vement of his first two 
attacks against a plane and college prof essor . They also called 
him the Jw1kyard Bomber because of the material he used. 
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·1 CrTlll l\ l S ,-, ilnt.Ct.'ll d ~l~lc..'PI\ Jll'~ (Bottom, 1st picture) - Eric Robert Rudolph - Olympic Park 
bomber: Of the bombings committed by Rudolph, the most 
notorious was the Centennial Olympic Park bombing in Atlanta 
on July 27, 1996, during the Summer Olympics. The bla st killed 
spectator Alice Hawthorne and wounded 111 others. According 
to Rudolph, his reason for the attacks was political. Rudolph has 
also confessed to the bombings of an abortion clinic in the 
Atlant a suburb of Sandy Spring s on Januar y 16, 1997; a gay and 
lesbian nightclub called the Otherside Lounge in Atlanta on 
February 21, 1997, injuring five; and an abortion clinic in 
Bim1ingham, Alabama, on Janu ary 29, 1998, killing officer Robert 
Sanderson and critically injurin g nurse Emily Lyons. Rudolph 
was associated with the white supr emac ist Christian Identity 
movement. 

Version 1.2 

(Bottom, 2nd picture from left) - John Phillip Walker Lindh -
"The American Taliban": Lindh is an American citizen who was 
cap tured during the 2001 invasion of Afghanistan while fighting 
for the Taliban. Lindh grew up in Maryland and lived in 
California. At around age 16, he officially converted to Islam and 
began regularly attending mosques in Mill Valley and later San 
Francisco. In 1998, he traveled to Yemen for about ten months to 
learn Arabic so that he would be able to read the Qur 'an in its 
original langu age. He returned to the US in 1999 and lived with 
his family for about eight months before returning to Yemen in 
February 2000. From there he left for Pakistan to study at an 
austere madrassa (Islamic school). Lindh entered Afghanistan in 
the spring of 2001. 

(Bottom, 3rd picture from left) - Osama bin Muhammad bin 
Awad bin Laden: Bin Laden is a militant Islamist and often 
believed to be one of the founders of al-Qaeda. He issued what 
he called a Fatwa. The Fatwa told Muslims to kill civilians and 
military personnel from the US and allied countries until they 
withdraw support for Israel and military forces from Islam ic 
coun tries. He has been indicted in U.S. Federal court for his 
alleged involvement in the 1998 U.S. embassy bombing s in Dar 
es Salaam, Tanzania, and Nairobi, Kenya, and is on the FBl's Ten 
Most Wanted Fugitives list. He ha s also been linked to the 2000 
USS Cole bombing , the Bali nightclub bombings , the Madrid 
bombing s, as well as bombings in the Jordanian capital of 
Amman and in Egypt's Sinai peninsula. Although bin Laden has 
not been indicted for the September 11, 2001, attacks, some claim 
that he fund ed and dir ected them. 
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I c.·11, ,1 ,,,., I 1 ;lll ..,l'Clh.l !-itcr1..•11(\ pcs (Bottom, 4th picture from left) - Terry Nichol s - Oklahoma City 
bomb ing: Nichols grew up on a family farm in Lapeer , Michigan. 
He was convicted of being an accompli ce of Timothy McVeigh, 
the man convicted of murd er in the bombing of the Murrah 
Federa l Building (Oklahoma City, Oklahoma) on Apri l 19, 1995, 
which claimed 168 lives . 

Slide 29: Female Terrorists 
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DH S and FBI experts say women are being utili zed with 
increa sing frequency, possibly because of their adva ntage in 
access ing targe ts and sensitivities to searching wo men in man y 
areas of the world . • .,,,.~l'l•(•tf'>,,ot,,,,.t,-', 
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Russian Plane Bombings (Volga Avia Express Flight 1303 and 
Sibir Airlines Flight 1047) - August 24, 2004 

Two female terrorists, Aman ta Nagayeva (Ah-man-tah nah-gah
yay-v ah) and Satsita Dzhebirkh anova (sot-see-tah dush-b urk- a
nova), each boarded the aircra fts in Moscow. It is believed that 
they were able to smuggle explosives onboard without detection 
or that they detonated explosives pre-placed on the plan e by an 
ins ider. 
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Slide 30: Conducting SPOT 

Version 1.2 

-Reference: "Definitions" handou t - see term "Four steps in 
SPOT process" 

In futu re lessons we will look in detail at the steps in condu ctin g 
SPOT. Briefly, the basic steps in the SPOT process are: 

• Establish the environmental baseline 
The first step in the SPOT process is to estab lish an 
environme ntal baseline at the checkpo int: 

- Dete rminin g what the typical behaviors and 
app earances are that you will expect to see at this 
time and place 

- Observing for ano malies 

• Behavior observation and analysis 
After determining the enviro nm en tal baseline , you wi ll 
begin to observe individuals, looking for behaviors that 
deviate from the baseline. Depending on the results of 
your observations, you may need to continue your 
ana lysis of these behaviors, which is the next step. 

• Walk The Line (WTL) 
BDOs conduct the WTL procedure, typically in the Trave l 
Document Checker (TDC) queue, by engaging 
individua ls in brief verba l exchanges and rema inin g 
mobil e whil e their partners conduct behavior 
observatio n . 

• Referral process 
Obse rved behavior cues and appearance factors tha t 
reach a certa in thre shold are resolv ed through a 
combin ation of the following: 

- Engaging in Casua l Conversation (CC) to verify the 
trip story wh ile observing for additional behavior 
cues an d appearance factors 

- Reviewing the individual's ID and travel documents 

- Observing for unu sua l items in baggage 

- Resolution 

If an indi vidu al's behavior escalates beyond a predetermined 
threshold, LEOs must be notified. 
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BOOs must compl ete a SPOT Referra l Report to docu ment all 
relevant information regard ing each SPOT Referra l Screening. If 
the referra l result s in an LEO notification, the BOO mu st ensur e 
comp letion of the Incident Report. 

Slide 31: Steps in the SPOT Process: Review 

-
Here is ano ther way to look at the main steps in the SPOT 
pro cess. 

-- It shows the cyclical nature of SPOT. Once a referra l has bee n 
compl eted, the process sta rts over again. - Each of these steps is critical to the success of SPOT. The BOO 
at tempts to resolve observed behaviors, cues, and appearance 
factors. An LEO is called if a cer tain threshold is met. We will go 
into more detail for each of these steps in future lesso ns. 
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-Reference: "SPOT Process" handou t 
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Slide 32: Summary 
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Teaching Point: To maint ain 
parti cipant interest, summari ze 
the lesso n by asking a ser ies of 
open-ended ques tions rath er than 
read ing the objectives verbat im. 
Sugge sted quest ions are listed at 

right and identified by the @ 
icon . 

Particip ant s should now be able to: 

• Explain the purpo se of SPOT 

• Discuss ways that SPOT augments screening pro cedur es 

• Identify the steps of the SPOT process 

Ask: What is the purpose of SPOT? 

Answer : The purpose of SPOT is to id entif y high-ri sk individual s 
who may po se a tlu·eat to transpo rtation secur ity using 
beha vioral indi cators. SPOT is a layer of security focused on 
identifying indi viduals w ho wa rrant further screenin g based on 
beha viors that dev iate from an esta blished environm ental 
baseline. 

Ask: How doe s SPOT augment the other layers of security ? 

Answer: By focusing mor e on intent than on mean s, SPOT 
provid es visible det errence, and it is a flexible, mobil e, an d 
adap tive layer of secu rity. 

Ask: What are the steps in the SPOT proc ess? 

Answer: The steps are: 

1. Establish the environmenta l baseline 

2. Behav ior observation and analysis 

3. WTL 

4. Referral process 
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Slide 33: Questions 

.Ask : Wha t questions do you have befo re we move to th e 
next lesson? 

• W hat qu est ions do 
you have? 

Answer: Prov ide pa r ticipants with the app rop riate answers. 
Make use of the Parkin g Lot if un able to answer a question . 

Teac hin g Point : Reme mber, if 
ins tructors do no t know the 
answer to a question at this time, 
add it to the Park ing Lot . 
Ins tru ctors may w ish to ho ld 
so me qu es tions when the ans we rs 
w ill be cove red in a later lesson. 
Be sure to remove ques tions from 
the Parkin g Lot whe n they are 
a nswered. 
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