Message

From: Bertolino, Louis E (SAQ) [louis.e.bertolino@state.ma.us]

Sent: 3/22/2018 7:26:02 PM

To: Ronald Cavanaugh [/O=BCSO/0U=DHOC/cn=Recipients/cn=RONALDCAVANAUGH)]
cc: Lawrence Oliveira [/O=BCSO/0OU=DHOC/cn=Recipients/cn=LAWRENCEOLIVEIRA]
Subject: IT follow up

Hi Ron,

As promised, here is the follow up to the original requested items we had trouble with.
(1CC’d Larry to keep him updated on the audit process.)
| have inserted a screen shot of examples of another audit | performed that might help.

| will list the questions by number that corresponds to the original email request from 2 weeks ago. This way we can
keep it all indexed and in order.

Questions:

2a- | have selected 25 users at the BCSO. They are as followed:
Ana Arruda
Andrew Mitzan
Barbara Bell
Betty Hipolito
Christopher Foss
Darryl Almeida
David Moco
Denise Santos
Derek desa
Eric Roque
Faith Morin
Glen Pinchbeck
James Welch
John Silva
Jon Gomes
Joseph Sylvia
Kelly Hines
Kevin Crabtree
Kyle Reed
Maria Senra
Paul Alves
Robert Carr
Rui Silva
Scott Rose
Trevor Clare

2b- For the above users, | will need the following:
Their “approved access rights” — You mentioned that you get an email (or any other documentation) stating, for example, :- “creat

2¢- For the above users, | will need a screen shot in the server system that shows “Anna” is listed in the system to have managen
My test is to determine that the above users “approved access” matches to what the system shows.
Here are 2 screen shots as an example. It’s a different system than yours, but it may give you an idea on where you may have yo

A B C D E F G I ) K L
1 USER_NAME SERV_PROV_CODE USER STATUS LNAME FNAME LAST_LOGIN_TIME MODULE_NAME  DISP_TEXT DESC_TEXT

2R DPL ENABLED 21-FEB-17 DPL-Public Rec request mgrs level DPL-LIC-Public Rec request mgrs
3w DPL ENABLED 21-FE8-17 DPL--Read-only staff level DPL-ENF-Read-only

a4 w DPL ENABLED .II FEB-17 License dep. DPL--Read-only staff level All Read-only users

5D DPL ENABLED 21-7E8-17 License dep DPL- ITAdmin mgrs level IT superusers

License dep.
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The second picture is a bit difficult to read. But it’s a screen shot showing what the function group of “Admin

users” have access to.

I’'m looking for something to that nature that | will be able to compare a user’s approved access, to what your system
shows that person actually can do.

| realize that for whatever reason you may not have any documentation that states what a user should have. In that
case, all | would need is a signed document from BCSO stating something like: “Anna Arruda is approved for read only
access” . | can then use that signed document to ensure it matches what the server shows her access currently is.

7a- You provided an example of the “computer use/ accountability form” already.

Can you provide the original signed form for the above 25 users?

7b- Your policy states that new users have initial security awareness training.

It is also recommended that there should be annual security awareness training refresher course.

Could you provide an employee signed copy of the latest annual security awareness training form showing the above
users participated in the last annual security awareness training? Its possible you use the same form as question 7a. If
not, here is an example of an annual refresher form.

Example:
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11- In Prior email question 10a- you provided me a screen shot that shows “event log- policy” . Log size “1021kb”
It shows me audit logs are being created which log events happening on the system like failed login attempts or policy

changes made etc.. Could you provide me a screen shot or print out listing of the last 30 audit logs the server created?
Here is an example:
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Thanks again for your help.

Lou

Louwis E. Bertolino-

Senior Auditor I

Office of the State Auditor

1 Winter St. 9th Floor



Boston, MA 02108
857-294-8708
Louis.Bertolino@massmail.state.ma.us




