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-- FREEDOM OF INFORMATION APPEAL --

April 21,2010

Director, Office of Information Policy
U.S. Dep’t of Justice

1425 New York Avenue, NW

Suite 11050

Washington, DC 20530-0001

Re: Appeal of FOIA Request No. 1141753-00

Dear Sir or Madam,

This letter constitutes an appeal pursuant to 6 C.F.R. § 5.9 of the determination in
response to request number 1141753-00. The underlying request for “records identifying
each federal, state or local agency other than the FBI that participates in the JTTF” was
made jointly by the American Civil Liberties Union Foundation of Massachusetts
(ACLUM) and Political Research Associates (PRA) on December 30, 2009. Exhibit A.

The Federal Bureau of Investigation denied this request citing 5 U.S.C. § 552(b)
(2) and § 552(b)(7)(E). Exhibit B. For the following reasons, we appeal that
determination.

I FOIA PRESUMES THAT DOCUMENTS ARE NOT EXEMPT
FROM DISCLOSURE
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The purpose of FOIA is “to ensure an informed citizenry, vital to the functioning
of a democratic society, needed to check against corruption and to hold the governors
accountable to the governed.” NLRB v. Robbins Tire & Rubber Co., 437 U.S. 214, 242
(1978). FOIA is premised on the notion that “‘the people are the only legitimate fountain
of power, and it is from them that the constitutional charter, under which the several

branches of government hold their power, is derived.”” A. Michael's Piano, Inc. v. FTC,

18 F.3d 138, 140 (2d Cir. 1994) (quoting The Federalist No. 49, at 313-14 (James
Madison) (Clinton Rossiter ed., 1961). “[Olur government, relying as it does on the
consent of the governed, may not succeed unless its ‘people who mean to be their own
governors ... arm themselves with the power knowledge gives.”” Id. at 140-41 (quoting
S.Rep. No. 813, 89th Cong., 1st Sess. 2, 3 (1965)).

FOIA “adopts as its most basic premise a policy strongly favoring public
disclosure of information in the possession of federal agencies.” Halpern v. FBI, 181 F.
3d 279, 286 (2d Cir. 1999). While there are nine exemptions that allow an agency to
withhold information, see 5 U.S.C. §§ 552(a)(4)(B) & (b)(1)-(9), the exemptions are

narrowly construed and the government bears the burden of proving that any one applies.

See Halpern, 181 F.3d at 287; see also Dep’t of Interior v. Klamath Water Users

Protective Ass'n, 532 U.S. 1, 7-8 (2001) (FOIA exemptions are narrowly construed);

John Doe Agency v. John Doe Corp., 493 U.S. 146, 151-52 (1989); DOJ v. Reporters

Committee for Freedom of the Press, 489 U.S. 749, 755 (1989). It is well established that
these “limited exemptions do not obscure the basic policy that disclosure, not secrecy, is

the dominant objective of the Act.” Klamath Water Users, 532 U.S. at 7-8. For this



reason, any reasonably segregable portion of any record must be released. See 5 U.S.C. §
552(b).

Consistent with the statute and a renewed commitment to open government, on
January 21, 2009, President Obama issued a memorandum to the heads of all departments
and agencies on the Freedom of Information Act (FOIA) directing that FOIA “should be
administered with a clear presumption: In the face of doubt, openness prevails.”
Memorandum from President Barack Obama to Heads of Executive Departments and

Agencies (Jan. 21, 2009) available at http://www.whitehouse.gov/the press_office/

Freedom_of Information_Act/. Moreover, the President instructed agencies to “adopt a
presumption in favor of disclosure, in order to renew their commitment to the principles
embodied in FOIA, and to usher in a new era of open Government. The presumption of
disclosure should be applied to all decisions involving FOIA.” Id.

The agency’s response indicates that it did not follow this statutory requirement
and executive guidance regarding a presumption in favor of disclosure. With little
explanation, the agency denied the request, simply pasting the text bf the exemptions and
then asserting that the release of the information could “reasonably be expected to

interfere with the enforcement proceedings and risk circumvention of the law.” Exhibit B.

For the following reasons, the agency erred in this determination.

1L EXEMPTION 2 DOES NOT BAR DISCLOSURE OF THIS
DOCUMENT



“Exemption 2” permits the withholding of documents “related solely to the
internal personnel rules and practices of an agency.” 5 U.S.C. § 552(b)(2). It was created
to apply purely to internal matters in which the public has no interest. The document
requested does not fit into the exempted category for two reasons. First, it is not purely

internal. Second, it is a matter of great public interest.

A. The number of federal. state and local agents participating in
JTTFs | ] keepi
“[T]he general thrust of the exemption is simply to relieve agencies of the burden

of assembling and maintaining for public inspections matter in which the public could not

reasonably be expected to have an interest.” Dep’t of Air Force v. Rose, 425 U.S. 352,

369-70 (1976). Thus, the Exemption “relates to information concerning those rules and
practices that affect the internal workings of an agency, and therefore, would be of no
genuine public interest.” Massey v. FBI, 3 F.3d 620, 622 (2d Cir. 1993) (internal
quotations omitted).

In essence, Exemption 2 applies to “trivial” or “housekeeping” matters. Schiller v.
NLRB, 964 F.2d 1205, 1208 (D.C. Cir. 1992) (internal deadlines and instructions about
which agency officials to contact for assistance are “housekeeping matters” not subject to
disclosure).

Courts have upheld the withholding of such housekeeping matters that are of no
public interest as FBI file numbers; computer codes; internal report numbers; informant
and violator codes; FBI handling and dissemination instructions; and Bureau of Prisons

internal markings. See McCoy v. Moschella, No. 89-2155, 1991 U.S. Dist. LEXIS 13618



(D.D.C. Sept. 30, 1991); Wightman v. Bureau of Alcohol, Tobacco and Firearms, 755 F.

2d 979, 982 (1st Cir. 1985); Texas Instruments, Inc. v. Customs Serv., 479 F.Supp. 404

(D.D.C. 1979); Albuquerque Publ’g Co.v. DOJ, 726 F. Supp. 851 (D.D.C. 1989);

Meeropol v. Smith, No. 75-1121, slip op. (D.D.C. Feb. 29, 1984), aff’d in relevant part &

remanded sub nom. Meeropol v. Meese, 790 F.2d 942 (D.C. Cir. 1986).

The request asked for “records identifying each federal, state or local agency
other than the FBI that participates in the JTTF and the number of employees of each

such agency assigned to JTTF” Exhibit A. This list is not simply a “housekeeping

matter.” There is nothing “trivial” about the staffing of the JTTF and the role played by
other federal agencies, state and local law enforcement in partnership with the FBI.
Unlike lists of computer codes or file numbers, the requested list refers to agents who are
fully-functioning parts of our communities, working hand-in-hand with the FBI and
carrying out operations in New England. The staffing breakdown affects persons outside
of the agency on a daily basis as JTTF agents carry out investigations and process

information throughout our region.

B. Even if considered predominantly internal. the ument mu

disclosed because it is a matter of public interest and its disclosure
would not circumvent any agency regulation.

If the threshold test of predominant internality is met, an agency may withhold the
requested material “by proving that either [1] ‘disclosure may risk circumvention of
agency regulation,’ or [2] ‘the material relates to trivial administrative matters of no

genuine public interest.”” Schiller, 964 F.2d at 1207 (citing Schwaner v. Department of




Air Force, 898 F.2d 793, 794 (D.C. Cir.1990)). Matters that are of no genuine public
interest are generally referred to as “Low 2” while matters that are in the public interest
but would risk circumventing agency regulations if disclosed are referred to as "High 2."
Id. at 207.

Assuming, arguendo, that the responsive documents are a purely internal matter,

they fit the “High 2” category because there is a clear and demonstrated public interest in



matters relating to the JTTFs.! The records are needed because the system of government

I See e.g.Colin Moynihan, Activist Unmasks Himself as Federal Informant in
G.O.P. Convention Case, N.Y. TIMES, Jan 5, 2009; Denny Walsh, Student’s Path to FBI
Informant, SACRAMENTO BEE, Sept. 12, 2007; Pachuco, Joint Terrorism Task Force
Questions Professor, March 13, 2006, http:/la.indymedia.org/news/2006/03/150016.php;
FBI paid controversial NJ blogger for help, ASSOCIATED PRESS, November 29, 2009;
Stephanie Ebbert, Fusion Center takes aim at terror, But secrecy alarms civil
libertarians, BOSTON GLOBE, September 26, 2005; T.J. Greaney, ‘Fusion center’data
draws fire over assertions: Politics, banners seen as suspect, COLUMBIA DAILY TRIBUNE,
March, 14, 2009; Hilary Hylton, Fusion Centers: Giving Cops Too Much Information?,
TIME MAGAZINE, March 9, 2009; Robert O’Harrow, Jr., Centers Tap Into Personal
Databases, State Groups Were Formed After 9/11, WASH. POST, April 2, 2008; Ryan
Singel, Fusion Center Cash Infusion, Wired Magazine, March 14, 2007; Brent Kendall,
FBI to Assess Actions Before Hood Shooting, WALL. ST. J., December 9, 2009; Anderson,
Jennifer, New Council Inherits Task Force Decision, PORTLAND TRIBUNE Dec. 21, 2004;
Activists Announce Letter 1o Governor Demanding Complete Investigation of Spying,
MD. NEWS, Aug. 12, 2008; David E. Kaplan, Spies Among Us, US NEWS AND WORLD
REPORT,May 8, 2006; Erin Rosa, Colorado Fusion Center to Step Up Intelligence
Gathering During DNC, COLO. INDEPENDENT, July 30, 2008; Bures, Frank, City 5 split:
Sear for safety vs. fear for rights, CHRISTIAN SCIENCE MONITOR, Oct. 17, 2001;
Nakashima, Ellen, $1 billion FBI database will track physical characteristics of millions,
BOSTON GLOBE, Dec. 23, 2007; Lisa Myers, Is the Pentagon Spying on Americans?
MSNBC, Dec. 14, 2005; Fusion Center Meltdown: Feds stifling open government in
VA? ARS TECHNICA, March 24, 2008; Joseph Straw, Fusion Centers and Civil Rights,
SECURITY MANAGEMENT, August 2008; Rogers M. Smith, Civil Liberties in the Brave
New World of Antiterrorism, 93 RADICAL HISTORY REVIEW at 170-85, Fall 2005; James
Casey, M.A., Managing Joint Terrorism Task Force Resources, FBI ENFORCEMENT
BULLETIN, November 2004, at 1-6; Roberto Lovato, Building the Homeland Security
State, NACLA REPORT ON THE AMERICAS, Vol. 41, No. 6, Nov/Dec 2008, at 15-20;
Christopher Ortiz, Nicole Hendricks & Naomi Sugie, Policing Terrorism: The Response
of Local Police Agencies to Homeland Security Concerns, CRIMINAL JUSTICE STUDIES,
Vol 20, No. 2, June 2007, at 91-109; Naomi Klein, Big Brother Democracy: How Free
Speech and Surveillance Are Now Intertwined, THE NATION, Aug. 28, 2006; Shelley
Murphy, False tips cost antiterror officials time and credibility, Feb.1, 2005; Erich
Lichtblau, F.B.I. Goes Knocking for Political Troublemakers, N.Y. TIMES, Aug. 16, 2004,
John Friedman, Spying on the Protesters, THE NATION, Sept. 19, 2005; Matthew
Rothschild, Tales of Big Brother, THE PROGRESSIVE, Aug. 25, 2004; Dafha Linzer, In
New York, a Turf War in the Battle Against Terrorism, WASHINGTON POST, Mar. 22, 2008.




collaboration across jurisdictions implicates core privacy concerns, yet almost nothing is
known about its staffing, the standards that guide it or limit this potentially-invasive
information-sharing system, or whether the system is being abused. The level of federal,
state and local participation in the local JTTF is an important piece of information that
the public has an interest in knowing.

For example, the recent Fort Hood shooting has opened up a public discussion
about the role the Department of Defense plays in the JTTFs. (Miklaszewski, Jim, Gates
orders security fixes after Fort Hood case, NBC News, Apr. 15,2010.) Another example
is the case of Ahmad Afzali in New York City. Numerous news reports have gone into
detail about the staffing of NYPD at the New York City JTTF. (Levitt, Len, A Failure to
Communicate, Huffington Post, Apr. 19, 2010.)

Because it is a matter of public interest, the agency may only withhold the

document by proving that “disclosure may risk circumvention of agency regulation.”

Schiller, 964 F.2d at 1207. Additionally, the agency must demonstrate with adequate

specificity how disclosure of records at issue would “significantly risk circumvention of

federal statutes or regulations.” See e.g., Crooker v. Bureau of Alcohol, Tobacco, and

Firearms, 670 F.2d 1051, 1074-1075 (D.C. Cir. 1981) (en banc) (concluding that it is the
government’s burden to show that release of a surveillance manual might “help
individuals evade detention by law enforcement authorities”). The agency has not made
such an argument.

In fact, the staffing of many FBI, JTTF and other law enforcement agencies

already are part of the public record. For example, a Department of Defense memo



available publicly on the internet states that the DoD has assigned personnel to the
Boston JTTF office, as well as many others throughout the nation. See Exhibit C.
Another publicly available document, published by the DHS Office of the Inspector
General, goes into some detail about the relationship between Immigration and Customs
Enforcment and numerous JTTFs around the country, including information about
staffing. See Exhibit C.

Essentially, this request asks the government to disclose a complete list of the
federal, state and local employees working with the JTTFE. Withholding that information
would allow for secret participation in our own cities and towns where the JTTF could
operate without accountability to the public whom it is seeking to protect.

Finally, if the agency can prove that disclosure of certain documents would

significantly risk circumvention of the law, the agency nonetheless has to demonstrate
that it has segregated nonexempt material for disclosure. Schreibman v. Dep’t of
Commerce, 785 F.Supp. 164, 166 (D.D.C. 1991) (requiring agency to segregate and
release portions of documents that merely identify computer systems rather than contain

security plans, which remain protected as vulnerability assessments.).

III. EXEMPTION 7(E) DOES NOT BAR DISCLOSURE OF THIS
DOCUMENT
“Exemption 7(E)” provides for the withholding of “records of information
compiled for law enforcement purposes, but only to the extent that the production of such

law enforcement records or information ... would disclose techniques and procedures for



law enforcement investigations or prosecutions, or would disclose guidelines for law
enforcement investigations or prosecutions if such disclosure could reasonably be
expected to risk circumvention of the law.” 5 U.S.C. § 552(b)(7)(E).

The documents sought here — records indicating the number of federal, state and
local Jaw enforcement officials assigned to JTTF and the roles those personnel play at
JTTF — do not fit the statutory definition. The mere number of agents and titles of their
jobs at the JTTFs does not disclose techniques, procedures or guidelines.

Furthermore, in order to demonstrate a “risk of circumvention of the law,” the
agency must demonstrate that the rules or procedures it seeks to withhold are not well
known to the public. See Rosenfeld v. DOJ, 57 F.3d 803, 815 (9t Cir. 1995)

(“Exemption 7(E) only exempts investigative techniques not generally known to the

public.”); National Sec. Archive v. FBI, 759 F.Supp. 872, 885 (D.D.C. 1991);
Albuquerque Publishing Co. v. Dep’t of Justice, 726 F.Supp. 851, 857 (D.D.C. 1989).

Thus, there must be a particularized showing by the withholding agency that
disclosure would undermine or lead to the circumvention of the law. See Davin v. DOJ ,
60 F.3d 1043, 1064 (3d Cir. 1995) (requiring agency “to establish that the release of this
information would risk circumvention of the law,” while rejecting as inadequate
“speculation” in government’s brief on this subject.) There has been no particularized
showing in this case.

Finally, even if disclosure of certain documents would significantly risk
circumvention of the law, the agency must demonstrate that it has segregated nonexempt

material. See PHE, Inc. v. DOJ, 983 F.2d 248, 252 (D.C. Cir 1993) (holding that agency

1



must “clearly indicate[] why disclosable material could not be segregated from exempted

material); Voinche v. FBI, 412 F.Supp. 2d 60, 73 (D.D.C. 2006) (ordering agency to

produce, inter alia, a proper segregability analysis.)

IV.  CONCLUSION

The requested document is subject to disclosure because the FOIA statute and
more recently, Presidential guidance, strongly favor a presumption of disclosure and
because neither of the cited exemptions allows the agency to withhold the responsive
documents. We urge you to release the document.

Thank you for your consideration.

/%Lkﬂyﬂi; o=
D>

L7 ]
Laura Roto16

ACLUM Staff Attorney

Thomas R. Cincotta
PRA Civil Liberties Project Director
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AMERICAN CIVIL LIBERTIES UNION

TN
»

OF MASSACHUSETTS

FOUNDATION

Carmen M. Ortiz

United States Attorney for the District of Massachusetts
John Joseph Moakley

United States Federal Courthouse

I Courthouse Way, Suite 9200

Boston. MA 02210

Federal Bureau of Investigation

Record Information/Dissemination Section
170 Marcel Drive

Winchester, VA 22602-4843

Warren T. Bamford
Special Agent in Charge
Federal Bureau of Investigation

One Center Plaza
Boston, MA 02108

To whom it may concern:

This letter constitutes a request pursuant to the Freedom of Information Act, 5
U.S.C. § 552 made jointly to the U.S. Attorney for the District of Massachusetts and the
Federal Bureau of Investigations. The Request is submitted on behalf of the American
Civil Liberties Union of Massachusetts and its educational arm, the American Civil
Liberties Union Foundation of Massachusetts (jointly refetred to as ACLUM) and

Political Rescarch Associates (PRA).

Background

Laura Rétolo

Staff Attorney

ACLU of Massachusetts
211 Congress Street
Boston, MA 02110
(617) 482-3170
Irotolo@aclum.org

December 30, 20(;)9

Over the past nine years, the federal government has implemented or expanded |
various programs that have resulted in an unprecedented degree of information sharing ‘
between federal and state law enforcement agencies and in the increased federalization of
law enforcement activities in general and anti-terrorism activity in particular. This
request seeks documents regarding the nature and extent of the cooperative efforts of

1
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ATAC

16.

17.

18.

19.

20.

21.

22.

23.

- universities.

24.

Department of Justice Regulations for two reasons. First, the requesters qual.ify as
representatives of the news media. Second, release of the records requested is in the |-
public interest and not in any commercial interest of the requesters.

Records indicating the present structure, purposc and membership of the
Massachusetts Anti-Terrorism Advisory Council;

Records created after January 1, 2005 of the agenda, attendees and minutes of the

Massachusetts ATAC.

Records describing investigative and prosecutorial priorities or strategies
recommended or approved by Massachusetts ATAC.

Records of communication between the Qfﬁce of the United States Attorney and

members of Massachusetts ATAC;

Records of communications between the Massachusetts JTTF and members 6f

Massachusetts ATAC;

Records of communications between the Boston Office of the FBI and membBers

of Massachusetts ATAC

Documents describing the relationship between ATAC and the Massachusetts

JTTF including records describing specific measures recommended or approved

by ATAC to (1) coordinate specific antiterrorism initiatives; (2) initiate training

programs; and (3) facilitate information sharing.;

Documents describing the relationship between ATAC and the Commonwealth of
Massachusetts, any of its cities, towns, state or local agencies, police departments

or other law enforcement units or officials in Massachusetts, colleges or

Documents showing the budget for the Boston ATAC, including funding sout
for the years 2005 to present. '

Requesters are entitled to a fee waiver

ACLUM and PRA are entitled to a fee waiver under the FOIA statute and

1. ACLUM and PRA are representatives of the news media as defined in
statute and regulations.

'CESs

the




material into a distinct work, and distributes that work to an audience” to be “primatily
engaged in disseminating information” (internal citation and quotation marks omittd dj). 10

B As stated above, gathering and disseminating current information to the public is
a critical and substantial component of PRA and ACLUM’s mission and work.

ACLUM publishes newsletters, news briefings, reports and other printed
materials that are disseminated to the public. See Exhibits A — C. ACLUM also
disseminates information through its heavily subscribed website, www.aclum.org, a blog,
http://www.massrightsblog.org and regular postsion social media sites such as Facebook
and Twitter. See Exhibits D — F. f

ACLUM regularly publishes reports about government activity and civil liberties
issues based on its analysis of information derived from various sources, including
information obtained from the government through FOIA. This material is broadly
circulated to the public and widely available to everyone for no cost or, sometimes, for a
small fec. Many ACLUM reports include a description and analysis of government
documents obtained through FOIA. "'

As the state affiliate of the national ACLU organization, ACLUM also :
disseminates information through the ACLU. Since 2007 alone, ACLU national projects
have published and disseminated over 30 reports. The ACLU also regularly publishe
books, “know your rights” publications, fact sheets, and educational brochures and
pamphlets designed to educate the public about civil liberties issues and government
policies that implicate civil rights and liberties. 2

w

The ACLU operates a widely-read blog where original editorial content repotting
on and analyzing civil rights and civil liberties news is posted daily.” The ACLU also
creates and disseminates original editorial and cducational content on civil rights and
civil liberties news through multi-media projects, including videos, podcasts, and
interactive features.'* The ACLU has also produced an in-depth television series on civil
libertics called “The Freedom Files.”"

The ACLU also publishes, analyzes, and disseminates information through its
heavily visited website, www.aclu.org. The website addresses civil rights and civil
liberties issues in depth, provides features on civil rights and civil liberties issues in the

_ " Notably, courts have found organizations with missions similar to the ACLU and that engage in
information dissemination activities similar to the ACLU to be “primarily engaged in disseminating »

information.” See, e.g., Leadership Conference on Civil Rights v. Gonzales, 404 F. Supp. 2d 246, 260:

(D.D.C. 2005) (Leadership Conference on Civil Rights); ACLU v. Dep't of Justice, 321 F. Supp. 2d al3n

n.5 (Electronic Privacy Information Center). ;

"' See Detention and Deportation in the Age of ICE, available at www.aclum.org/ice and the accompanying

document gallery of FOIA documents at hitp:/aclum.org/ice/gallery.php.

* A recent search of Amazon.com produced over 60 books published by the ACLU.
" See http://www.aclu.org/blog. .

" See http://www.ach.org/multimedia/index.html.

¥ See hitp://aclu.tv/.

|
|



2009) (testimony of Janet Napolitano, Sec. Dep’t of Homeland Security); Strategies|for

Terrorism Information Sharing, Hearing Before Senate Judiciary Comm., 111" Con
(April 21, 2009) (testimony of Caroline Frederickson, Director, ACLU Washington
Legislative Office). -

As the sustained public interest concerning the FBI’s work with local law

o

enforcement clearly attests, the workings of the JTTFs constitute a “matter of widespread -

and exceptional media interest in which there exist possible questions about the
government’s integrity which affect public confidence,” 28 C.F.R. § 16.5(d)(1)(iv).

Accordingly, expedited processing is appropriate in this case.

Conclusion
If our request is denied in whole or part, we ask that you justify all deletions |

portions of otherwise exempt material. We reserve the right to appeal a decision to
withhold any information or to deny a waiver of fees or expedited processing, -

Dy
reference to specific exemptions of the FOIA. We expect you to release all segregable

- We look forward to your reply to the Request within twenty (20) business days, as

required under 5 U.S.C. § 552(a)(6)(A)(i). Please reply to this request to by contactir'mg

Laura Rétolo at (617) 482-3170 x311 or through email at Jrotolo@aclum.org.

Thank you for your prompt attention to this matter.

Sincerely,

A]
g @ira Rotolo/ B
ACLUM Staff Attorney

Thomas R. Cincotta
PRA Civil Liberties Project Director
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

February 16, 2010

MS. LAURA ROTOLO
ACLU OF MASSACHUSETTS
211 CONGRESS STREET
BOSTON, MA 02110
FOIPA Request No.: 1141753~ 000
Subject: JTTF/FEDERAL, STATE, AND
LOCAL AGENCY PARTICIPANTS

Dear Ms. Rotolo:
This responds to your Freedom of Information/Privacy Acts (FOIPA) request.

The material you requested is exempt from disclosure pursuant to 5 U.S.C. § 552(b)(2),
and 5 U.S.C. § 552(b)(7)(E). 5 U.S.C. § 552(b)(2) and 5 U.S.C. § 552(b)(7)(E) exempts from disclosure:

records or information related solely to the internal personnel rules and practices of an
agency,

records or information compiled for law enforcement purposes, but only to the extent that
the production of such law enforcement records or information (E) would disclose techniques and
procedures for law enforcement investigations or prosecutions, or would disclose guidelines for
law enforcement investigations or prosecutions if such disclosure could reasonably be expected to
risk circumvention of the law...

In applying these exemptions, | have determined that the records responsive to your request are
law enforcement records; and that release of this information contained in these responsive records could
reasonably be expected to interfere with the enforcement proceedings and risk circumvention of the law.
For a further explanation of this exemption, see enclosed Explanation of Exemptions Form.

You may file an appeal by writing to the Director, Office of Information Policy (OIP), U.S.
Department of Justice, 1425 New York Ave., NW, Suite 11050, Washington, D.C. 20530-0001. Your
appeal must be received by OIP within sixty (60) days from the date of this letter in order to be considered
timely. The envelope and the letter should be clearly marked "Freedom of information Appeal." Please cite
the FOIPA Request Number assigned to your request so that it may be identified easily.

Enclosed for your information is a copy of the Explanation of Exemptions Form and FBI File Fact
Sheet.

Very truly yours,

Sl

David M. Hardy

Section Chief

Record/information
Dissemination Section

Records Management Division

Enclosures
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DEPARTMENT OF HOMELAND SECURITY

Office of Inspector General

Coordination Between FBIl and ICE on
Investigations of Terrorist Financing

0IG-07-55 July 2007




Office of Inspector General

U.S. Department of Homeland

Security

Washington, DC 20528
iwé‘&

@ Homeland
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WL -2y W2 Security

Preface

The Department of Homeland Security Office of Inspector General was established by the
Homeland Security Act of 2002 (Public Law 107-296) by amendment to the Inspector General Act
of 1978. This is one of a series of audit, inspection, and special reports prepared as part of our
oversight responsibilities to promote economy, effectiveness, and efficiency within the
department.

This report addresses the effectiveness of a memorandum of agreement that coordinates
investigations of terrorist financing between the Federal Bureau of Investigation (FBI) and
Immigration and Customs Enforcement (ICE). It is based on interviews with employees and
officials of relevant agencies and institutions, direct observations, and a review of applicable
documents.

The recommendations herein have been developed to the best knowledge available to our office,
and have been discussed in draft with those responsible for implementation. It is our hope that this
report will result in more effective, efficient, and economical operations. We express our
appreciation to all of those who contributed to the preparation of this report.

.
A
AL el T itrirne
Richard L. Skinner
Inspector General

Coordination Between FBI and ICE on Investigations of Terrorist Financing
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Executive Summary

We initiated this review jointly with the Department of Justice (DOJ) Office
of Inspector General (OIG) at the request of Senator Charles E. Grassley,
former Chairman of the Senate Finance Committee, to examine the
effectiveness of a memorandum of agreement (MOA) between the
Department of Homeland Security (DHS) and DOJ addressing the
coordination of terrorist financing investigations. The OIGs reviewed the
progress of the cases that were transferred under the MOA; evaluated the
MOA’s effect on Immigration and Customs Enforcement’s (ICE) ability to
use its expertise and experience in pursuit of terrorist financing; and
determined whether the MOA was implemented effectively. We also
considered whether the MOA should be revised and identified any other ICE
agreements on law enforcement issues.

In May 2003, DHS and DOJ signed an MOA to coordinate and deconflict
terrorist financing cases between ICE and the Federal Bureau of
Investigation (FBI). The MOA affirms the FBI as the lead on terrorist
financing cases and produced a system for identifying and transferring ICE
cases that have a nexus to terrorism to the FBI-led Joint Terrorism Task
Forces (JTTFs). The MOA allows ICE agents to be detailed to the JTTFs to
continue pursuing transferred cases. Some in ICE have expressed concerns
about ICE’s ability to lend its financial crime expertise and experience to
terrorist financing investigations. Further, Senator Grassley and some ICE
agents stated a concern that a “turf war” mentality may be impacting such
investigations.

Our review determined that these concerns were unjustified. Of the more
than 7,274 ICE cases and leads, only 11 were transferred from ICE to a
JTTF under the MOA. We examined all 11 cases, interviewing the ICE and
FBI agents assigned to them. Most of the cases have progressed well,
suffering few, if any, problems in coordination or cooperation. The JTTFs
fully employed the expertise and experience of the ICE agents who were
detailed there to continue investigating the transferred cases. Because the
transferred cases have been suitably investigated and ICE agents’ expertise
and experience have been fully employed to the advantage of the
investigations, we do not recommend modifications to the MOA.
Nonetheless, we identified shortcomings with the implementation and
management of the MOA by ICE and the FBI that has led to some problems
in cooperation and coordination. We are making four recommendations,
two each to ICE and the FBI, to overcome those issues. All four
recommendations are resolved, however each remains open pending our
receipt of additional information regarding ICE and the FBI’s proposed
actions.
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Background

Introduction

Senator Charles E. Grassley, former Chairman of the Senate Finance
Committee, requested that the DHS and DOJ OIGs conduct a joint review of
allegations made by Joseph Webber, the former ICE Special Agent in
Charge (SAC) in Houston, Texas, that the FBI intentionally delayed
approval of an ICE application for a Title III electronic surveillance warrant
in a terrorist financing investigation.1 The Senator’s request letter is in
Appendix A, and a copy of Mr. Webber’s letter to Senator Grassley stating
Mr. Webber’s concerns is included in Appendix B.

In addition, Senator Grassley asked that we jointly review whether the May
2003 MOA between DHS and DOJ concerning terrorist financing
investigations has been implemented effectively and assess whether it has
affected ICE’s ability to use its expertise and experience in pursuing terrorist
financing investigations. Senator Grassley also asked us to determine how
the cases that were transferred under the MOA have progressed and
determine whether the MOA should be revised and to determine whether
ICE has any other agreements on law enforcement issues.

The review addressing Senator Grassley’s concerns was conducted jointly
by DHS and DOJ OIGs. To expedite delivery of the findings, the DHS and
DOJ OIGs divided the review into two stages. The first stage was an
examination of the facts underlying Mr. Webber’s allegation that the FBI
intentionally delayed a specific ICE investigation. Because the principal
allegation challenged FBI conduct, DOJ OIG led the production of the first
stage report with DHS OIG concurrence. The results of that portion of our
joint review were addressed in a report titled, 4 Review of FBI's Actions in a
Terrorist Financing Investigation Initiated by the U.S. Bureau of
Immigration and Customs Enforcement, April 26, 2006, which was
published by the DOJ OIG with DHS OIG concurrence. That report was
completed and provided to Senator Grassley in April 2006. A redacted
version of this report, deleting classified or law enforcement sensitive
information, was also provided to Senator Grassley on August 31, 2006.

The second stage of the review was a study of the effectiveness and impact
of the MOA and the progress of other cases transferred under it. As with the
first stage of the review, DHS OIG and DOJ OIG participated in the fact
finding and analysis phases of the review. Because the principal focus

' The Omnibus Crime Control and Safe Streets Act of 1968, Pub. L. 90-351, Title III, provided rules for obtaining wire
tap orders in the United States. The law was codified in 18 U.S.C. §§ 2510-2520.
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involved ICE effectiveness and program issues, DHS OIG led the
production of this second stage report, with the concurrence of DOJ OIG.

History of FBI and ICE Coordination in Terrorism-Related
Investigations

The FBI and JTTFs

The FBI created the first JTTF in New York City in 1980 to coordinate
federal, state, and local law enforcement efforts for the purpose of
preventing, deterring, defeating, and responding to any terrorist attack
within the United States. Since then, the number of JTTFs has expanded to
more than 100 nationwide, including one at each of the FBI’s 56 field office
locations. The majority of those JTTFs were established after the
September 11 attacks. Although the JTTFs are maintained and managed by
the IBI, other agencies and departments have detailed their agents to the
JTTFs to assist in combating terrorism. Some of the other agencies involved
in the JTTFs include the Internal Revenue Service, the Drug Enforcement
Administration, and state and local law enforcement personnel. Currently
there are almost 4,000 JTTF agents nationwide, including agents from the
FBI and almost 700 agents from other federal government agencies,
including ICE.>

The efforts of the JTTFs are coordinated through the National Joint
Terrorism Task Force (NJTTF) at FBI headquarters. The purpose of the
NJTTF is to provide support, coordination, and information to the various
JTTFs, and between the JTTFs and FBI headquarters.

Initially, the Attorney General relied upon the statutory authority granted by
28 U.S.C. § 533 to assign the FBI “lead agency responsibilities in
investigating all crimes for which it has primary or concurrent jurisdiction
and which involve terrorist activities or acts in preparation of terrorist
activities....” Several Presidential Decision Directives and the President’s
National Strategy for Homeland Security of 2002 have further defined this
leadership role. The FBI relies on the JTTFs to conduct counter-terrorism
investigations throughout the United States.

FBI’s Post-September 11 Counter-Terrorist Financing Efforts

In the aftermath of the September 11 attacks on the World Trade Center
complex and the Pentagon, the FBI created the Financial Review Group to

2 See “Protecting America Against Terrorist Attack: A Closer Look at the FBI’s Joint Terrorism Task Forces,” FBI
Archives, December 1, 2004, available at http:/www.fbi.gov/page2/dec04/ittf1201 14 htm.
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investigate the financing of the 19 hijackers and to ascertain fundraising
schemes associated with the attacks. The mission of the Financial Review
Group evolved to encompass investigation of all terrorist-related financial
and fundraising activities. The Financial Review Group developed leads
and distributed them to the JTTFs, as well as contributed to other
organizations, such as the National Security Council’s Coordinating Policy
Committee, by providing information on counter-terrorist funding activities.
While the Financial Review Group was created as a response to the
September 11 attacks, the FBI has had the jurisdiction and authority to
investigate terrorist financing since at least 1994.°

In April 2002, the Financial Review Group was reorganized into the
Terrorist Financing Operations Section (TFOS), with a similar mission to
identify, disrupt, and dismantle terrorist-related fundraising activities,
including using the tools enhanced by the US4 PATRIOT Act.* TFOS is
responsible for coordinating, supporting, and enhancing the capabilities of
terrorist financing investigations in the field and for managing terrorist
financing cases in the JTTFs. The FBI has historically conducted financial
investigations through its white collar crimes division. TFOS focuses that
financial investigations expertise on terrorist financing cases.

ICE’s Post-September 11 Counter-Terrorist Financing Efforts

The U.S. Customs Service (USCS) conducted financial investigations
throughout its 200 year history, investigating financial crimes such as
money laundering, bulk cash smuggling, intellectual property rights
violations, and counterfeit goods trade and traffic. When DHS was
established, ICE continued the USCS mission to investigate financial
crimes, including those with a nexus to terrorism.

In October 2001, in response to the September 11 attacks, the Department of
the Treasury also began a new program to identify and disrupt terrorist
financing programs operating within the United States or abroad. This task
force effort, known as Operation Green Quest, was led by the USCS, but it
also included a number of other agencies: the FBI; the Internal Revenue
Service; the U.S. Secret Service; the Financial Crimes Enforcement
Network; and the Bureau of Alcohol, Tobacco, Firearms and Explosives,
among others. Operation Green Quest served a coordinating role,
disseminating leads to the field and ensuring that different field
investigations were not duplicated. By many accounts, Operation Green
Quest was very successful. In its first year and a half, the program opened

3 Congressional Research Service Report, Terrorist Financing: U.S. Agency Efforts and Inter-Agency Coordination,
August 3, 2005, p. 36.

* Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism
Act 0of 2001, Pub. L. 107-56, October 26, 2001, 115 Stat. 272.
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2,000 cases, resulting in 79 arrests, 70 indictments, and seizures of $33
million.

After the Homeland Security Act of 2002° created DHS, agents from USCS
were consolidated with agents from the Immigration and Naturalization
Service into a new organization, ICE. Operation Green Quest also moved
from USCS to ICE. Operation Green Quest continued until it was
dismantled pursuant to the MOA between DHS and DOJ in May 2003.

Conflicts Between ICE and FBI Counter-Terrorist Financing Efforts

Following September 11, 2001, coordination issues quickly arose between
the FBI’s terrorist financing investigations and Operation Green Quest
investigations. Both organizations and the DOJ Criminal Division’s
Counter Terrorism Section, which guides prosecutions of terrorist financing
cases, complained about a lack of information sharing and a general
inability to coordinate investigative activities. The lack of coordination and
communication led to overlaps in investigations and a potential for
compromised investigations and risk to agents’ safety. For example, a DOJ
employee told the OIGs that during one particular investigation, an ICE
manager spoke about the details of an ongoing investigation on television,
disclosing details the FBI considered to be classified.

Development and Implementation of the MOA and the Collaborative
Procedures

Development of the MOA

Because of the problems in coordinating and deconflicting terrorist
financing cases, DHS and DOJ negotiated the MOA in May 2003, ending
Operation Green Quest and consolidating investigation of terrorist financing
cases in the JTTFs.® The stated purpose of the MOA was to enable the U.S.
government to wage a seamless, coordinated campaign against sources of
terrorist financing. The MOA recognized the FBI as the lead law
enforcement agency in combating terrorism and terrorist financing.
According to the MOA, ICE would continue to pursue terrorist financing
investigations and operations through its participation in JTTFs. However,
the MOA included a provision by which ICE could investigate terrorist
financing outside the JTTFs provided that the FBI’s TFOS gave express
approval. The MOA noted that both ICE and the FBI would continue

P.L. 107-296 (November 25, 2002). The ICE organization was announced on January 30, 2003, and USCS and
Immigration and Naturalization Service agents were transferred to ICE in March 2003.

¢ Former DHS Secretary Tom Ridge and former Attorney General John Ashcroft signed the MOA on May 13, 2003.
A copy of the MOA is included at Appendix C.
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independent investigations of money laundering and other financial crimes
that were unrelated to terrorism.

The MOA requires ICE to submit all “appropriate” money laundering or
financial crime leads to the FBI to determine whether they are “related to
terrorism or terrorist financing and to ensure effective deconfliction.” The
MOA also directs that the TFOS Deputy Section Chief be a DHS employee,
and it encourages ICE and JTTF members to share information related to
terrorist financing cases to the fullest extent allowed by law and applicable
agreements. The TFOS Section Chief, in consultation with the TFOS
Deputy Section Chief, makes the final determination as to whether a case or
lead is linked to terrorism or terrorist financing and whether it should be
moved to the JTTF. According to the MOA, TFOS shall take the following
factors into account when making a determination of whether a case is
linked to terrorist financing: (1) strength of the terrorism or terrorist
financing nexus; (2) impact of the investigation on non-terrorism matters;
and, (3) stage and development of the respective investigations. Another
provision of the MOA requires that DHS and DOJ develop specific,
collaborative procedures for determining whether an ICE case or lead
should be provided to TFOS and to enable TFOS to determine whether the
case or lead is related to terrorism or terrorist financing.

Implementation of the MOA

ICE and the FBI acted promptly to implement the MOA. ICE appointed an
employee to serve as the Deputy Section Chief to TFOS, and former ICE
Assistant Secretary Garcia signed the collaborative procedures on

July 2, 2003. FBI Director Mueller signed the collaborative procedures on
July 7, 2003. A copy of the collaborative procedures is included in
Appendix D.

The collaborative procedures required ICE to establish a Joint Vetting Unit
(JVU) staffed by ICE and FBI personnel to serve as a central intake center
for information from ICE agents about financial cases and leads that have a
potential nexus to terrorism. ICE established the JVU, and in January or
February 2004, the FBI appointed a TFOS Unit Chief to share JVU
leadership with an ICE Unit Chief. The FBI JVU Unit Chief was given an
office at ICE headquarters and access to all ICE databases.

Under the collaborative procedures promulgated pursuant to the MOA, the
JVU has responsibility for determining which leads and cases should be sent
to the TFOS Deputy Section Chief for consideration. The JVU reviews case
and lead information submitted by ICE field offices, such as names,
addresses, nationality, and banking data. It also reviews reports from the
FBI’s National Threat Center Section and the ICE Office of Intelligence.
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The JVU checks the information against appropriate FBI databases to learn
whether the ICE information appears in any pending or closed FBI
investigations. If the ICE lead or case is related to ongoing or closed FBI
investigations, the JVU Unit Chief contacts the FBI or ICE field offices to
get more information. Cases associated with FBI investigations are
submitted to TFOS for review. In addition, regardless of whether FBI has a
parallel case, if an ICE case involves potential criminal charges of material
support of terrorism, the case information is presented to TFOS for review.
The TFOS Section Chief and the Deputy Section Chief review the
information on these cases and make a collaborative determination whether
the case or lead must be transferred to the JTTF. A case involving charges
of supporting terrorism must be transferred to the JTTFs regardless of
whether FBI has a prior or parallel investigation.

Initially, the JVU and TFOS allowed ICE and FBI field offices to coordinate
cases, instructing them to submit to the JVU only matters that they could not
reconcile locally. That practice changed after problems arose in the
Houston, Texas case, the subject of the first report in this review. Now, all
terrorism-related cases must be referred to the JVU, regardless of local ICE
and JTTF field office cooperation and coordination.’

Other ICE Agreements Involving Law Enforcement Issues

In addition to the MOA, which is the subject of this review, ICE reported six
agreements between it and other agencies on law enforcement issues. Four
of the agreements existed before the creation of DHS and involved agencies
that were transferred to ICE and Customs and Border Protection (CBP).
Two agreements were established after the ICE was created. The six
agreements, other than the MOA addressed in detail in this report, are
included in the table below.

" A Review of FBI’s Actions in a Terrorist Financing Investigation Initiated by the U.S. Bureau of Immigration and
Customs Enforcement.
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Table 1: Summary of Other ICE Law Enforcement Agreements

_ Agencies Involved

" Or1g1nally USCS (now ICE and CBP) and the

Results of Review

Export Enforcement

Department of Commerce Procedures

Originally USCS (now ICE) and the Drug Title-21 Cross ; 1994
»Enforcement Admmlstratlon . Designation Procedures | (amended
Originally the Department of the Treasury (now ICE) | Money Laundering 1990
and the U.S. Attorney General and the U.S. Postal Investigations

Service Postmaster General

Originally the Department of the Treasury (now ICE) | International Drug and 1994
and the U.S. Attorney General and the U.S. Postal | Money Laundermg

Serv1ce Postmaster General . | Investigations .

ICE, the U.S. Attorney’s Ofﬁce, the FBI, the Human Trafficking April 2006
Department of Health and Human Services, the

Department of Labor, and various state and local

authorities in Missouri

ICE, the U.S. Attorney’s Office, and various state = | Established the Austin | April 2006
and local authorities i in Texas 1nclud1ng the City of | Human Trafﬁckmg : o
Austin (also includes representatwes from the FBI, | Task Force

Department of Health and Human Serv1ces the ‘

Department of Labor, and others) - l

FBI Review of ICE Financial Leads and Cases Yields Few Transfers

From July 2003 through December 2005, FBI and ICE personnel reviewed
more than 7,274 leads, targets, and associates for possible transfer to JTTFs
under the MOA. The review has occurred in three phases. FBI personnel
conducted the first review of a select set of Operation Green Quest cases
before the JVU was established. Later, ICE submitted to FBI headquarters
the Operation Green Quest database of targets, leads, and associates for
evaluation. The third review phase is the ongoing JVU evaluation of current
cases or leads that ICE submits when cases develop a potential nexus to

terrorism.

The initial review began in July 2003 when TFOS sent an Electronic
Communication (EC) to the field offices announcing the collaborative
procedures and requesting FBI field agents to notify TFOS of any ICE cases
that might have or might develop a nexus to terrorism. As a result, FBI field
agents identified 30 such ICE cases. On October 30, 2003, a meeting was
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held with FBI and ICE headquarters personnel, including TFOS, to examine
the 30 ICE cases. At that meeting, ICE and the FBI agreed that 9 of the 30
cases had a nexus to terrorism and should be transferred in accordance with
the MOA. In November 2003, ICE notified the affected field offices that
those nine cases were to be transferred to the local JTTFs. In addition, the
ICE SAC for one other ICE case in Boston, Massachusetts, was notified that
that case would not be transferred despite a nexus to terrorism. The decision
not to transfer the case relied upon a provision within the MOA that allows
terrorism-related cases to remain at ICE. The memorandum said that the
case would not be transferred due to the cooperation and coordination
shown by FBI and ICE agents in their investigations.

The second review occurred when ICE provided the FBI with names and
information from its Operation Green Quest database, including more than
7,000 leads, targets, and associates of leads or targets. As of December
2005, no cases were transferred to JTTFs as a result of the Operation Green
Quest data review.

The third review phase is ICE’s ongoing responsibility to transmit all leads
and cases to the JVU that appear to have a nexus to terrorism. During the
period between the establishment of the JVU and December 2005, ICE
submitted 274 names and other identifying information to the JVU.
However, none of the cases or leads submitted to the JVU transferred to the
JTTFs as a result of this review process.

TFOS transferred two additional cases to JTTFs upon the suggestion of
other FBI personnel outside of the review process. In the first, a New
Haven, Connecticut case, the JVU and TFOS were aware that ICE was
investigating a case that was related to terrorism, but chose not to transfer it
because the JTTF and ICE were cooperating in the investigation. However,
others within FBI headquarters learned that ICE sought a search warrant in
the case and suggested that TFOS transfer the case to the local JTTF. An
ICE agent said that although the case was transferred to the JTTF in June
2004, ICE was allowed to continue as the lead investigative agency, while
conducting the investigation under the auspices of the JTTF.

The second case transferred by means other than the review process was a
Houston, Texas case. Again, the JVU and TFOS were aware of the case,
but initially decided not to transfer it to a JTTF because they had not
determined a nexus to terrorism. When other FBI headquarters officials
learned that ICE sought an electronic surveillance warrant in that
investigation, the TFOS Section Chief agreed to transfer the case to a JTTF.
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The details of that investigation and its transfer were the subject of the first
stage of this review.®

The 11 ICE cases that transferred to JTTFs under the MOA are:
1. Newark, New Jersey
2. Miami, Florida
3. Los Angeles, California
4. Washington, DC Alpha
5. Washington, DC Beta
6. Washington, DC Gamma
7. Panama City, Florida
8. Chicago, Illinois
9. Orange County, California
10. New Haven, Connecticut
11. Houston, Texas

Because the Houston, Texas case was reviewed in the DOJ report that was
the first stage of this joint review, we did not include that case in this report.
Instead, we examined the other ten cases transferred under the MOA.

Of the ten cases, nine were active investigations at the time of the transfer.
The target in the tenth case, Washington, DC Alpha, was indicted and fled
the United States prior to the transfer of the case. Once transferred, the case
could not be pursued further until the target returned to the country. We
assessed the levels of coordination and cooperation between ICE and FBI
agents prior to the transfer of the ten cases. Because further investigative
activity was not indicated in the Washington, DC Alpha case, we assessed
post-transfer interagency coordination and cooperation only for the nine
active cases.

8 A Review of FBI's Actions in a Terrorist Financing Investigation Initiated by the U.S. Bureau of Immigration and
Customs Enforcement. See fn 7, supra.
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Transferred Cases Benefit When ICE Agents Are Detailed to JTTF

In reviewing the cooperation and coordination of cases before and after they
were transferred, the investigations benefited when ICE detailed its case
agents to the JTTFs to assist with the investigations. In our interviews with
ICE agents, we noted a positive shift in their impressions of FBI cooperation
from when the ICE agents worked on the cases solely under ICE to when
ICE agents worked on the cases through participation on the JTTFs. The
ICE agents who had reported pre-transfer problems with the FBI said that
cooperation and information sharing was good or improved after the case
was transferred and they were detailed to the JTTFs. Those ICE agents who
did not report pre-transfer problems and who were detailed to work on
transferred cases said that the level of cooperation and coordination
remained good after the ICE case was transferred. Moreover, all ICE agents
who were detailed to JTTFs to work on cases transferred there reported that
their experience and expertise had been fully used to pursue the targets.
Those transferred investigations have been largely successful, according to
ICE agents, with two cases resulting in convictions, an arrest in one case,
and another close to indictment. We summarized pre-transfer and post-
transfer progress in Table 2 on page 17.

Pre-transfer Coordination and Cooperation

According to ICE agents, seven of the ten cases experienced problems with
FBI cooperation prior to the transfer of the case to the JTTFs. Major areas
of difficulty, according to the ICE agents, were FBI delays or refusals
regarding investigative actions that required court approvals, such as search
warrants, and FBI impediments to information sharing. ICE agents said that
the FBI impeded or prevented ICE’s requests for search warrants, pen
registers,” or Title III electronic surveillance warrants in four cases. The
FBI would not share or was slow to share information from its
investigations of the same or related targets, according to ICE agents from
five cases. For example, the ICE agents said that among the information
that the FBI would not share was information that ICE headquarters had
obtained, and then shared with the FBI. The FBI classified the information
and then refused to share it with ICE, claiming that ICE did not have a
“need to know” the information. Agents from two of the five cases said that
the FBI claimed that ICE agents had inadequate clearance levels or no “need
to know.” In the third case, FBI headquarters was slow to review and at
times required ICE agents to resubmit their security clearance
documentation, which delayed the local JTTF from sharing the case

? A pen register is a device that records the telephone numbers or internet protocol addresses accessed by a particular
communication device (such as a telephone or a computer). Pen registers do not record the content of
communications.
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information for more than a year. In another case, the ICE agent familiar
with it said that problems in information sharing occurred inadvertently as a
result of the difficulty of exchanging information among several agencies.

Other, more general issues were reported also, such as FBI reluctance to
allow ICE agents to assist on search warrants that arose from information
obtained by ICE during its investigation, and the FBI and the United States
Attorney’s Office (USAO) not including ICE agents in meetings to discuss
investigations associated with ICE cases. We also learned of one case in
which FBI JTTF agents said that ICE impeded a JTTF investigation. We
will discuss this case further in the following sections.

We did not attempt to investigate fully the accusations that the FBI did not
cooperate with ICE investigations before the investigations were transferred
to the JTTFs. However, in an effort to learn the progress of three
investigations that were transferred to JTTFs, we spoke with three FBI
agents familiar with those cases. During those interviews, we inquired
about ICE’s accusations of poor cooperation prior to case transfer. The FBI
JTTF supervisor for the Miami, Florida case reported that the JTTF had an
open investigation on some of the associates of the Miami, Florida ICE
subject before ICE opened its case, and the ICE Miami, Florida case was a
small part of a larger JTTF investigation. The FBI JTTF supervisor could
not recall whether the FBI and the USAO replaced ICE’s pen registers with
its own in April 2003. The FBI JTTF supervisor said that he had invited
ICE agents to submit their security clearances and come to the JTTF to
review the case information, but the ICE agents never accepted the offer.

The FBI JTTF supervisor for the Los Angeles, California case said that ICE
did not cooperate with the JTTF in its investigation of the Los Angeles,
California target, despite a clear need, as the JTTF had an investigation on
the target at the time ICE initiated its case on the same target. According to
the FBI JTTF supervisor, cooperation between ICE and the FBI was good
initially. For example, the day after ICE opened its Los Angeles, California
investigation, the JTTF gave all the ECs related to the case to ICE,
according to the JTTF supervisor. An ICE JTTF agent in Los Angeles
confirmed that the FBI cooperated with ICE by sharing information and
seeking assistance and expertise from all sources. The FBI JTTF supervisor
said it was the USAO, not the JTTF, that decided to stop an ICE search
warrant because the JTTF was considering a Title III warrant for its case.
Cooperation with ICE broke down, according to the FBI JTTF supervisor,
when ICE did not inform the JTTF of important activities, such as arresting
the target, and attempting to block the FBI JTTF supervisor from
interviewing the target. In addition, the FBI JTTF supervisor said that after
the MOA was executed, the Los Angeles ICE SAC removed all ICE agents
from the Los Angeles JTTF. Six months later the agents were returned to
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the JTTF, but ICE field office management instructed the agents not to assist
with any JTTF financial investigations. ICE prevented the ICE agent who
had worked on the JTTF investigation that involved the Los Angeles,
California target from continuing work on that investigation, and the
investigation has suffered as a result, according to the FBI JTTF supervisor
and an ICE agent.

The Newark, New Jersey, Supervisory Special Agent we interviewed was
not assigned to the ICE case until August 2004. He told the OIGs that he

was not aware of any pre-transfer coordination problems between ICE and
the FBI.

Post-transfer Coordination and Cooperation

After the nine active cases were transferred to the JTTFs, ICE agents
associated with six cases were detailed to the JTTFs to continue working on
the investigations. In each of the six cases, the ICE agents and their
supervisors reported that cooperation with the FBI on the JTTF was good or
improved after the transfers. None said that the FBI tried to impede the
investigation in any way, and all said that they had been given full access to
FBI information and systems. The ICE agents reported that their experience
and expertise were used in the investigations. They served as affiants on
search warrants or arrest warrants in three of the six cases, and all reported
either serving as the case agent or being provided equal standing with FBI
JTTF agents.

The six cases in which ICE agents have continued to work on the transferred
investigations have progressed well, according to the ICE agents. The New
Haven, Connecticut case has resulted in the target’s arrest, and the
Washington, DC Beta and Washington, DC Gamma investigations have
brought convictions. ICE agents working on the Panama City, Florida
investigation said that they anticipated obtaining an indictment in the
summer of 2006. Investigation is ongoing and active in the Chicago, Illinois
case. The Orange County, California case concluded when the USAO
declined prosecution.

In the remaining three cases — Newark, New Jersey, Miami, Florida, and
Los Angeles, California — ICE did not detail its case agent to the JTTFs
when the investigation was transferred. Almost a year after the Newark,
New Jersey case transferred, ICE detailed to the JTTF an agent who had not
worked previously on the investigation.'® The ICE agent became the
investigation’s case agent. According to the ICE agent, the FBI JTTF

1 We interviewed the original ICE case agent and the agent’s supervisor, as well as the ICE agent who was detailed to
the JTTF to investigate the case.
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agents handling the Newark, New Jersey case before him had done very
little investigative work because the FBI had a large number of higher
priority cases. However, an FBI agent familiar with the investigation said
that one FBI JTTF agent had actively pursued the investigation.

Once the ICE agent was detailed to the JTTF to work on the Newark, New
Jersey case, the ICE agent actively pursued the investigation. The only
problems the ICE agent reported were what he perceived as cumbersome
and bureaucratic JTTF procedures that slowed the investigation. To
overcome one of the procedural problems, the JTTF allowed the ICE agent
to use ICE financial analysts to review some records. Using FBI analysts
would have taken longer because a large volume of other priority work had
to be completed. The investigation progressed until November 2005, when
the ICE agent transferred to a new unit in ICE. The JTTF supervisor for the
case said that he anticipated closing the criminal investigation because the
target had slowed suspicious activities and recently obtained information
may undercut the suspected link between the target and terrorism.

As with the Newark, New Jersey investigation, when the Miami, Florida and
Los Angeles, California cases were transferred, the ICE agents who had
worked on the investigations were not detailed to the JTTFs. Unlike the
Newark, New Jersey case, however, ICE did not detail another ICE agent to
the JTTF to assist in the investigation, or assign the ICE agent already
serving on the JTTF to the newly transferred case. Although ICE agents in
the Miami, Florida and Los Angeles, California cases were invited to
continue their investigations on the JTTFs, ICE field agents decided not to
detail the ICE case agents due to the problems that they had experienced
previously with the FBI and JTTFs.!! ICE involvement in the Miami,
Florida and Los Angeles, California cases ended after the cases were
transferred. Accordingly, the ICE agents did not know the current status of
the Miami, Florida and Los Angeles, California cases.

The Los Angeles, California and Miami, Florida FBI JTTF case supervisors
also said that the transferred ICE criminal investigations have continued to
be active, although neither the Los Angeles, California nor the Miami,
Florida target has been indicted. The Miami, Florida investigation has
resulted in four indictments against the target’s associates on mail fraud and
money laundering charges.

" In addition, the ICE agents familiar with the Miami, Florida investigation said that after the case transferred, ICE
was asked to provide financial investigation training to JTTF members and to allow the former ICE case agent to
interview the target. An ICE agent said she refused the requests due to the poor cooperation that ICE had experienced
with the FBI prior to the transfer of the case. '
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In the Los Angeles, California case, the JTTF is monitoring pen registers,
preparing an application for a Title III warrant, and has seized illegal drugs
and money. JTTF agents have indicted one of the target’s associates on
money laundering and illegal drug charges. The JTTF will attempt to use
the indictment to obtain cooperation from the target and more information
against the Los Angeles, California target, according to the FBI JTTF
supervisor.

In summary, before the nine active cases were transferred, ICE agents from
seven of the cases reported poor levels of cooperation between ICE and the
FBI. Once the cases were transferred, ICE agents were assigned to six of
the cases. In the seventh, an ICE agent was detailed to the JTTF to work on
the case almost one year later. All seven cases have progressed, some with
tangible investigative outcomes. The ICE JTTF agents report good
cooperation between the FBI and ICE agents involved with the cases. In the
two cases in which ICE did not detail an agent to work on the case, the JTTF
agents continued to pursue the investigations despite a lack of ICE
involvement. Also, in these two cases the FBI reported, and an ICE agent
familiar with one case confirmed, poor levels of cooperation from ICE.
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Table 2: Summary of Ten Cases Transferred
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ICE Agents’ Dissatisfaction with MOA May Lead to Failure to Pursue
Leads and Cases with Potential Terrorism Nexus

ICE agents have misperceptions of the MOA and its procedures, and some
resent the MOA and the FBI. As a result, ICE agents and headquarters
officials reported some ICE agents fail to pursue leads and cases that might
develop a nexus to terrorism. Further, agents may not be sending potential
terrorism related leads and cases to the JVU or to the JTTFs. The failure to
pursue or report terrorism related cases would violate the terms of the MOA
and would be detrimental to national security. However, none of the ICE
agents we interviewed provided specific instances of violations and agents
spoke of the matter in more broad terms. We have no direct evidence that
any ICE agent has actually been derelict.

Nine agents from three field offices and ICE headquarters told us that they
or other agents drop leads that appear to have a terrorism nexus, or choose to
ignore a terrorism nexus and select violations unrelated to terrorism, in order
to continue the case without FBI involvement. One senior field office
manager provided a hypothetical choice between a case that does not have a
potential nexus to terrorism and another that might develop such a nexus.
The field office manager said that if a case agent came across two leads in
the course of an investigation, one that led to illegal narcotics charges, and
one that might result in a nexus to terrorism, the agent would develop the
case on the narcotics-related lead. He added that agents should normally
send the lead with the potential link to terrorism to the JTTF, but that this
does not always happen.

Within 18 months of its inception, Operation Green Quest had opened 2,000
cases and obtained 79 arrests, 70 indictments, and seizures of $33 million.
However, according to a June 25, 2003, memo from the ICE Deputy
Assistant Director for Financial Programs, Operation Green Quest
investigations rarely developed into terrorist financing cases. In
confirmation of that assertion, only nine of the 2,000 cases were transferred
initially. The other cases were primarily financial crimes without a
terrorism nexus. While not conclusive, the fact that only two cases have
been transferred to the JTTFs in the more than two years since the initial
review of former Operation Green Quest cases supports the contention that
ICE agents do not pursue leads and cases with potential terrorism links.
However, there may be other reasons for the low number of transferred
cases. Some ICE agents have suggested that before and immediately after
September 11, 2001, terrorist financiers operated more openly, making them
relatively easy to identify. Since then, however, terrorist financiers,
realizing that their activities are likely being monitored by law enforcement,
may have become more careful to avoid detection. In response to our draft
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report, ICE officials named another reason why the number of cases
transferred to JTTFs is low. The officials said that ICE now deconflicts
certain leads with the FBI before ICE begins an investigation. Accordingly,
leads that might have a terrorism nexus are transferred before ICE opens a
case.

Some ICE agents reported to us highly negative views and significant
misinformation about JTTF handling of terrorist financing cases under the
MOA. In our interviews ICE agents told us that:

e The FBI-led JTTF does not actively pursue terrorist financing cases
that transfer to the JTTF;'?

e The FBI’s long-term intelligence gathering strategy precludes
criminal convictions in some cases;

e FBIJTTF agents have such a large caseload that they are unable to
address terrorist financing cases;'* and,

e The FBI is unable to lead terrorist financing cases under the JTTF
because the FBI agents lack the expertise and experience to conduct
such investigations. '’

However, the evidence we encountered indicates that the FBI’s strategies,
priorities, and alleged inexperience with financial crimes cases have not
hampered the investigation of transferred ICE cases or prevented ICE agents
from actively pursuing transferred cases when ICE has detailed an agent to
the JTTF to assist in the investigation. The issues reported by ICE agents
have not held back the progress of the six investigations that were
transferred with the ICE case agent to the JTTF. As for the cases in which
the ICE case agent was not detailed to the JTTF, Miami, Florida and Los
Angeles, California, the JTTF has continued active criminal investigations
in those cases.

Regarding the FBI’s focus on other priorities, only one of the nine active
cases that transferred, Newark, New Jersey, appeared affected. The ICE
agent assigned to the Newark, New Jersey case almost a year after it went to
the JTTF said that FBI JTTF agents had not pursued the investigation since
the case was transferred because of their large case load of higher priority
investigations. However, when ICE detailed an agent to the JTTF to work
on the case, the investigation progressed satisfactorily.

2 Five of these agents had experience with a transferred case that ICE perceives to be going poorly. One agent was
involved in a case that was not transferred to the JTTF, but that agent encountered problems with the FBI.

" ICE agents from three field offices made this allegation.

" ICE agents from two field offices discussed this issue.

'3 ICE agents from five field offices cited this concern.
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Another misperception held by ICE agents is that ICE will not receive a
share of the recognition for successful cases. ICE has received credit for
some of the investigative successes in cases that have transferred to JTTFs.
In three of the six cases in which the ICE case agent was detailed to the
JTTF, the ICE agent was the affiant on court ordered investigative activities,
such as search and arrest warrants.

Other ICE agents said that they would not want a detail to the JTTFs to
work transferred cases because they would not want to be governed by an
FBI management structure, which they believed would treat them
inequitably. A similar complaint was that in moving to the JTTF, an agent
would lose operational control of the case. However, the ICE agents who
were detailed to JTTFs to work on the investigations told the OIGs that they
served as the case agents or had status equal to the FBI JTTF agents. No
one complained of inequitable treatment, and some said that they wished
ICE would encourage more agents to work on the JTTFs.

Even though they had no JTTF experience, three agents from two field
offices said that the MOA was a means by which the FBI could “take” or
“steal” cases from ICE, and one of those agents believed that if a case were
transferred, ICE would no longer have an opportunity to work it. However,
the only transferred cases that were not investigated by ICE agents were
cases where ICE chose not to detail the agent to the JTTF. When ICE
detailed an ICE case agent with a case to the JTTF, the ICE agents said that
they continued as the case agent or had equal standing with the other JTTF
agents. The perception that the FBI takes cases away from ICE agents was
not supported.

Four ICE agents from two field offices said that the MOA undercuts the ICE
mission to target support for terrorism by requiring terrorism-related cases
to be transferred to the JTTFs. Although these agents recognize that the FBI
has the lead on terrorism investigations, they said that ICE has the expertise
to combat terrorist financing and a mission to protect the country from
terrorist attacks as a member of DHS. However, ICE fulfilled its mission
when it detailed its case agents to continue investigative work on ICE cases
that transferred to the JTTFs. For example, when an ICE agent transferred
with the case, three of the six resulted in arrests or convictions, two are
being investigated actively, and one was closed after the USAO declined
prosecution. By detailing ICE agents to the JTTFs to work terrorism-related
cases, ICE can pursue its mission and leverage its experience and expertise
in financial crimes with a nexus to terrorism.

Two ICE headquarters employees acknowledged that ICE field agents
suffered from misperceptions of the purpose and effect of the MOA. One
ICE headquarters agent confirmed that ICE agents believe that the FBI uses
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the MOA to steal ICE cases, but stated that such allegations were incorrect.
Another senior ICE official said that ICE was “self-limiting” with regard to
terrorist financing cases — that is, ICE agents would not pursue leads and
cases with a potential link to terrorism, to avoid transfer to the JTTF. The
headquarters employee said that the agents’ misperceptions of the MOA
were partly to blame for their dissatisfaction with it.

However, ICE management has not implemented measures to overcome its
agents’ misperceptions. Aside from a few case-specific visits to the field,
ICE management has not adequately communicated with its field agents to
alleviate the misinterpretations of the MOA that have contributed to the
alleged reluctance to pursue terrorism-related cases through the JTTFs.

In summary, we encountered suspicion and hostility from ICE agents
towards the MOA, but their claims about the way the JTTFs operate were
unfounded. We were also extremely troubled that ICE agents would say
that their agents declined to undertake a case of potential national security
significance for such petty reasons. We know of no investigation that was
ignored for such reasons, and there are alternative explanations for the low
numbers of cases transferred after the initial review of the 2,000
investigations. On closer examination, the discussions to which we were
privy fell into more general characterizations of what “other agents” might
do rather than the actions of agents we interviewed. Thus, while the
hostility to the FBI’s dominance in the field of terrorist financing
investigations is palpable, we have no direct evidence that any ICE agent
has actually been derelict.

However, even a discussion along these lines is unacceptable and violates
the agent’s duties and responsibility. ICE should act to defuse the
misperceptions about the MOA and ensure that the terms of the agreement
are enforced and obeyed.

Changes to the MOA Are Unnecessary

ICE field agents recommended several changes to the MOA in order to
address the issues that they perceived as hampering terrorist financing
investigations. Three agents suggested that ICE be allowed to work terrorist
financing cases in a coordinated manner with the JTTFs by allowing ICE
concurrent jurisdiction. Coordinating but not transferring a case with a
terrorism nexus has been successful in some instances. In Atlanta, Georgia
and Boston, Massachusetts, ICE agents and JTTF agents were coordinating
independent cases that appear to have a nexus to terrorism, but were not
transferred to the JTTF. The ICE agents working on those cases are not on
the JTTF, yet they report that the coordination between ICE and the JTTF is
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working well. For example, the agents said that they served as the affiants
on court documents and that the FBI has given ICE full access to JTTF case
information. Criminal complaints have been issued in the case in Boston,
Massachusetts. The ICE agents in Atlanta, Georgia said that the FBI
requested their assistance and that the case is progressing. The agents said
that coordinating cases without transferring them to the JTTFs works well.

This sample of cases is too small to draw broad conclusions, but the fact that
some investigations can operate successfully without an MOA does not
mean all can. The MOA resulted from prior problems, and there is
insufficient evidence supporting a need to relinquish FBI authority over
terrorist financing investigations or to nullify the MOA. We therefore
disagree with the suggested changes proposed by some ICE agents. In fact,
the evidence indicates that the cases that were transferred from ICE to the
JTTFs have been pursued aggressively, and when ICE agents have been
detailed to the JTTFs to continue working on the investigations, their
expertise has been used fully.

Moreover, before the MOA was in place, ICE and the FBI complained of
poor coordination and communication. The FBI said that terrorist financing
cases might have been compromised due to those conditions. Now, when
cases are worked on JTTFs, a single chain of command ensures coordination
and information exchange. In addition, with almost all transferred cases, the
FBI has employed the expertise of ICE agents to bring the full weight of the
law to investigations of terrorist financing.

Ineffective MOA Instruction to Field Agents

ICE management has not communicated the MOA’s purpose and procedures
adequately to its field agents. In addition, FBI agents have little
understanding of the MOA and its procedures. As a result, not only are
some ICE and FBI agents confused about the MOA’s procedures and effect,
but ICE agents may be dropping leads and cases as a result of their
misperceptions. The fact that misperceptions persist suggests that ICE and
FBI’s outreach and education on the MOA remain ineffective.

ICE Instruction to Field Agents

In addition to the misperceptions discussed in previous sections, ICE agents
do not have a clear understanding of basic screening procedures for
determining whether a case should be transferred to a JTTF under the MOA.
Ten ICE agents from eight field offices said that cases with a potential nexus
to terrorism should be vetted through local FBI and JTTF offices, but they
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did not realize that the JVU should also receive that information for the
same purpose.

ICE made its field offices aware of the MOA and collaborative procedures
through three memoranda issued in 2003. The first memorandum was sent
to the field offices on June 2, 2003, from the ICE Interim Director of
Customs Investigations. It notified all ICE SACs of the MOA and the
termination of Operation Green Quest. The ICE Deputy Assistant Director
for Financial Programs sent a second memorandum to all SACs on

June 25, 2003, which served as a reminder of the MOA and noted that the
MOA would likely affect only a small number of ICE investigations because
Operation Green Quest leads rarely involved terrorist financing. Finally,
ICE outlined the provisions of the MOA and introduced the collaborative
procedures to all ICE SAC offices in a third memorandum dated

August 7, 2003. Since that memorandum, there has been no other written
communication from ICE headquarters to the field offices regarding the
MOA or its related procedures.

In addition to issuing the memoranda, the ICE Deputy Section Chief of
TFOS briefed the ICE SACs on the MOA and its procedures at two annual
ICE SAC conferences. However, officials from ICE headquarters have not
communicated directly with field office financial crimes supervisors or
agents about the MOA and its procedures.

ICE only communicated the procedures and purpose of the MOA to ICE
SACs through three memoranda and through the annual SAC conferences,
and did not attempt to train its field agents or supervisory agents about the
MOA. Relying on the ICE SACs to present the information and ensure that
it is understood has not served as an effective mechanism to inform agents.
As a result, serious misperceptions are hampering effective enforcement of
the MOA and, according to agents and officials alike, may cause ICE agents
to consider abandoning leads and cases, rather than risk having them
transferred to JTTFs. Given the level of misunderstanding and even
hostility towards the MOA, ICE officials should implement measures to
educate field agents on the MOA and its procedures, the successes of the
transferred cases, and the satisfactory experiences ICE agents encountered
when detailed to the JTTFs.

FBI Instruction to Field Agents

The FBI’s implementation of the MOA was more thorough than ICE’s, but
also had shortcomings. The FBI issued five ECs to the field, the most recent
in February 2005, and provided training on the MOA and its procedures to
the field agents.
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The first EC was sent to FBI field offices in May 2003, shortly after the
MOA was finalized. The EC summarized the MOA and required each field
office to send a designated terrorist financing coordinator to a headquarters
meeting to learn more about the MOA and TFOS. The FBI notified all field
offices of the establishment of the collaborative procedures on July 8, 2003,
via an EC. The EC also required each office to notify TFOS of any ICE
financial investigations that had an existing or developing nexus to
terrorism.

The FBI sent two ECs in 2004, reminding the field offices of the MOA and
the procedures established to fulfill it. On April 12, 2004, FBI headquarters
sent an EC to all FBI field offices, legal attaches overseas, and International
Terrorism Operations Section personnel.'® The EC again summarized the
MOA and added that TFOS would provide overall operational command to
terrorist financing investigations on the JTTFs. It also stressed the
importance of information sharing with members of the JTTFs and ensuring
that ICE agents detailed to the JTTFs are given a “fully integrated role.”
Three months later, on July 13, 2004, TFOS distributed an EC to FBI ficld
offices updating them on the implementation of the MOA, explaining the
role of the JVU, and noting that ICE agents detailed to the JTTFs to
continue working on the transferred cases should be given “significant
roles” in the investigations.

After difficulties arose in the Houston, Texas case, the FBI sent another EC
to the field. The February 2005 EC from the TFOS Section Chief reminded
the FBI field offices to comply with the MOA and cautioned that there had
been instances where FBI field offices had not accepted ICE field office
recommendations to transfer terrorist financing cases to the JTTFs. Those
failures, the EC noted, proved problematic for FBI headquarters. The EC
included copies of the MOA and collaborative procedures.

In addition to the ECs, the FBI has provided various training sessions to its
field office personnel on the MOA and its procedures. The first training was
given in 2003 to field office terrorist financing case coordinators who had
been appointed in accordance with the May 2003 EC. Since that initial
training, training has been repeated each year at the annual terrorist
financing case coordinators meeting in Washington, DC. After issues arose
with the Houston, Texas case in 2005, the FBI began including MOA
procedures and compliance in the regular training TFOS administers to
JTTF field offices. Part of the training emphasizes that the transfer of cases
under the MOA is not to be made informally at the discretion of the field

1 The International Terrorism Operations Section is a part of the Investigative Operations Branch of the FBI. It
“supports, coordinates, and provides oversight of FBI international counterterrorism operations.
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offices. The MOA and its procedures are also addressed in an annual
conference of FBI supervisory special agents.

Despite its ongoing communications and training, several FBI agents with
whom we spoke did not know that ICE should vet cases through the JVU if
they suspect a nexus to terrorism. Five of the seven FBI field office
personnel with whom we spoke were not familiar with the JVU. As FBI
field offices do not have a large role in the vetting process supporting the
MOA, the field agents’ confusion over vetting procedures is not very
problematic. However, it would be advantageous for FBI agents to
understand the purpose and importance of the vetting process under the
MOA. Doing so would enhance coordination activities with TFOS and
ensure that the JTTFs do not agree to coordinate ICE cases with a nexus to
terrorism without express approval from TFOS.

For the cases that were transferred, FBI agents, either through the ECs and
training or by their own initiative, have followed the MOA’s instruction that
ICE agents be fully integrated into the investigation, factors which have
contributed to the success of the MOA. The FBI should ensure that its field
offices continue the practice of making detailed ICE agents the case agents
for transferred ICE cases and provide the ICE agents the opportunity, when
appropriate, to serve as the affiant on search and arrest warrants. ICE agents
who developed cases that were transferred to the JTTFs have a sense of
ownership and pride in their investigations. Additionally, they have
expertise and experience not just in the transferred case, but also in general
immigration and customs matters. Their special expertise should be
recognized to best pursue all investigative avenues that may arise in a case.

We are recommending that the Assistant Secretary for ICE:

Recommendation 1: Routinely communicate with ICE agents the purpose
and impact of the MOA and its collaborative procedures, as well as the
successes of cases in which ICE case agents transferred to JTTFs to
continue investigating a case.

Recommendation 2: Convey to ICE agents their responsibility to report
potential terrorism leads and cases to the JVU. Promote the detailing of ICE
agents to the JTTFs by communicating that working on the JTTFsis a
priority for ICE, for the department, and an opportunity for ICE to
investigate terrorist financing.

We are recommending that the FBI Director:

Recommendation 3: Ensure that the FBI field agents understand the role
of the JVU and understand that ICE cases with a nexus to terrorism will be
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investigated solely through the NJTTF, JTTFs, and TFOS, except as
expressly approved by TFOS.

Recommendation 4: Encourage FBI field offices to continue full
utilization and integration of detailed ICE agents investigating transferred
ICE cases.

Management Comments and OIG Analysis

We evaluated the technical and formal comments submitted by ICE and the
FBI and have made changes to the report where we deemed appropriate.
Below is a summary of each bureau’s written response to the report’s
recommendations and our analysis of the response. A copy of ICE’s
response, in its entirety, is recorded in Appendix F and Appendix G contains
the FBI response, in its entirety.

The draft report was provided to ICE and the FBI under the provisional
classification of “SECRET” and with it was an unclassified summary. Both
the ICE and the FBI responses address the report and the summary.
However, as the report has subsequently been determined not to contain
classified information, the summary is not necessary and will not be
published. Accordingly, we performed an analysis on only the responses to
the report.

Further, we made three recommendations to ICE in the draft report, but
subsequently have combined two of those recommendations. In this report,
recommendation 1 and 2 are directed to ICE, and recommendation 3 and 4
are directed to the FBI. Further, the FBI provided alternative language for
recommendation 3 to address any potential confusion from “informal”
coordination if a potential or probable terrorism nexus is developed. We
agree with the FBI’s proposed changes to the recommendation and have
modified it.

ICE Response

ICE made two comments that merit modifying the report and two comments
that do not. First, we agree with ICE that the report should note the FBI
appointed a TFOS Unit Chief as the co-lead of the JVU. Second, we also
agree the language about statements that ICE agents may fail to pursue
terrorism-related cases should be changed. We modified the report
accordingly.
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However, we did not modify the report in response to two comments that
dispute the accuracy of the report’s findings related to ICE’s actions to
inform and educate their investigators of the MOA and collaborative
procedures. We asked several ICE officials and ICE investigators in the
field to describe any training or other information they received related to
the MOA and collaborative procedures. The report reflects what they said.
In addition, during our fieldwork we requested ICE to provide:

* “Any policies, instructions, directives, procedures, notices,
etc. related to submission of names, email addresses,
telephone numbers, or other identifying information to DOJ
in accordance with the MOA.”

» “All such documents since the implementation of the MOA
through the present.”

®=  “All communication to ICE field offices.”

Other than the three memoranda referenced in the report, we did not receive
any documents from ICE in response to our request.

ICE Response to Recommendations

Recommendation 1: Routinely communicate with ICE agents the purpose
and impact of the MOA and its collaborative procedures, as well as the
successes of cases in which ICE case agents transferred to JTTFs to
continue investigating a case.

ICE Response: In its response, ICE listed a variety of activities by which it
communicates with its agents about the MOA and successful ICE
investigations. ICE said it regularly disseminates the MOA and the
collaborative procedures that govern ICE’s responsibilities under the MOA,
and that those documents are available on ICE’s internal website. ICE
reported it has provided guidance and instruction to all Special Agents-in-
Charge, Deputy and Assistant Special Agents-in-Charge, and financial
group supervisors on their responsibilities under the MOA. ICE said that
the MOA and its procedures were presented in basic and advanced agent
training classes as well. Additionally, ICE reported that it uses various
communication methods, such as the ICE website and news releases, to
provide employees information about all successful ICE investigations on
both JTTF and non-JTTF related cases.

OIG Analysis: ICE's response outlines efforts to communicate with its
agents about the MOA, the collaborative procedures, and investigative
successes. However, ICE’s outlined activities do not fully address the intent
of this recommendation, which is: to improve ICE agents’ attitude toward
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the MOA, the collaborative procedures, and working with the JTTFs. To
dispel the negative attitude toward the MOA, ICE needs to instill a better
understanding of the purpose and impact of the MOA and collaborative
procedures. This understanding would help dispel the negative attitude
some ICE agents have toward the MOA, the collaborative procedures, and
working on the JTTFs.

We made this recommendation because many ICE agents expressed dislike
for MOA and for investigating a terrorism-related case on a JTTF. We
determined, however, that ICE agents who were detailed to JTTFs to
continue working their transferred cases were satisfied with the JTTF
environment, and most achieved successes with their cases. By contrast,
none of the transferred cases for which an ICE agent refused a detail to the
JTTF achieved the same level of investigative success.

This recommendation is resolved, but remains open pending our receipt of
additional information. To close this recommendation, ICE should provide
us with the content of its memoranda, training materials, and other
communications that are directed at educating its agents about the MOA and
collaborative procedures, as well as successful investigations on the JTTFs.
The content of those documents should reflect the MOA’s purpose to align
ICE and FBI efforts to pursue terrorism-related cases; describe the limited
impact of the MOA on ICE; and, explain the successes that ICE agents have
achieved in terrorism-related cases while working on the JTTFs. In
addition, the past and future distribution frequency for each of those
communications should be indicated.

Recommendation 2: Convey to ICE agents their responsibility to report
potential terrorism leads and cases to the JVU. Promote the detailing of ICE
agents to the JTTFs by communicating that working on the JTTFs is a
priority for ICE, for the department, and an opportunity for ICE to
investigate terrorist financing.

ICE Response: ICE responded it continues to convey the importance of the
proper handling and sharing of potential financial terrorism leads. ICE’s
increased education, understanding, and promotion of the MOA have
resulted in a shift in methodology of how terrorist finance investigations are
worked collaboratively between ICE and the FBI. Cases are now vetted and
coordinated at the onset, both at the field and headquarters level and ICE
agents share information and deconflict cases with the JTTFs. ICE reported
those efforts have significantly minimized the number of ICE cases that
have been moved to the JTTF, and have promoted a better coordination
between ICE and the FBI. As a result of those improvements, ICE suggests
the need for the MOA be re-examined. ICE also said that it contributes
significantly to the JTTFs, and will continue to detail agents to the JTTFs on
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a case-by-case basis. Finally, ICE reported that all of its criminal
investigative work is a priority.

OIG Analysis: In its response, ICE provided some information about the
effect of its educational efforts. This recommendation is resolved, but
remains open pending our receipt of additional information. To close this
recommendation, ICE should provide more detailed information regarding
the actions it has taken, including documentation of its efforts to educate
ICE investigators about their duties under the MOA and collaborative
procedures, and to promote the detailing of its investigators to the JTTFs.
ICE should also provide documentation to support the number of ICE agents
working on JTTFs for fiscal years 2004 through 2006.

ICE reported that all criminal acts investigated by ICE, are a priority for
ICE. However, some ICE agents said if a lead or a case developed a
potential terrorism nexus, an ICE agent would not pursue the lead or the
terrorism aspect of the case because the lead or case would have to be
transferred to a JTTF.

Regarding ICE’s response that its efforts have changed the deconfliction and
information exchanges between ICE and the JTTFs, we want a step-by-step
explanation of how an ICE agent currently shares information about
potential terrorism leads and cases with the JVU and JTTFs.

ICE also suggested that the necessity of the MOA be re-examined in light of
the improved coordination between ICE and FBI. One of our objectives was
to examine whether the MOA should be abolished. Our fieldwork does not
support terminating the MOA or that its necessity be re-examined.

FBI Response

The FBI made a comment that warrants modifying the report. It said the
discussion of the second ICE case to transfer to a JTTF, by means other than
the review process, should be characterized differently. The text should
state that the JVU and TFOS did not transfer the case initially because it did
not have a terrorism nexus. The case was transferred after TFOS discovered
such a nexus.

We modified the report to state the TFOS managers did not transfer the case
initially because they did not determine a terrorism nexus. However, the
report’s description of why the case eventually was transferred reflects the
information that we received from many sources. Accordingly, we did not
make a change to the description of the transfer.
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FBI Response to Recommendations

Recommendation 3 (formerly 4): Ensure that the FBI field agents
understand the role of the JVU and understand that ICE cases with a nexus
to terrorism may not be “coordinated” without express approval from TFOS.

FBI Response: The FBI responded it and ICE both desire for their agents
to coordinate matters with each other and the way the recommendation is
currently worded might be too ambiguous. The FBI provided alternative
language for the recommendation to address any potential confusion from
informal coordination if a potential or probable terrorism nexus is
developed. The FBI reported the TFOS training to JTTFs and Terrorists
Financing Coordinators stresses that if there is a doubt or question by field
agents or field supervisors in these matters, TFOS should be contacted for
guidance. The FBI did not provide additional information on how or
whether it would fulfill the intent of the recommendation further.

OIG Analysis: This recommendation is resolved, but remains open
pending our receipt of additional information. However, we have no direct
authority to compel the FBI to provide such information. We do encourage
the FBI to regularly disseminate information explaining the role of the JVU
and the prohibition on coordinating cases without TFOS approval to its field
agents. Documentation from the FBI to this effect would close this
recommendation.

In addition, we agree with the FBI’s proposed changes to the
recommendation and have modified it accordingly.

Recommendation 3 (Revised): Ensure that the FBI field agents understand
the role of the JVU and understand that ICE cases with a nexus to terrorism

will be investigated solely through the NJTTF, JTTFs, and TFOS, except as

expressly approved by TFOS.

Recommendation 4 (formerly 5): Encourage FBI field offices to continue
full utilization and integration of detailed ICE agents investigating
transferred ICE cases.

FBI Response: In its response, the FBI concurred with our
recommendation, but did not indicate how it would fulfill it.

OIG Analysis: This recommendation is resolved, but remains open
pending our receipt of additional information. However, we have no direct
authority to compel the FBI to provide such information. We do urge the
FBI to encourage its field offices to fully utilize and integrate ICE agents
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working at JTTFs on transferred ICE cases. Documentation from the FBI to
this effect would close this recommendation.
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4 After qu;e.%(), 200:, I}HS w:li pux:sae terrorist ﬁnmmn« mvest;gauons and oy:mhons
FAS A saicly thro gh jts participation in the NJTTF, the TITFs, and TFOS, excepe as expressly
. approved by TFOS as provided in this-paragraph. Both DHS and the Departmient of
o Justice (DOT) will, however, continite independeatly to. m*fesng”ate money laundering and
other financial crime matiers tht are unrelated to terrorism. DHS will focus its activities .
' on protecting thedntezrity of U.S. fnaneial nifrastructures. To-determine whether s,
- money Iaundermg or financial crime matter iy related 1o terroism ox terrorist financmg
- and togdsure effective degonfliction, all appropriate DHS leads relahng 16 mongy
+ = Jaugd g{and fiancial erimes will be checked with the FBY, The parties agrecto
o devcmp, &5 yoo1 28 possible but no later thay June 30,2003, specific collaborative
- procedures to enable the Section Clilef of TFOS and Deputy. Section Chief 6f TFOS
' detailed from DHS (or, if prior to the dpjoiitmeat of the Deputy Section Chieffrom -
", DHS, the Assocints Chief referenced i in:paragraph 3) to detzmine which leads shiould: be .

; 'pravxde 1ta TFOS to, mable‘TF 08" fie whiether such leads meyberelated to.
terrorisin or terxorist financing.” Such pmcedures' will pmvzﬁe for joint and eonfiruous
analysis afleads. Beginning on July 1,2003; in any given matter, if TEOS detevmines
that the matter is wirelated 0 tervorism or terrorist financing; the leadership of the:
investigation regarding the mamr shall not be governed by this MOA. Determinations -

by TFOS shall talée into account the following factors: strenpth of the terrorism ar =
terrorist financing nexits; impict o the fnvestigation oF riorc-terforism matters; and stage
and development of the: Tespective investigations,. IF TROS, after consultation with DHS,
i ;écttrmxnes that the matceris related to terrorism or terrorist Snancing, the mvesugmun
 and-operation of the maner shall be led by the FBLin accordance with paragraph 2. B
o p\’nsmng mvéstx&auons, TEOS wilt considet, smong other’ things, the following factorsy
preservation of the govmnmenfs ﬂm“bﬁat‘s’i 'and optiosis to’ ‘pursue lvestigations of both
Tetrorism and non-terrorism Yhattess: maints fhe continuity of investigative
' ye:sonac‘i aid mandgement where dppropy ate: uding the opton, at the disczation of
‘TFOS, 1w allow JCE to conduct terrorist ﬁmn.cm., mvungauons}, and utilization of
“relevativ expemsc and authamms (G v

-t
S

5, The 'pambs agree that wbm the posmon ef Degnay Secnon Cmef of th TPOS nex:
. ‘becomes vacant orby Decemiber 1, 2003 whichever cames fist; the position shall be

filled by a DBS emplayes ﬂeﬁaﬂad to the FBI, and shall comtinue to be filled by aDHS
employee i the futire. The ennployee will be chosent by mumwal ag:ce'mnt ‘of the -

- Secretary and the: Atmmay General, Until such umc: ¢ theposition of Deputy Chiefis

= filled by s DHS employeq, thi paries agree thara DHS éiaployee shiall be detdiled to the

FBLina newly crested position of “Associate Chief " of TFOS. The employse will be

chosen by murmal agreement of the Secratary; m& the &tmmey General,

6. "The pardes agree that the federa] campaign agmmt tecrorist ﬁnancmg mustuglize the' -

 siguificont experdse and capabilities of ICE. To tiis ead, the pardes will ensuze that the
- appropriste ICE personnel bave o significiat and active presence on the NITTF at
: headquaners and the JTTFs in the Seld. The Seeretary will detail a significant sutiber of
. ppropriate personnel to:the task forces, end the Divector will ensure that the detailees are
- -fully-integrated inta the FBI"s efforts 1o, combat terforist financing, both at Headquarters
and in e feld, sad are a‘ble to assist in the process deseribed in paragraph 4, supra. The
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The Collaborative Procedures

~Collaborative Proce{iurm Pwiaimng ia chie Memomndum of Agrecnient (MOA)
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hnmmyw shall bc gpvcmud b}f &hc. idi:im”‘% mddum!cd in the MOA.

4, 1"31 18 will cicaxs,nm a 81(”? aiixm lu s s thc {}upmy Chiefof (iu, i M’

- Yerrorism Financing Operations \fzﬂtﬁn(?f‘@%} The De p\uy(’ hief will hmc:t
fully. xmcgmmd role in the evaluation and deter fmnatmn of whether a DHSBICE

: ;t‘cfct‘m m*;uw&‘mgatwn has a nexus to'terrorism-or tmm!bm imancmsé The
- Deputy. Chiefand other E)HS BICE pcxsm}m{axszgncd to ii(’)'% wm bf; provided
' w:rzpktf: ancf c:ontmmms access 1o FBI dambaaea. T ,

5. 1T, gxftw mii hm aiwc consultation is: txmdc bexween ihe TE«(}S Su:uun Chicf and
: thie DHS/BICE Deputy Chief; TFOS determiines tha{ a Jeactor investigution bas
nexus (o tervorism or terorism financing, the matter will be investigated solely
S thmug,h the N ational Joint Terrorism Task Forée (NJT TF), Jmnt'lmorzxm Task
Forve (JT7 I’i-) and TFOS, za.cx.pt a8 cxpmssiv appm\fed by T‘*QS as duimcatud in
the: MOA . :
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6. Beginning onor about July 1; 2003, DHS/BICE and the FBI will begin the joint
 collaborative review within the JVU of pending DHS/BICE terrorist financing
mvestigations. The review process to determine nexus to terrorism and ferrorism
" financing wi H be governed by the procedures as outlined in this docament and a
delineatedinthe MDA, .~~~ l '

Michael gaecia/
Assiston( Secretary -~
-Bureaw of lmnxtgration and Custors Enforcemen

. RbbertMuc}
‘Distetor ™ T - :
_Federal Burcau of Investigation
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Purpose, Scope, and Methodology

Purpose, Scope, and Methodology

This review was initiated at the request of Senator Charles E. Grassley,
former Chairman of the Senate Committee on Finance, after receiving a
complaint from the former ICE SAC in Houston that the FBI impropetrly
delayed the approval of an application for a criminal wiretap warrant in an
ICE terrorist financing investigation named the Houston, Texas case.
Senator Grassley asked DHS and DOJ OIGs to conduct a joint review of the
Houston, Texas investigation, as well as a review of the implementation and
effectiveness of an MOA between DHS and DOJ that governed the conduct
of terrorist financing investigations by ICE and the FBI. Senator Grassley
asked that in assessing the MOA we review the ten investigations that were
transferred under the MOA to the JTTFs, (those other than the Houston,
Texas investigation that was the subject of the ICE SAC’s complaint) to
determine whether they had suffered delays similar to those in the Houston,
Texas case and whether ICE expertise and experience in financial crimes
cases was being leveraged to enhance investigations of terrorist financing,.
We were also asked to determine what modifications, if any, should be
made to the MOA. At a meeting on June 9, 2005, due to the broad nature of
the request, Senator Grassley’s staff agreed that our review would not need
to address Senator Grassley’s seventh question regarding ICE’s
investigative priorities and that the eighth question would be limited to a
survey of agreements on law enforcement issues. Appendix A contains a
copy of the Senator’s request letter.

The review was divided into two stages; the first stage examined the former
ICE SAC’s complaint, and the second reviewed the implementation and
effectiveness of the MOA and progress of the ten transferred cases. DHS
and DOJ OIGs participated equally in both stages of the review. Each was
active in the planning, fact-finding, and analysis tasks for the review. To
expedite delivery of the reviews, DOJ OIG was responsible for drafting the
report of the findings and conclusions of the first stage of the review.!” DOJ
OIG issued the first stage report upon receiving concurrence and approval
from DHS OIG. Similarly, DHS OIG drafted this second stage report, and
obtained the DOJ OIG’s concurrence and approval prior to its issuance.

The overall objectives of this review were to:

e Assess the progress of the ten transferred cases;

7 4 Review of FBI's Actions in a Terrorist Financing Investigation Initiated by the U.S. Bureau of Immigration and
Customs Enforcement. See fn 7, supra.
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e Examine the implementation of the MOA;

¢ Evaluate whether ICE expertise can be applied in terrorist financing
cases under the terms of the MOA.

e Determine whether the MOA should be revised.

To accomplish the fact-finding portion of our second stage review, we spoke
with senior ICE, FBI, and DOJ officials familiar with the MOA and ICE’s
terrorist financing investigations to learn about the MOA’s history,
implementation, and impact.

To determine the progress of the ten cases, we conducted telephone
interviews of 29 ICE case agents, supervisors, Resident Agents in Charge,
and Assistant Special Agents in Charge, who were responsible for the ICE
cases before they were transferred.'® In three cases, the ICE agents did not
know the progress of the investigation subsequent to the transfer of the case
to the JTTF.” To discover subsequent progress, we interviewed three FBI
JTTF agents who were involved with the cases after their transfer.

To ascertain the success of the implementation of the MOA and determine
its effectiveness and impact, we asked the 29 ICE agents and the three FBI
JTTF agents to describe the MOA and its procedures, as well as its effect.
We asked the same questions of five ICE financial investigation group
supervisors in five geographically diverse cities from which ICE
investigations had not been transferred.?’ We also conducted a telephone
interview of FBI field personnel in Seattle, Washington to confirm
information that we had received from an ICE agent there.

Additionally, we conducted an interview of an ICE Assistant Special Agent
in Charge from the Washington, DC field office because he requested to
speak to us, and we interviewed an ICE JTTF agent in Miami, Florida who,
we learned, had very limited involvement with one of the cases that had
been transferred.

18 The cases originated in ICE field offices located in Chicago, Illinois; Los Angeles, California; Miami, Florida; New
Haven, Connecticut; Newark, New Jersey; Orange County, California; Panama City, Florida; and Washington, DC.
Three of the investigations that were transferred to the JTTF originated in the Washington, DC field office. The six
other cities each had one case that was transferred. For some of the investigations, we interviewed more than one ICE
case agent because during the life of the investigation more than one agent had been assigned.

! Miami, Florida; Los Angeles, California; Newark, New Jersey. The Miami, Florida and Los Angeles, California
agents did not have any knowledge of case progress after the investigation transferred to the JTTF. The Newark, New
Jersey ICE agent had been detailed to the JTTF to work on the transferred investigation and was knowledgeable of
case progress until very recently when he was re-assigned and had ceased to be active in the JTTF investigation.

20 Atlanta, Georgia; Boston, Massachusetts; Denver, Colorado; Minneapolis/St. Paul, Minnesota; and Seattle,
Washington.
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We obtained and reviewed multiple documents from ICE, the FBI, and DOJ
that assisted in our review. We also toured the JVU facility to better
understand its operations.

We conducted our fieldwork between November 2005 and January 2006.
Our work was conducted under the authority of the Inspector General Act of
1978, as amended, and according to the Quality Standards for Inspections
issued by the President’s Council on Integrity and Efficiency.
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Appendix F

ICE Response to Draft Report

Diffici: of the dssivion Sesremas

LS, Begaardment of Homeland Svourity
26 ¥ Baeoxy, NW
Washingron, [ 25530

. U.S. Immigration
+ and Customs
" Enforcement

FER 18 27

MEMORANDUM FOR: Richard L. Skinner
Inspector General
Department of Honwland Security

FROM: o JulBle L. Myers
f Assistant Secret:

SUBIECT OIG Draft Report: “Coordination Between FBLand 1CE on
fvestgattons of Terrorist Fonnemy”

This response addresses the two recommendations made in the report as tollows:

Recommentdation 1:

To the ICE Assistant Secretary - Routipely communicate with {CE agents the purpose and impaat
of the MOA and its collaborative procedures, as well as the successes of cases i which ICF case
agents ransferred to JTTEs to continue investigating a case.

ICE Respunse:

HCE regalarty dissearinates, vin memorandum or dlectronie format, the MOA and collaborabive
procedures that gavers ICE s responsibiiities aned tole regarding the MOA and terrorist Hinancing
investigations. i addition, both the MOA and collaborative procedures are avalable to all ICE
agents via the JCE proprietary Web site. This Web site is the primary online repository for agency
directives, policies and procedures ntilized by ICE agents in their everyday course of business,
Additionally, the MOA and ss collaborative procedures have been presented in various forams
such as Special Agent-in-Charge (SAC) conferences, basiv agent training classes, advanced agonts
training classes, and Joint Terrorist Task Foree (JTTF) conferences. AILICE Speaial Ageonts-ns
Charge, Deputy Spevial Agonts-in-Charge and Assistant Special Agents-in-Charge, as well ay
financial group supervisors, have heen provided guidance and instructions on their responsibilities
governed by the MOAL All suecessful ICE ipvestigations, both JTTF and nog-JTTF, are
disseminated w employees via internal commumeations. the ICE Web site, andior ICE and DHS
news clips and releases,

Recommendation 1

To the ICE Assistant Secretary -~ Convey 1o HCE agents their rexponsibility to report potential
teerovisny leads and cases t the IVU, Promote the detailing of 10T agents to the T s by
commumdeating that working on the 1 is # priority for ICE. for the department, and an
opportunity tor ICE fo investigate tervorist financing.

ICE Responge:

FCF continues to convey the importance of the proper handling and sharing of potential fimancial
terronism Jeads. Do to 1CE s increased education, understanding, and promotion of the
MOATVUL ICE has seen a shift in the methodology of how polential terrorist finance

www. joe.poy
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Appendix F
ICE Response to Draft Report

SUBIECT: O1G Draft Report: “Coordisation Between FBI and ICE on hnvestigations of
Terrorist Financing”
Page 2

investigations are worked collsboratively between ICE and the FBI RBecause of this hetter
understanding and education, cases are now vetted and coordinated at the onset, both at the field
and headquarters lovel. As a result of this multi-level coordination, ICE has observed ap increase
in “realtime” information sharing and de-confliction. This bas significantly minimized the
number of ICE vases that have been moved to the JTTF, and has promoted a better coordination
between ICE and the FBI, The fact that no ICE investigation i the past two years with a2 potential
nexus 1o errorist financing has been “formally” transferred from ICE to the JTTF illustrates this
point. Based on the shift in the fundamental undersianding and application of the MOA, ICE
strcmgig' suggests that efforts be pursued to re-examine the necessity of the continued existence of
the MOA.

ICE continues to contribute significantiy to the JTT¥s and rermains the second-largest investigative
component of the JTTF. In addition {e the current level of support, ICE will continne to detail
agents to the ITTF on a case-by-case basis in support of national priorities and security. It should
be noted that all criminal acts investigated by ICE. to include terrorist and other national security
refated investigations, are a priority for ICE, '

SUBSTANTIVE COMMENTS AND CHANGES:

After a thorough review of the report and summary, ICE Office of Investigations identified sevoral
objectionable conclasions made by the OIG. ICE offers the following substantive changes and
corrections:

A. Draft Semmary:

Page 3, Paragraph 3 - ICE strougly objects to the assertion “the lack of coordination ied to case
overlap, and the potential to compromise investigations and jeopardize agent safety.” The
complete OIG draft report included an example where a DOJ employee told the OIG that an ICE
manager disclosed details of a clessified FBL investigation during g television interview {draft OIG
veport, page 3, footnote 16). ICE believes that one unverified example from a DOJ enaployee does
not sphstantiate this claim or the (UG assertion.

Page 4, Paragraph 2 - The JVU is not headed by an FBI Unit Chief. The JVU is jointly led by
both an ICE and FBI Usit Chief

Page 4, Paragraph 2 - The paragraph states the IVL was established to facilitate FBI review of
ICE ¢ase information. This stalement is ust accurate, as the review of the case information is a
joint effort between ICE and the FBIL. According to the collaborative procedures dated July 2,
2003, ICE will have a fully integrated role in the evaluation and determination of whether an [CR
veferral or investigation has a nexus or potential nexus to terrorism or terrovist financing. Both
ICE and FBI will have full access to relevant ICE and FBI databases.

Page 6, Paragraph 4 - A reference is made to ICE s need to more effectively commuanicate the
purpose and procedures of the MOA to fleld agents. Tn addition o the three memoranda to ficld
offices cited In said paragraph, please see ICE's response to recommendation #1 for additional

details regarding ICT s offective communication with the field as it relaies to the MOA and
collaborative procedures.

B. Draft Report:

Page 7, Paragraph | « This paragraph should refleet that the FBI appointed 2 TFOS Unit Chief to
co-fead the JVUL

UV GIIIGUIVER ISV VUAE A KL S AN ALY VI S5V GIUISGLIVILS UL X VIS USRI A AL I g
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Appendix F
ICE Response to Draft Report

SUBJECT: ORG Draft Report: “Coordination Between FBI and ICE on Investigations of
Terrorist Financing”™
Page 3

Page 18, Paragraph 1 - ICE strongly oljects to the assertion that ICE agents “may” be derelict in
their duties and; therefore, jeopardizing national security.  ICE would refer to thas statewent wade
by the QIG on page 21, paragraph 2, which states, “We (the OIG) have no direct evidence that any
JCE agent has actually been derelict.”

Page 22, Paragraph 3 - ICE refutes the content of this paragraph. See ICE’s response to
reconmmendation #1 for additonal details regarding ICE™s communication with the field as it
relates to the MOA and collaborative provedures.

Page 23, Paragraphs 2 and 3 - ICE refutes the content of this paragraph. See ICE's response to
recommendation #1 for additional details regarding 1CE s communication with the feld as it
relates to the MOA and collaborative procedures.

Thank you for your consideration in this matter. Should you have any questions, please do got
hesitate to have vour staft contact Ms. Clinett Short at (202) 616-7629,

COMVVE MSEAESALAL AR ASWETT WWER K AFE GARNTE RN A4 VAR AEET VILEMIGAUALD VA A WAL UK AIG A RRRGERNSARR G
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Appendix G
FBI Response to Draft Report

U.S, Department of Justice

Federal Burcau of Investigation

Washington, 13 (. 205350001

January 19, 2007

The Honcorable Richard Skinner
Inspector Generail

Qffice of the Inspector General
Department of Homeland Security
245 Murray Drive, Southwest
Building 410

Washington, D.C. 20528

Dear Mr. Skinner:

I would like te thank vou for providing the Federal
Bureau of Investigation (FBI) the opportunity to respond to your
classified report entitled, "Coordination Between FBI and ICE on
Investigations of Terrorist Financing” and the unclassified
summary similarly titled.

Executive Management from the Counterterreorism Division
{CTD} and perscnnel from the appropriate programs within the PBI
have reviewed the 0IG's drafl repor:i concerning the coordination
between the PRI and ICE on investigations of terrorist financing.
The FBI agrees with the findings and recommendations of this
report., Ideally, we would like for the report to be updated to
reflect some suggested changes.

Regarding the unclassified summary report:

1. Page 7, first paragraph: This paragraph should
include that the MOA and Collaborative Procedures are
also posted on the TFOS Intranet website for prompt
and easier access by FBI Agents and supervisors. Since
the time the CIC investligators were conducting their
investigation last year, the MOA and Collaborative
Procedures have been placed into electronic format and
can be found on the TFOS website which i1s accessible to
JTTE personnesl.

Regarding the classified "SECRET" report:
2. Page 10, second paragraph: This paragraph should

reflect that the JVU and Tr0S were aware of the case,
however, it initially did not have a nexus to terrorism

LUV ULIALIVEE UTLYTOCH T AF aliu LG 1Y UL ANMYCIUEAUIUVID UL LC1LULISG L IIaiCIg
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Appendix G
FBI Response to Draft Report

Mr. Skinner

and was not transferred tc the JTTF. When TFOS became
aware of a terrorism nexus, if was moved to the
JTTF., ()

OIG recommendations #]1 through #3 were directed tc the
Assistant Secretary for ICE. Consequently, the FBI did not
address those recommendations. However, the following are the
FBI's response to the remaining 0IG recommendations:

Recommendation #4

OI6 Recommendation: Ensure that the FBI field agents understand
the role of the JVU and understand that ICE cases with a nexus to
terrorism may not be "coordinated™ withoul exopress approval from
TFOS.

FBI Response: The FBI and ICE both desire for their field agents
to coordinate matters with each other and the way the current
recomuendation 1s worded may be a bit ambiguous. Alternate
language recommended is, "Ensure that the FBI field agents
understand the role of the JVU and understand that ICE cases with
a nexus to terrorism ‘will be investigated solely through the
National Joint Terrorism Task Force (NJIJTTE), Joint Terrorism Task
Force (JTTF) and TFOS, except as expressly approved by TFOS'" as
detailed in the Collaborative Procedures Pertaining to the MOA
between DOJ and DHS. This language addresses any potential
confusion f[rom "informal™ cocrdination if a potential or probable
terrvorism nexus is developed. The TFOS training to JI'IFs and
Terrorist Financing Coordinators stresses that if there is a
doubt or question by fleld agents and/or [leld supervisors in
these matters, TFOS should ke contacted for guidance.

Recommendation #5

0IG Recommendation: Enccurage FBI field offices to continue full
utilization and integration of detailed ICE agents investigaling
transferred ICE cases.

FBI Response: [IBIl agrees with this recommendation and recognizes
the value ICE agents bring to the JTTFs.

The responses were coordinated through the FBI's
Inspection Division. Please contact Sonja Menefee of the
Inspection Division should you have any questions. Ms. Menefee
can be reached at {(202) 324~8097.

Courdination in the conduct of joint investigations is
vital to combating terrorism and terrorist financing.

(28]
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Appendix G
FBI Response to Draft Report

Mr. Skinner

I want to thank you again for your efforts in producing
this report, and I welcome the opportunity to discuss in detail
the progress the FBI continues to make in this area.

Please contact me should you have any guestions
regarding this matter.

Sincerely yours,

Assistant Director
Counterterrorism Division

Coordination Between FBI and ICE on Investigations of Terrorist Financing

Page 51



Appendix H
Major Contributors to this Report

Department of Homeland Security OIG

David Hiles, Chief Inspector, Office of Inspections

Marcia Moxey Hodges, Chief Inspector, Office of Inspections
Elizabeth Kingma, Senior Inspector, Office of Inspections
Michelle Streit, Inspector, Office of Inspections

Michael Zeitler, Inspector, Office of Inspections

Department of Justice OIG

Patricia A. Sumner, Investigative Counsel, Oversight and Review Division

Judy A. Sutrich, Program Analyst, Oversight and Review Division
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Appendix |
Report Distribution

Department of Homeland Security

Secretary

Deputy Secretary

General Counsel

Chief of Staff

Deputy Chief of Staff

Executive Secretariat

Assistant Secretary, Policy

Assistant Secretary, Public Affairs

Assistant Secretary, Legislative and Intergovernmental Affairs
Assistant Secretary, Immigration and Customs Enforcement
Director, ICE Office of Investigations

Chief Security Officer

Chief Privacy Officer

DHS OIG Liaison

ICE Audit Liaison

Federal Bureau of Investigation

Assistant Director for the Inspection Division

Office of Management and Budget

Chief, Homeland Security Branch
DHS’ Program Examiner

Congress

Congressional Oversight and Appropriations Committees, as appropriate
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Additional Information and Copies

To obtain additional copies of this report, call the Office of Inspector General (OIG) at
(202) 254-4199, fax your request to (202) 254-4305, or visit the OIG web site at
www.dhs.gov/oig.

OI1G Hotline

To report alleged fraud, waste, abuse or mismanagement, or any other kind of criminal
or noncriminal misconduct relative to department programs or operations:

Call our Hotline at 1-800-323-8603;

Fax the complaint directly to us at (202) 254-4292;

Email us at DHSOIGHOTLINE@dhs.gov; or

Write to us at:

DHS Office of Inspector General MAIL STOP 2600, Attention:

Office of Investigations - Hotline, 245 Murray Drive, SW, Building 410,
Washington, DC 20528.

The OIG seeks to protect the identity of each writer and caller.




DEPUTY SECRETARY OF DEFENSE

1010 DEFENSE PENTAGON
WASHINGTON, DC 20301-1010

SEP 13 2007

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
UNDER SECRETARIES OF DEFENSE
GENERAL COUNSEL OF THE DEPARTMENT

OF DEFENSE
INSPECTOR GENERAL OF THE DEPARTMENT

OF DEFENSE
ASSISTANT TO THE SECRETARY OF DEFENSE
- FOR INTELLIGENCE OVERSIGHT
DIRECTOR, ADMINISTRATION AND MANAGEMENT
DIRECTORS OF THE DEFENSE AGENCIES
DIRECTORS OF THE DOD FIELD ACTIVITIES

SUBJECT: Implementation of Interim Threat Reporting Procedures

Effective September 17, 2007, the TALON Reporting System will be closed.
Department of Defense (DoD) components will submit Suspicious Incident/Activity
Reports and other non-intelligence reporting concerning force protection threats to DoD
resources to the FBI’s Guardian Reporting System on an interim basis.

DoD components will follow the guidelines in Enclosure 1 for reporting
information to their supporting Joint Terrorism Task Force (JTTF), the FBI Threat
Monitoring Unit, or the FBI Counterterrorism Watch Center at the National
Counterterrorism Center (NCTC). These organizations will review the information and
enter it into the Guardian Reporting System. These procedures will remain in effect until
DoD approves and implements a permanent force protection threat reporting system.

In accordance with the Attorney General’s guidelines for threat reporting,
information based solely on the ethnicity, race, or religion of an individual or solely on
the exercise of rights guaranteed by the First Amendment (e.g., protected free speech and
lawful assembly) will not be entered into the system.

Enclosures:

1. DoD Threat Reporting-Guardian Implementation Plan

2. Joint Terrorism Task Force (JTTF) and Other Recipient Contact Information
3. Suspicious Incident Report(SIR)/Suspicious Activity Report(SAR) Guide for
Guardian Reporting
' OSD 12974-07

WARBUIARANNIRR

9/14/2007 10:10:29 AM






DoD Threat Reporting - Guardian Implementation Plan
Background:

¢ Guardian is a web-based application on FBINET (Secret level Intranet) designed to
allow for the immediate communication of terrorist threat and suspicious activity
information throughout the FBI. Guardian provides the ability to store, search, and
analyze suspicious incident reporting. Including DoD suspicious incident reports in
Guardian will provide DoD a more complete threat picture and coordinated response
to such threats.

¢ DoD agencies have assigned personnel to the FBI’s National Threat Center, Threat
Monitoring Unit (TMU), and the FBI Counterterrorism Watch Center (CT Watch) at
the National Counterterrorism Center (NCTC). DoD agencies also assigned
personnel to the National Joint Terrorism Task Force (NJTTF) and numerous Joint
Terrorism Task Forces (JTTF) around the nation. A listing of these organizations is
attached to this implementation plan.

e DoD personnel assigned to the above mentioned organizations have full access to the
Guardian system for data entry, and routinely review, search, and analyze incidents in
the database to accomplish trends analysis and indications and warnings reports in
support of DoD activities.

Covered Information: The implementation plan applies to the following information
except as provided in the provision that focuses on excluded information.

e Urgent reporting regarding a terrorism-related event, terrorist threat, or suspicious
activity
o Example: A stolen vehicle is recovered on a DoD installation and contains
firearms and a laptop computer with information pertaining to planned attacks on a
government facility.

¢ Specific and actionable reports warranting the initiation of investigative activity
o Example: Security guards observe a person taking prolonged video of the
entrance to a DoD facility with a hand-held video recorder. The same individual
has been observed recording video of the building on two separate occasions in the
past week.

¢ Non-actionable reports that may be relevant to the establishment of patterns of
suspicious activity

Encl 1



o Example: Military uniforms were stolen out of an employee’s vehicle parked at
Baltimore Washington International (BWI) Airport.

When Covered Information contains the names of U.S. Persons, it must be marked as
such to meet FBI reporting guidelines.

Excluded Information: The following information shall not be submitted for entry, or
entered, by DoD into Guardian.

Information based solely on the ethnicity, race, or religion of an individual or solely
on the exercise of rights guaranteed by the First Amendment.

Intelligence information covered under E.O. 12333 as amended, and_DoD 5240.1R,
will be reported instead via Intelligence Information Reports or other intelligence

reporting.

Information gathered under Foreign Intelligence Surveillance Act (FISA), 50 USC,
1801, et seq.

Information classified above the Secret level.

Implementation

All information will be reviewed to determine whether it is covered or excluded from
the entry procedures.

Covered Information will be submitted for entry into Guardian by way of one of the
approved methods described below.

No Excluded Information will be submitted for entry into Guardian.

Prior to the submission of Covered Information, the information will be provided to
the servicing Military Criminal Investigative Organization (MCIO) or other military
security organizations, local command officials, and local, state, and federal
authorities, as needed, in accordance with Military Department specific guidelines for
the dissemination, coordination, and investigation of threat incidents. The Suspicious
Incident Report/Suspicious Activity Report (SIR/SAR) should indicate whether the
report is for informational purposes or action and if the servicing MCIO or another
investigative agency has taken the incident for action.
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¢ DoD suspicious incident reporting will be entered into Guardian through the
following methods:

o In the Continental United States (CONUS) (including Alaska, Hawaii, and
Puerto Rico): ‘

e The reporting organization will provide the details of the Covered
Information to its local/regional JTTF representative via SIR/SAR.

o The JTTF representatives will be responsible for entering data into the
Guardian system.

¢ In the event that a JTTF representative is not available, the information
may be provided directly to the DoD representatives at the FBI TMU or
CT Watch.

o OQutside the Continental United States (OCONUS):
e The reporting organization will provide the details of the Covered
Information to the DoD representatives at the FBI’s TMU or CT Watch.
e The DoD representatives at the FBI’s TMU will enter the data into
Guardian.

e Information can be reported directly to the JTTF, TMU, or CT Watch representatives
via SIPRNET, NIPRNET, or telephone consistent with the classification of the data
being reported.

e A suggested SIR/SAR format (attached to this implementation plan) that is consistent
with Guardian data entry fields may be used to report suspicious incidents. Use of
this format will assist in data entry into the Guardian system by individuals assigned
to JTTFs, the TMU, and the CT Watch.

e Commanders may request analytical products highlighting regional and national
trends through their servicing MCIO. The servicing MCIO will request these
products from its regional JTTF, NJTTF, or the TMU.

e All analyses, law enforcement advisories, and other products derived from the
Guardian database will be coordinated with the FBI Supervisory personnel prior to
publication and dissemination.

e Prior to obtaining access to the Guardian system, DoD personnel will attend, at
minimum, FBI training for the database. DoD Guardian users will review SIR/SAR
data to ensure it meets reporting requirements prior to entry and will follow FBI
policies and procedures related to the Guardian system, as applicable.

Encl 1






JOINT TERRORISM TASK FORCE (JTTF) AND OTHER RECIPIENT
CONTACT INFORMATION

2635 Century Parkway 404-679-  atlanta.fbi.gov

Northeast 9000
Suite: 400
Atlanta, GA 30345

: 7878 " v
Baltimore 2600 Lord Baltimore 410-265-  baltimore.fbi.gov
Baltimore, MD 21244 8080

000

i

ABoston | A One Center Plaza | 617-742-

boston.fbi.gov

Suite 600 5533

Boston, MA 02108

RN RS E 5 o5 VT FREREEG LTS
Charlotte 400 South Tyron Street 704-377-  charlotte.fbi.gov
Suite 900, Wachovia 9200
Building

Charlotte, NC 28285

T A

Colorado Springs 111 South Tejon Street ~ 719-633-

(Denver) Suite 600 3852

Colorado Springs, CO 80903

 972-559-

5000
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