
11/22/2010 !ION 10: 22 FAX 

Brockton Police Department 
Internal Affairs Division 
7 Commercial St. 
Brockton Ma_ 02302 

To, J. fyt-e 

rhone 

Re: 

( x ) Fq1; your Review 

Comment.s, 

Sgt. Timothy R. Stanton 

Internal nrra1rs Divbir.ln 

:Si:ocltton Police Departmi::nt 

7 co1rone:rde1 l ,':it. 

Brockton, MA., 02202 

(SUB) :-111-022.3 

($08) 897-5355 Eux 

Fsom, Sgt. Timothy R. Stanton 

cc, 

( ) l~le~se l\epl)/ 

\WNJ.bro('.:ktonpoliw.oom 

~ 001/016 
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P,·1M<,: Lobel Glov,ky & Tr.i, llP 
/vic;rnoyi -,J 'lt-JvJ 

lnn r'1,111hr:rlnn Sii·11,-! 

$uitD nQ() 

B,:,t~n, MA 021 Id 

!617] 456.BOO0Tel 
(617) -<156. 81!.lU Fe:.: 

W',11',,i/.Prlncalobel.corn 

, .. 

,. 

io: l<evin JoM$, Brockton Police Dep0rtrn0nt 

!'AX 

Dale: 

508-897-5?.16 
----

October 20, 201 D 

From: J$ffrny J, Pyl@, Esq. 

# of pag"s : (4) indudi11g r:'1v~r sheet 

#: 

----

----

if-this trorJGrnissiol'i ic not ful\y and/or legibty rGJcolw~d, ple2se c81! 

(617) 45\.-8147 

n,~ do<:um'1ntt cr.-:r;,mpc:it'lyln9 1hls. tel~tory !ransmls~ion conf'Qln confidenliol 01· 

prlvllcgi?d lnfom11;.1!io11 frl!>nt the. law firm .:.f PA..IMCE, 1.0BEL, GtOVSKY & TYE LlP, ·iki.t 
irJ¢rm,:ilion if int~ndi:id to be fc-. th;, u~o of tha itidMdual or entity num~d VII thi.i 
1n:m:so;fo:o.k111 )h~~I. \f yoo ore Ml lhe-lntand¢d r~ipi~nl, blil ei.,._,orn that ciny di!.c.losure, 
.;qpyins1 di~!r!butlon or Ll~P. -:if the contents of rhls 1el!,!:;:opi<:1J idt;11rnt1li¢n i:. prohibi~d. 

· · , ... lf.yw-! 11.'lll'e re-:..t:ivacl-thb .. 1el~copy-in. {]rt~r, -plem1~-notily .. us by .phone .. irr,.McdiatF.<.ly.,i;.l'.'l 
thi;it WQ eQn arranoe fi:,r the relr1e¥ol of the crlglno! documt:"nb t.1! no co3l lo y,;ivr 
dlieo. 

(Di PRINCE. LOBEL,GLOVSKY & TYE~ 

~ 002/016 



11/22/2010 !ION 10: 22 FAX 

.lune n. ,u I 0 

ChicfWillia111 K. Conlon 
Bl'wkton Polioe Doporlm•nt 
7 CDmmercial Stmet 
Brnr..kton, MA 02302 

Dear ChietConlon: 

L~1H'fi TIStoJrJ 
Sr.nff A.ttomay 

(Gl '/) 482-o) '10 x,311 

lroto!u@ar.lum.org 

Thi~ lettor constitutes a request under the l'ublk Recor,:ls t•w, Mass. Gc:n. Laws 
ch. 66, §10 fos dacnments made or receivi:d by lho l31uckt1JI1 Pulice Dcpartrnenl, The 
request is made on bclmlf oftl1eAmerioan Civil Liberti., Union Fou11dntion of 
Mn.ssnchusctts ("ACLUM''). 

This request seeks dncuments rdatini. to the recently-unveiled MORIS sy$tem. 
On June 14. 20 I 0. iho Brockton Police Depnrtmenl announced tba\ it would be 
iu,plcrncnti,,s a "!irot-of-its-kind in the world" mobile wireless multi-modol biometric: 
offender recognition and lnfoonalion syr.tem (MORJS), funded by a <"""I from tl,c 
Plymouth County Sherlfr, Offico •nd the Massad1u,ott, Sheriff's Asoo~it>lion. 

Ac,:;ording to tho City of Brookton's proso releMe, the system witl enable polic,: 
of!iotr~ to capturo human Ids •nd f\\elal informatilln and compar~ these to existing 
datab,u;es .. A news. report.s\<ggests that. the .. syswm will .. ~.t.,.1;;,:.d. o~ Apple .iPh.oJ:1es and 
that cities and police dcpartrneni:l int¢11d to expand this ;ystem to include a niore 
,.xtensive use r,fbiom~tno infonnation, including electronicaltpecor-:kd fingerptints.. 1 

Thi& system Is ,et to br. made av-,ilablc tu al! 14 sheriff', department> and up ro 
28 po\l~doparLmcnts in foe -futu,e. 

, 
Bccat100 • system Ii~• this has never been deployed by local pnlicc JcpAl1mcnts, 

there nr• many questions xeliltlng to how it~ u,c ma)' impuct individual rights. Our 
purpose in writing Is to obtain b~~jc iufo1matim1 about the funding fur thia project, the 

1 Ml\!.lrl?!l!n Boyle, "Brockton polict: \,J usi.; 1.ultin~~g,e fooitil tocogl'l.i.tioh 1:ysoom1'' The \-;:{lli!!rpl'i51\ June 14. 
'2 0 IO, http://www ,e:nte1'Frl~cntw!i:' .cr.,mfncwi:/cops _ anJ_ wurb/x I (i(iZ61 S 816/0rockton-p(l 1 i ce .. to, US(;-

cutt i 11ti •edgc•t'l1dtil-rQeq r,,nition •a;rc[em 

~ 003/016 
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dsrabaies thar will be used for purpose.s of comparison aJJd the mention a.nd sharine of 
captured irnages and ,ca11s. 

Document$ r~ue-.sted: 

1. A11y <l1J1;umcnl.s r.lt:scribiug th~ fumliug source for th~; {leploym.~11t of 
tho MORIS syslml in Brockton, Plymouth County o, any otl1er ci(,y, 
town or cm.inly in .Mnssnchusc!:t.$, including r~q1.ul9W for proposals1 

grant applications and grant ~pprovlll documents. 

2. A copy of a11y c->11lract bctwcon 812 Tecl!llologic, und the City of 
Drockton or tl,o Brookton Police Department, 

3. Any document tl1M inclndes • descriprlon of the databases ro which the 
MORIS system will have acocM. 

4. Any document that Includes a description of1he d•IQh~s• Qr location 
where image~) irit:i scans, flngrrpdnt.s ar other biomc1ric informath:m 
created a11d uploaded using the MORIS system will be .out. 

5. Any docttmenw Including teclmlcal doscriptioru, or teohnit:,I 
.specifications of2l) - 3 D fucial recognlUon technology which will be 
used, including atty. 

6. Any document that d,,scr!bcs tho number ofiPhones purchased by thct 
City of Brockton for mi:r; by polir.;c 0-fl:iccri:;:1 t.hi:~ t:i.1Bt of th~:::;i; plioni:s~ 
and the contract with tho c~llular sol"licc M<l web provider. Arzy 
document describing the allowed pu(])Mea for which the iaauod 
i~honcs may bo used, 

Because thb ri;::q1,103t involv~ ~ matter of public ooni;ern and bccUl.lS<, it i:'.J ma.do 
on behalf of a nonprofit orgalll:t.:1tion, we ask that you waive any copylllg o.om pursuant 

. ta 950 CM.R. § 32.06(:l), ACLUM Is a nonprofi! §~0.l(c)(3) orJlllllization.d~.dicawdJo .. 
the protection of civil rights and libortio, for all persons itt the Cqmmonwealth of 
Massachusotts. As tho oWe's otliliat~ of the Ainerionn Civil 1.,ibertleo Union, ACLVM 
Is purt of a mtionwlde Mtwork of advocate, dedicated tQ defending nnd expanding the 
civil libeitles of al I. 

··If you decide not to woi'le oopying costs, we rogu°"t that you permit u, t<, . 
examine, ~tour oJection, the rer,ponsivc ~oouml)ilt~ b•foro doolalng which portion~ to 
phowcopt 

Should you d~termine tl1at BOtno portion ofth, documents requested nro exempt 
from di,clo,uco, ple.$e tolo.se any rer,.sonably sesrogablc portions that nre ML exempt 
hi Addition, please note the applicable statutory ex~mption and 1.,xplain why lt app!io; fo 

~ 004/016 
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the redacted portions. As yuu !(now, u custodlon ofpubli.o rocords shall comply wilh a 
rcqu~~t within ten days aftet' T'l!ceipt. 

We buvc 111<1do a similm-request for ,ccor<l, co the Mns.111chu,etts Sheri!fo' 
Association tutd the County of Plyrnouil1. 

Pl""'" r,:ply to tl,is roqucst to by contactiug Lauro R&tolo at (617) 482-J l 70 x311 
or through email at lnlliili)@eclu,01_,m:g, 

Thank you for your assist~nce. We look forwird to your response. 

Sincerely, 
,, 

bnrnR6tu!J 
A CLUM Staff Attomcy 

.. 

~005/016 

,, ' 
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•• 7 

IJ• BJ-TECHNOLOGIES 

Ztitin M1-1lli~ 
Proddont l C£0 

~fl~~btQ!!Olad 

l'l)'mollth, MA u:uw 

' 11: '' i::1:,/, i, 1, ),, ~ "' 

Plwur.; t,08-?.24, 1eOO~Al. ~03' 
Fsi,; ~O~ -1~~-1~0, 
E-maU; ~m UJlifl:;,'tli21tdmnln~i~,.~om 

·• 

~ 006/016 
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fnHrr ID1q.1ttr!tttl'1t1 
7 @nttttttri-dal .§trrrt 

IDity uf ii-n.ddntt, flll!ttnllctdptrt~ttn l123112-2ZU2 

TE)..CPI-ION5' (50$) 041-•2•• 

Law Department 

City of Br-rn:.ktm1 

10/22/2010 

The attached documents reflect a request for document disclosure, please advise me as 
to how you would like our office to proceed. Please note that the requestini party has likewise 
requested all fees be waived. Thank you for your attention to this matter. I received this 
request llfl 10/72/201.0. 

Brockton Police Department 

lnt~rn~I Affairs Div. 

~007 /016 
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LINDA M. lJALZOTTI 
MAYOR 

TO: 

FROM: 

DATE: 

[
7ity of (JJrocR]on 

La1v <Department 

SOT. TIMOTHY STANTON 
BROCKTON POLICE DEPARTMENT 

CAJTLIN LEACH 
LAW DEPAR.TlvillNT 

NOVEMBER?, 2010 

RE: ACLU RECORDS REQUEST 
MORISSYSTEM 

Dear Sgt Stanton, 

PHILIP C. NESSRALLA, JR. 
CITY SOLICITOR 

KATHERINli'. M. Hli:ODOROFJi' 
GILBERT J. SCIIIPANI 

CAITUN E, LEACH 
ASSISTANT CITY flOLICIT()RS 

rATRICJA A. FLORIO 
PARALEGAL 

l\URV T. MILLIGAN 
WORKfdl?.'S CDMJJldNSA'!"l()N AGENT 

(~Ol'i) sw-n:u 

I believe thut the above-referenced request is identical \v <1 rcqL1cst received earlier this 
year. The Sherif!'s Department wM supposed to have resp(mdcd for uollr their 
department and the Brockton Police Department. I have atlachcd a copy of the request 
received by U1ern, us Yvell as their t0~iponse. 

If a separate response is required, without a copy of those dooumcnts that arc responsive 
to the request, I am unable to mnke un accurate. determination as to whether or not any of 
the documents requested a.re exempt from disclos\lre. ff you would like me to review the 
rf'~;ponsi.v~., reco;d:; for ~x0rnptb:0::1 plem:c cornpl.c-ti.": i_b·::: rc:c;cccc, end send the documcntc. 
rn the Law Depanmem for review. 

Please do not hesitate w contact me directly With any questions or concerns. 

V•i1,,.1.~,··i p,_.,,,,,-,-1~ 

I ," \ f' 
t ,,.., I 1' '-;:I _. ,. 

v)J,/'-0( V1..a /l'--~~--

Ca1 ti in Leaoh 
Assistant €ity Sulicilur 

BROCKTON CITY HALL • ~l SCHOOL S'J'RIJET • BROCKTON, M/\SMCHUSETrS orn11 
TEL: (l08) l!0-7110 F/\X: (508) 580-7112 

tfl.,1,v·@cobma.us 

~008/016 
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Joc-:p_h I). Md.lan,:ild, _jr. 
. Sh~riff 

"N~tlorrll t.:.omm\HIM M 
Co1rml1n•~I Hc::ilrh Ci1~ 

~UJ/fy,~,'lWaf?f; __ _ N Lo,1g fond Road 

Ply1Y10ud1, lviA 02%0 
Td,•phi:im:; (~00) 8JO-G2DO 

rax: [)08) S)O--Ol!G 
Shedff'.s Department_ 

LRnra Rotolo, Esq. 
ACLU Foundation of Massachusetts 
211 Congress 8twol 
Bost@, MA 02110 

RB· Public. Re~.ords Rcf;uest 

Doru: Ms. Rotolo: 

Jttne 30, 21)) I) 
www.padrn:i.org 

.. *t •, < I :0 
: . t 
~ ., 

! 
:,;,; . •" ,\-..e 

Gt!n:..ld c, Pudobkv 
Spc.:iJ.Sl1criff 

11,e ,Jepartment nos reviewed your ])ublic records request dated 
June t 7, 2010, and makes the following response: 

1. The Dcparlment fulli no such dowrn~ts ill its poss~s,iou, 
c,,study, ur cunt·ol; 

2. Please ~•• attached contract. 

3.5, The Department has no such documents within its posse.s,im, 
custody~ or control. 

You haYe the right to appeal this dcterurination \Q the supervisor of 
public records, pursuant to 950 C.M.R. n.oo mid M.G.L. c, 66 §10, 

Siueerdy, 

,t~~---
/p~ick C. Lee 

wuemJ Counsel 

AO!NGTON • ORltiO.t'wAn~ • 13FlCCl<TON • CAPiVGJ'.l • t>UXDURV • ~l\&r ~~IDGEWAi!;.11 •HALIFAX• HANOVER~ HANSON• !-llNGHAM 
l·IUU.. • l'C!NGSION • LAKGVJLL!;. •. MAnlQN • MAR~HFIELD • tMTTAPO!@ETT • M!DDI..E80HOUQH •NORWELL• PEMBR•K~, PLVMOUT~ 

PLYMPTON~ AOCJ·lEGT~R • noo1<1.AND • OCITUATE • WAR~!•IAM ~ W(;;ST (lFllDCEWA'l'~A • WHITMAN 

', 
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&-lkoCf-
;/ 6. Al {~-i: F:i ("'<:> ff... 

II BP TECHNOLOGIES 
]fomtfrfr: f11.h:Hi$(!11f!~ & I<f/!1/Hflcst/1(>.1( T'1cbt1ologf.f!~ 

L.eGf/t.. ltPfiR.fl!Vl'!L 
ANNUAL MAINTENANCE AGREEMENr AND TERMS AND CONDITTONS FOR !MATS'" Pc ,<L 

~ 010/016 

SOFTWARI: MAINTENANCE AND SUPPORT J. -r:-1 /'1 l~{I''~. 

A!I Soflvvart' Ma1nte1rnnce nn!..l Support for IMATS-r,.., l::i provided subject tu th~ 
following Standard Terms and Cond(tiom;. Th0Sc prov!1,;lons set forth aro only 
vbllGatlo11s vf o!?. TECHNOLOGIES 1·c~ercll11g !MATS"' Software Maintenance and 
support, For purposes of this Agreement, "PCSD" shall refer to the ~lymouth county 
Sheriff's bcp.,~rnent IMATS™ Mt=tlnten~nc~ Md Support hereunder. 

!, Bl2 TECHNOLOGIES !MATS SOFlWARE MAINTENANCE SERVICES 

1. Unilml,ed usa of e12 TECHNOLOGIES' onllne and telephone support - Monoay 
through r-rid~y 9:00 AM to 5:00 PM eE1stern time, ex:dudlng n~tlonol and state 
hol!r.lays, to rc>.celve Lechnlcnl asslsl:arn:e amVor ~enernl rn11~u!tatio11 with reud.rd 
to lMATS"' sofl-warn PCSI:> has licen~sd from sr2 TECHNOLOGIES and for wi,!ch 
PCSD hes elected to purch1;1se Ma!ntemmce ond 5upport (the 11Covered 
,;;ortware"J. 

2. l'll2 iECHNOLOG!ES will repair any material defect round in the µroyraIrnnl11g 
code of th• !MATS"' Software Identified during the Maintenance and Support 
Dtlfoci •l no cost to FCSD. lM?ORTANT NOTE: BI2 TECHNOLOGIES, in its sole_ 
dl:-;c:retlon, st~<'l.11 c!eterrr1ln2: whether th~ progrr3mrn11,g rode Is mi:ltcrtally defective. 

3. As they uccome ovollable, eiz TECHNOLOGIES will moke ovallable, at no rost to 
PCSD, new vemionsr updates andior enhar.cgm0nts to current vers1on1; of the 
IMATSru Softwere. If new versions, updates •nd/or enhnncemcnts arc 

,dE.i:1'~r.-n::1t•J Lv re.~1u11·r~ more ,11::vam:r:;li ur-1:irgc:r c~pocll:y equ::Htienl: arn:i/ur Llilfd 
p.?.rty software, s:uch ~qulpment and sottwar-a compatiblllty Chall be PCSP't ~olB 
responsibility. 

4, As they become ovolloble, BI2 ,ECHNOLOGlES will make avallabio updates and 
enl1a11c..:ernenb:i to ~xistlril.J docu1ne11t:aU1m;·· 

5. El!2 TECIINOLOGJ[S will tbko oil r~Mon~ble step• to correct defects In the 
lMATS" softwam that ,re directly attrlbotable to programming If t\12 
l'ECHNOLOClES, lh Its sol~ discretion, recognizeo thorn a• having a motorially 
d~trlme1_1tal effect un Uie per Fun mmc.:e or the IMATS1t~ Sofl:Wi";lt·e::. 

ll. CHAR<,i,s 

1. The Annual Melnte,nance. perloci for Plymouth county begins on March 1" for each 
annual period. · 
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2. The lnlu;i Annual Maintenance foe is basod upon an ot9hcoen (18%) of the 
purchase price of thl!:l IMATS'iu SDftwe1·e. T[·1e rn.st to PCSb fur the: fast Zlnnual 
pertoo IS i10 1soo. r.enew~I rees are calculated annually for a one (1) year period 
ond rnay be subject to on lnRationo1y adjustment defined et th.; time of renewal. 
If t111 Increase ls r.mtidpi:lt~d, BI7. TECHNOJ..OGIES. must notify ?CSD, In wr1tlng{ qt 
leait dxty (60) dciYS; in advanc@ of ~ny proposed incrn;;ise in th~ ~nnwnl 
M.::iintemmce Fc:e:. 

3, Annual Mnlnt~nonca Fe~:-.; Cn'G:! pttyable ln advunce, Fuilure to give: et le~st thirty 
(30) days notice of lnten~on not to renew tl1e Maintenance con,:rnct wI11 r,,sult In 
automatic renewal and PC".SD will be liable for an additional ysars charges. 

4. charfles do not 1ncluds chc1rges r!:!,l&t~d to third pany sortvJ::ire programs, Which 
r(lay be re91..Ji1ed. to ruh the lMATSrn $Qftw~re, PCSD mt'.ly be required ID PBY 
separately /or ony up•rades In such third party program. 

ill. EXCLUSIONS FROM BIZ TECHNOLOGJES SOFiWARE MAlNTENANCE SERVICE 

The following Is expressly excluded fro1n the term~ of this Agreement: 

Provision, 1n~c111ation and/or .1:uppott or n@w ver£ion£: and/or enhancoments to 
current versions of noh·Bl2 Tl:CHNOLOGJES softwore. Non•B12 TT:CHNOLOG!ES 
gott;ware Includes, but shall not be l!mlted to, oper~tlng system soft'Wcirer word 
;,rocooslng, sp1,rndsho•t, reporting Qnci/or dD\obase softw<>re. 

Upgrading any hardware and· memory on. ttie E::ystem on Which PCSD's uset: th-e 
H-lATSfM Software, 

lf PCsc· I< using Bl2 TECHNOLOG!~S producl:s that require a common datibaoe, 
PCSD must rc:mt":lin current 011 Hri!ntcni!lnce foi· t1II products fo1· El~ lonQ ,es the IMATS111 

sonware Is In use In order to assure the 1nteghty of PC:SD's !MATS"' SoftWaro. 
Canc::e!l~tlon of l"l21lnten~nce on my ohB system rnE)Y cause (ncompatbi!itles Yrith 
related iJ:"C:·0llC.G1 c:·id 9er:onr1anrn or ail 11,11\T:3''''1 SO'i'tWdi'G COUKl be ad\lei'St:.i')/ 
~1!/ect1Jci. 

Rrn~lr ll( thi:i TM/ff~ir~ ~l"lfh1J~rP 1r ':\Tl TFrT'HMI')! rn~TP<:: t1r..f-¢-<Mlr>~c:: thA t;;lli 1r ... r~ 

relat~d to: 

(a) _ the equipment or suppll~S _PCW are using; 

(b) misuse or neglect otthe lMArs1u soltv,.1are;. 

(1~) crnycme utllf!f' thr.m ~ 11H:'n1ber uf 13!2 TECHNOLOGIES 's >taff mak!ng any 
alteration to me cover-ed SofhVar~ or to the sy~tem filG.S 
which m~y l'lffect the IMATSTh1;; 

(dl environment~I condilJons, lndudlng, but not llm!te<l to, 
in''.:'.'.·\1ci(:nt .. t>xcess!vr:\ or lrTeguhn ~!k:c.t!':cal powl~1•1 

fuih.Jre of ~\r conditlonlngr o.xcei:;s)v<?: h~nt or humldlly 1 

fk.,1'.n:l, weitt1·, wind. or lfghteniny; 

((". ! I,~,:~ (if !-:hr-rMt,T.c;rn S0ftv-rnr~ for :)l1if!r,_'!.("'.(, q-!-hr,:r th?1.f7 t~n.<;p, Fnr 
which ft was expr1;;ss\y d~~l9nec:1; ar.a;ori aoici/orr 

lrJ l:S'.C! Tl!CHNO'l..01..:ill!:'> ... zous., VGr'S!Oll :t .. 1.:z conf'lde:ntlal <md 1-'l'O]rlie~rv 

~011/016 
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(f) the. rP.loCdt!un or reir15ttilk:iUon of the !MATS'M Soft.wc)re:, 

eiz ·ri::CHNDLOGIES reserves the right lo d1orge addleurr~I su1,i,01t fees et Its th~n 
~ndard rtites for s0rvlceg performed in cormeci:lon wlth reporttt-0 incld0nts that are 
!'3ter detennined to h~vt been due to han:lweire or software not supplied by BI2 
TECHNOLOG!l::S, Notwithstanding the foregoing, Bl2 TECHNOLcllalES has no 
obl!gotion to 1,erfN-m support serv1ce5 lri conri<:ct!on with lssuGt: rGsultlng from 
;-1ardw2te or su'fLWi:1i·u nDI: ,;;uppiled by 5I2 TI:Cl1l~0LOG1CS, 

'fl/. SOFT\I\IARE MODlPICAT!Ofl!S 

Any rnMmrMons that PCSD mokes to \Ii~ !MATS" surtwa;,:, indudlng any 
modiftcatlons to any third party llcensM soltware Included Wish or ~mbGdded In the 
Softwart\ wlll rm11.:k:1' a1w Ma:lnte.nance or Weirrtmty obligations contained in this 
Agreement null and void. t312. TECl-lNOl,.C.IG:Ie:5 wl!l not be !lc.bII?., In any re::;1.1et:'t, rur 
any such modlfketlons or any errors, !o5ses or damage rgvultlng from cucri 
mooincat1on,. Bl2 TE'CHNOLOGIES has no other responslbliltles with 1-espect to 
Malntenc>nco other than those speCITI~ In this section and will not be responsible for 
md.lnt:~inln~ uther then the most c:urrc:ht., un~ltered re!eeise af th0 Softwi:lr~. 

V, DISCLAfMER OFWAf\RANTIE5; UMITATION OF UABll.lTY 

NO WARRlsN·nES: Bl2 1·ecHNOlQG!ES DOES NOT ANt, CANNOT WARRANT 1liE 
PERFORMANCc OR ReSULTS OBTAINED BY PCSD IN USING THE SOFTWARE, T}II\T 
11,~ SOFTWARE Wl.LL MEET PCSD'S RtQUIREMENTS, Of\ THAT lli[ OPERATION Of 
THE SOFTWARE WILL 13E UNIN7"ERRUPTED OR ~RROR FREE. THE SOl''i'WARE !S 
LJCENSE:D "i>S )5" AND THt:; MA!N"fl':NANCE SERV!CES Pf\OVIDI::D HEREUNDER 
SHALL BE PE!ZfORMeD IN A WORKMANLIKE MANNER. ~!Z TECliNDLOGIES 
EXPRESSLY DlSCLAIMS ANY AND All OTKE;R WARRANTIES WITH RJ:SPKr TO THI': 
5<'.JFfWARE AND SERVICES, EITHER EXPRESS OR IM?UED, INCLUDING sur NOT 
LlM!TeD TO 11-IE IMPW~P WARl'-ANTIES OF ME~.CHANTAl'\ILTIY AND FITNESS FOK A 
PARTIC\ll.AR PURPOSE. 

LIMITATION OF l!ABUI!Y. IN NO EVENT WILL SD. TEC:HNOLO(;lES iSE llA8LI'; fOR 
ANY LOS$ Of PROFrrs OR RlcVl:NVE, LOSS or- USIZ, BVS!NESS INTERRUPTION, 
LOSS Of DATA, C:OST ·ro COVER OR o·rttER )N{;>IkECT, SPECIAL, !NrJDENTAL OR 
CONSEQUENTIAL DAMAGeS .ARISING OUT OF THE ·o~UVERY OF ·MAINT~NANCE 
SERVICE'S DR ANY DELAY lN DFLlVEIW OP THE MAINTENANCE SEIWTCE5, Bl2 
T5CHNOLOG!ES'S MAXIMUM AGGREGATE U/\Bll.lTY (WHETHcR IN CON"rRACT OR IN 
TORT OR UNDER ANY OTHER FORM OF LIA6ILrr/) FOR DAMAGES OR LOSS, 
HOWSOEV~R AK!:SlNG OR CAUSW, SHAU. JN NO EVENT EXCEED THE AMOUNT 
ACTUALLY ~A[D DY PCSD FOR THE RELEVANT MAlNTcN/\NCE SERVICES GlVJN<;; 
RISE TO THE LIABILITY. 

VI. GfNERAL 

1, Delive1y of any Molntenonce service to PC5P by 6!2 Ti:cCHNOLOGI~G is oubjoct to 
con di~ oM bQyond the control of Bl2 TEl'.:HNOLOGT.ES rw its ngc11!;,;, i ,idudlng but 
not limited to, Acts of God, acts of any public enemy, fire, tlood, epidemic or 
quarantine restrlt:tluns, s!Tlke:-::, riots vr elvH ~rnmoticn, frel~ht or other 

~ 012/016 
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emoarsoos, weather condltlOh, or ~ny Fallutes by Bl, TECHNOlOGll;S 's 
subcontractors or suppliers. 

2, 812 TECHNOLOG!ES will provide PCSD with an electronic version copy cf the 
source code for the !MAT$"' software currently oper-otlng et PC$D, .$!2 
TECHNDL.QGiES wUl prov1da the source code lnltlally, and within 21 reasonable 
period of tlm~ following ~ny m:;,jor r<lVls\on or roleose to the sourco code has 
been completed. It Is understood and agree,! by PCSD tllat this source code Is 
for PCSD's: use only. PCSD may not tr,3nsfer, g!vG, sub•!icense, s~II, rent, lend or 
l8as~ rrny µ01i:lor1 of the !MATS™ Softvvare. P'CSD rnay 1·ii:it: tra1'1$l.eti:: c.ir r;:t'~el~ 
denvatrv~ work~ based on the XMATs11.1 Softvvare. ?CSt1 m-1y, haw!?Ver

1 
use the 

sourx code In Its Internal operations as Its deems appropriate, 

3. PCSD m3y e,:mCGI maintenanc@ by giving notlcia ;;it least 30 d~ys hot1ce ln 
adve.t·,c.e of the annual period renewDI d~t~. Omce!lations will become effective on 
the rnnewal 1 dat:e. No tredlt v,.r!!l be given for part.la! Maintenance period!:". 

4. Ir .P-CSD a!/ow::i PCSD1s Mai11L\'.::nn1·1i:;(I; C\JVt:!rt;igr;: to leip:;:~, PCSD nt!:!Y P1.J1'<;.J-11::j!ie 
telephone ~nd/or amalf sl;lpport: for current;\y supporteid i;oftv1.arn versions of 
IMATST.,. on i'.ln os~necdc:d bos!s. 

S, T~lephone oncl/or •msll support Is billed at ~200 par ~our1 with a minimum 
charge uf one hour. Aller \he first l10u1·, support Is billed In 15·111lnute inc,·ernents 
or $SU.OU each. software updates and accm;:b to the Support WGb site. are not 
ovoiloble without Melntenonce, 

6, Relnsbt&ment of lapsed Malnwnance will require full payment of Maintenance 
foes that would hove been due frorn the exi,lretion of th¢ lo~t ~ctlve M•lntenrrnce 
pe!iod through the re1nstciternerit elate, plus a 15°/<1 admtnlstratlve st1rd'l8roe .. 
P~yrnont of the applicable amouht for the curront Maintenance period will be due 
upon relnstotement, 1l1ls relnstate111e11t µo\ic-y aµplles If Malnten,11ce hos bec11 
cancel!Gd or there JS. oth~rwlse a lapse In Ma1ntenancf! coverage

1 
suc11 as for 

nonp~yment of foes. Upon reln5tti.tement, PC$D wlil receive the latest version of 
the !MATS'• sortware. 

7. TI,~ l~w:s of th~ Cci11mwnwee\th of Meisseicl·1usetts shall govem eill provisions o-f 
this agn;Hi!ment.-

For the Plymouth County Sheriffs Offtco: 

For_Bl2 TECHNOLOGIES Technologies: 
e •hd 11tle 

.4 C ."'7_~'f'? . /4 ~!If __ ~: .~:·..;--·c.__ ___ _ 
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AMERICAN CIVIL LIBERTIE• UNION 
OF MASSACH\l,F.TTS 

June 17, 2010 

Chief Willimn K. Conlon 
Brockton Police DcJlitrlment 
7 Commercial Street 
Brockton, MA 02302 

_ Dear Chief Conlon: 

YClt"½y - :fco1 . . . 
..:.,")r,z r I ff /'vie bcrno.kO'., r::o.J.h.c,_ 

4<':) sa\,t +-l'xtt he'/ I 1"e.2pm:J 
u (''_ -

+::, +hi-5 t-0( EUt'.1~JY..L L1J-1'1)i) 

ltCE' IJ..)€.(1 0.... 1'/2 c,yw&-, 1 'I-' 

he · 11 0 end t/''.L.Q. _ 01.i_'tJ 0-

0 opj ob l'\l.S rQ, iporv~~ 

Of A(\~ 

Tills k-ner constitules a reqtiest underthe PubJio Records Law. M1.t.1:i. Oen. Laws 
ch. 66, § 10 for rlor.,uments made ,,r received by tho Brockton Police Departmelll. The 
request is made 011 be-half of th~ American Civil Liberties lJnion Foundation of 
Massaclrnsm, (" ACLUM"). 

This request ,ecb documents relating to the recently-unveiled MORIS system. 
On J lint \4, 2010, be Brodcon Policf. Depanmcm announced that it would be 
irnplcmcnling a 1'first-(Jl-its-kiDd in tlie world" mobile wireless rnttlti-modnl biometric 
offondcr p:cognition and information .,y,tern (MOR!S), !undtd by a grant from the 
Plymouth County ~hcriff's Office and the Massachusetts Sheriffs Association. 

According lo the 8ity of Brockton', press rdease, the system will enable police 
officen: to capturo human iris and foci al information ~m:.l compari.:: tht'se to existjng 
databases, A news report suggests that-the system-will be used un Apple iPhones and 
that cities trn<l police departrne11t:1 intend to expand this sy:skm to im.:lude a more 
extensive use of biometric information, including elcctMlically rcwr<lcd fingerprims. 1 

This syst~m is set to be made available to all 14 sheriff's dcpaiimClib ctH<l up 1,, 
28 police departments in the future. 

Bt:c?u.;,\: ,-,. like 1/IJ::: has never be011 d<;plo/ed by bcal pvlkc dcparl!l"ltJJL':>, 
tlitrc: ;ire in;my <.iw::sticins relming to how iti; use may 1ni.pnct individuul rights. Our 
purpu~c in writing is to obtain basic information about tile fonding for this pro_icct, the 

1 Maut'Cl'n Boylo, '(Bl'ockton pQ11Cv to usl: 1.;u(!i11.1;-t:<lgc facial recognition sy.<::tem,•·, 1"1le Enterprise, June 141 

20 ! 0, l11tp://www.entf.l'pdsencws.com/newf:/cop~ __ ,met _courtixl 602635896/E!rockton-pol.kc.:-hMJS(> 
curtlng--ed :->(:-liicin )-r,,ir:0_,, ,1 ;1 ;,·,n--•:'J ~t,,--,·\ 
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databases that will be nsed for purposes of crm1puiisoa uml lhe relemion and sharing of 
captured images arid scans. 

Documenh requested: 

1. Any d<icuments describing the funding source for the r.1~pl!Jyme11l of 
t110 MORIS system in Brockton, Plymouth County or w,y other city, 
town <ir county in Massachuselts, including requests for propusals, 
grant applications and grant approval docurncnts. 

2, A copy of any contrnct between BI' Technologies and the City of 
Brockton or the Brockton Police Department. 

3. Any document that includes a description of the databases to which the 
!'vfORIS system will have accer.:j. 

4. Any document that includes o description of the database or locution 
where images~ iris £cans, Gngerprints t)r 0U1er biornetric information 
created ard uploaded using the MORIS system wi 11 be sent . 

.J. Any doi;;:umcnts including tcdmical descriptions or technical 
specifications of2D ~ 3D foci>Jl rel.'ognition technology wl1ich will be 
11~,Yl, !;·!du.ding any 

6. Any document that describes the number ofiPbmcs pmch~::;cd by the 
Cily of Brocltton for use by police officers, the cost of these phones, 
and tLe contro.ct with th(:. cellular service cmJ \.Ycb provider. Any 
document de.scribing the allowed purposes for which the issued 
iPhoncs may be uoed. 

Bee.misc this rcql1e\.:1 lnvo!ves a matler of public concern and because it is mo.de 
on behalf t1fa nouprnfil organization, we ask that you waive any copying costs pursuant 
to 950 C.M.R. § 32.06(5) ACLUM is a nonprofit §50l(c)(3) organi7~~tior, dedicated to 
the prntection of civil rights am! libt>rties fo.r all person,!-; in the Comn1onwealth of 
Massachusetts. As !he olat~•s affiliale of the American Civil 1.ibe11ies Union, ACLUM 
is pat1 of a natio1Jwi<lc 11clwork uf advocates dedicated lo defending and expanding the 
civil ]ib0rti0s ofalL 

examine:\ ut our 0k:cliOn, the ri::.sponslvc docum.::ul0 before decidi.nG which portion;: tu 
photocopy. 

Should yo\1 determine that some portion oftb1.~, d(Jcuruertlt; n~qur:;:;tcd art.:. •.~.x~mpl 
from. disclosure1 plcflSB release any rcftsonu.bly segregable p1:rrtjo11s that are nut exempt. 
In addition, please note tile applicable stolutory exemption aud ,.{µlain why it applies 10 

111ng 101 r, 
l+,1'.j 1,1 I U I l \/ 
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lhe redacted portions. As you know, a custodian of public rmJrd~ sliall comply with a 
request within ten days after receipt. 

We have 1uadc a similar request for rccorJ., to lit~ Ma,saclrnsetts Shedffs' 
Association and the County of Plymouth. 

Please reply 10 this request lo by contacting Laurn R/,tulo at (617) 482-3170 x.111 
or through email at )_rgtolo@J,oclq,m:£)J~. 

Thank you for your assJstance. We look Convard lo your rcspon:se. 

Sinccrnly, 

;/(l~~ ~Cu{,~---1t~~ra R6tol 
AC LUM Staff Attorney 
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